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Overview of Characteristic
·  MIPS MCU (64MB SRAM) and 8MB Flash, Based on Linux Operating System
·  Support 4G/3G/GPRS Network, FDD-LTE, TDD-LTE, WCDMA, TD-SCDMA, GSM900/1800 
·  Support 2G/3G/4G/APN Private Network Card
·  Support VPN Virtual Private Network
·  Support RS485 to 2G/3G/4G
·  HF8102 Supports Base Station Positioning
· [bookmark: _GoBack] Supports up to 2 Ethernet to 4G/3G/GPRS Networks
·  Support 802.11bgn Wi-Fi to 4G/3G/GPRS Networks
·  Support Wi-Fi AP Mode
·  Support Ethernet 10/100M Auto-Negotiation
·  Support Web Page Mode, PC Software IOTService Configuration
·  Support Web Page OTA Wireless Upgrade
·  Wide Voltage 5 ~ 36VDC Power Supply
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1. 
2. [bookmark: _Toc19807315]Product Overview
2.1. [bookmark: _Toc19807316][bookmark: _Toc274673441][bookmark: _Toc244405666][bookmark: OLE_LINK4]General Description
4G router HF8102 provides a kind of protocol conversion between Wi-Fi/Ethernet and 4G/3G/GPRS. This product integrates rich hardware interfaces such as 4G/3G, Wi-Fi and Ethernet, and is based on Linux operating system. The product contains a web page. The hardware interface meets the requirements of the national standard. The ESD supports air discharge ±15KV and contact discharge ±8KV.
2.2. [bookmark: _Toc19807317]Device Paremeters
[bookmark: _Toc19807358]HF8102 Technical Specifications
	Item
	Parameters

	System Information

	Processor/Frequency
	MIPS/580MHz

	Operating System
	Linux

	Ethernet Port

	Port Number
	LAN：1
WAN：1（Default WAN, LANCan be configured as LAN）

	Interface Standard
	10/100M Base-T  Auto-Negotiation

	Protection
	Anti-reverse Power
Static: 8KV Contact Discharge, 15KV Air Discharge
Surge: Difference-mode 4KV, Common-mode 6KV

	Transformer
	Integrated

	Network Protocol
	IP, TCP, UDP, DHCP, DNS, HTTP Server/Client, ARP,  BOOTP, AutoIP, ICMP, Web socket, Telnet, uPNP, NTP

	Wi-Fi Interface

	WIFI Standard
	802.11 b/g/n

	Frequency
	2.412GHz-2.484GHz

	Network Mode
	AP

	Security
	WEP/WPAPSK/WPA2PSK

	Encryption
	WEP64/WEP128/TKIP/ AES

	Tx Power
	802.11b: +20dBm(Max.)
802.11g: +18dBm(Max.)
802.11n: +15dBm(Max.)

	Rx Sensitive
	802.11b: -89dBm
802.11g: -81dBm
802.11n: -71dBm

	Antenna
	External: 3dBi Antenna

	GPRS/3G/4G Interface

	Transmit Power
	Class 4(33dBm±2dB) for GSM900
Class 1(30dBm±2dB) for DCS1800
Class E2(27dBm±3dB) for GSM900 8-PSK
Class E2(26dBm±3dB) for DCS1800 8-PSK
Class 3(24dBm+1/-3dB) for WCDMA
Class 2(24dBm+1/-3dB) for TD-SCDMA
Class 3(23dBm±2dB) for LTE FDD
Class 3(23dBm±2dB) for LTE FDD

	LTE
	Maximum Support non-CA CAT4
Support 1.4~20MHz RF Bandwidth
Downstream Support Multiple Users MIMO
FDD: Maximum Upstream Rate 50Mbps, Maximum Downstream Rate 150Mbps
TDD: Maximum Upstream Rate 35Mbps, Maximum Downstream Rate130Mbps

	WCDMA
	3GPP R8 DC-HSPA+
16-QAM,64-QAM and QPSK modulation
Maximum Upstream 5.76Mbps
Maximum Downstream 42Mbps

	TD-SCDMA
	CCSA Relese 3
Maximum Upstream 2.2Mbps
Maximum Downstream 4.2Mbps

	GSM/GPRS/EDGE
	R99：
CSD Transmission Rate: 9.6Kbps/14.4Kbps
GPRS: 
Support GPRS Multi-slot Class 12
Code Method: CS-1/CS-2/CS-3/CS-4
EDGE: 
Support EDGE multi-slot class 12
Support Up/Downstream Code Method: CS1-4, MCS1-9

	UART

	Interface Standard
	RS485: 5.08mm connector

	Data Bits
	7,8

	Stop Bit
	1,2

	Check Bit
	None,Even,Odd

	Baud Rate
	300 bps~230400 bps

	Software

	Web Pages 
	Http Web Page Configuration
Customization of HTTP Web Pages

	Configuration
	Web
XML
Telnet
IOTService PC Software

	Firmware Upgrade
	Web, IOTService PC Software, SMS Upgrade

	Basic Parameter　

	Size
	108x30x120mm

	Operating Temp.
	-40 ~ 85°C

	Storage Temp.
	-45 ~ 105°C,  5 ~ 95% RH (no condensation)

	Input Voltage
	5～36VDC

	Working Current
	~300mA@9V
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3. 
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4. [bookmark: _Toc19807318]Hardware Introduction
The HF8102 rail 4G router provides Internet access for rail-mounted equipment. This powerful product supports Wi-Fi or 10/100M Ethernet adaptation, supports a complete TCP/IP protocol stack, and supports multiple data encryption methods to ensure data confidentiality.
Through the Ethernet cable, wireless connection or SIM card to make the device connect to the Internet, the device can launch a hotspot with Internet access. 
[image: ]    
[bookmark: _Toc19807347]HF8102 Appearance
4.1. [bookmark: _Toc19807319]Interface Defintion
[image: ]
[image: ] [image: ]
[bookmark: _Toc19807348]HF8102 Side Interface View
[bookmark: _Toc19807359]HF8102 Interface Definition
	Function
	Item
	Description

	External Interface
	RJ45 Network Port
	LAN: 1
WAN: 1 (Default WAN, Can be Configured as LAN)

	
	SIM Card
	Standard SIM Card Slot

	
	WIFI 
	Connect Wi-Fi Antenna

	
	4G
	Connect External 4G Antenna 

	
	A
	RS485 A+

	
	B
	RS485 B-

	
	GND
	GND

	
	Protect
	Parameter Protect, function reserved.

	
	VCC GND
	DC Power 5~36V  Input

	LED Indicator
	4G
	Carrier Network Connection Status Indicator
Fast Blink: Connection is OK
Slow Blink: Registering

	
	PWR
	Internal Power Supply Indicator
On: Power is OK
Off: Power is NG

	
	W/LAN
LAN
	Ethernet Connection Indicator
On: Ethernet is OK
Off: No Ethernet Connection

	Button
	Reload
	Restore to Factory Setting
Long Press this Button for 3 Seconds and Loose it to Restore Parameters to Factory Setting.


4.2. [bookmark: _Toc19807320][bookmark: OLE_LINK1][bookmark: OLE_LINK2]RJ45 Interface
The network port of the device is 10M/100M adaptive, and is defined as follows.
[image: ]
[bookmark: _Toc476311907][bookmark: _Toc476335859][bookmark: _Toc19807349]RJ45 Pin Defination
[bookmark: _Toc476335910][bookmark: _Toc19807360]RJ45 Interface
	Pin Number
	Item
	Description

	1
	TX+
	Transfer Data+

	2
	TX-
	Transfer Data-

	3
	RX+
	Receive Data+

	4
	PHY-VCC
	Transformer Tap Voltage

	5
	PHY-VCC
	Transformer Tap Voltage

	6
	RX-
	Receive Data-

	7
	N.C.
	None Connect

	8
	N.C.
	None Connect


5. [bookmark: _Toc476335930][bookmark: _Toc456630475][bookmark: _Toc313802468]
6. [bookmark: _Toc19807321]Functional Description
The rail 4G router HF8102 can provide a stable wifi environment on mobile devices.
6.1. [bookmark: _Toc19807322]Basic Network Protocol
4G rail routing HF8102 uses IP address for network communication and transmits by TCP. The data can be ensured without loss or duplication. It can reach the communication destination address accurately and transmit by UDP. The data can be transmitted to the destination address quickly and efficiently.
Supported agreements include
· ARP,  UDP,  TCP,  ICMP,  DHCP, Telnet, DHCP  
· Telnet command configuration，Web server configuration
6.2. [bookmark: _Toc19807323][bookmark: _Toc466561166][bookmark: _Toc455584138][bookmark: _Toc474253845][bookmark: _Toc432586880][bookmark: _Toc476335932][bookmark: _Toc476311704]Wireless Network
For this product that supports Wi-Fi, the default works in AP mode.
AP: Wireless access point which is the central joint. Usually, wireless router is a AP, other STA devices can connect with AP to join the network.
3.2.1. [bookmark: _Toc19807324]4G Network + Wi-Fi + Ethernet Combination Function
This product is used as an AP router to form a wireless network. All STAs use the AP as the center of the wireless network. If the SIM card 4G network connection is normal, the STAs connected to the device hotspot can access the Internet normally. The network topology is as follows:
[image: ] 
[bookmark: _Toc432586989][bookmark: _Toc19807350]AP Basic Network Networking
After the device is plugged into the SIM card to connect to the 4G network, it can be used as a router itself. Provides a mobile network environment
3.2.2. [bookmark: _Toc19807325]Ethernet Interface + Wi-Fi Combination Function
[image: ]
[bookmark: _Toc19807351]Ethernet Interface Features
The WAN port of the device is connected to the LANN of the router. The HF8102 is used as a center to form a network. The IP addresses of all devices in the network work in the same network segment as the HF8102 (that is, the default 10.10.100.XXX network can be configured to modify the LAN IP address of the device), and the Internet can be accessed normally. All devices in the device can access public network resources normally. This product is equivalent to Wi-Fi/Ethernet/4G router.
3.2.3. [bookmark: _Toc19807326]IOTService Software  Configuration
After the PC is connected to the AP hotspot or the network cable directly connected to the product network port (in the case of direct connection of the network cable, the device will spend some time dynamically assigning an IP address to the PC. The PC can also directly set the IP address of the 10.10.100.XXX network segment. To speed up the network connection speed, parameters can be configured. As shown in the following figure, the 4G network connection of the device is normal, and the IP address assigned by the operator (10.247.220.82) has been obtained.
[image: ]
[bookmark: _Toc19807352]Device Parameters
3.2.4. [bookmark: _Toc19807327]Web configuration
After the PC is connected to the AP hotspot or the network cable is directly connected, enter the default IP address of the product(10.10.100.254, default login user name and password: admin/admin). You can log in to the web page to configure parameters.
[image: ]
[bookmark: _Toc19807353]WEB
6.3. [bookmark: _Toc19807328]Ethernet Interface Functions
This product provides two Ethernet interfaces (LANN function, which assigns an IP address to the device). Through this Ethernet interface, the user Ethernet device can easily access the public network.
Note: It takes a little time for the device to automatically assign an IP address to the Ethernet device. For example, if you connect the device directly to the PC cable, you can manually set the PC static IP to speed up. The PC can use the ipconfig command to query its own IP.
[image: ]
6.4. [bookmark: _Toc19807329]Firmware Upgrade
The device supports online firmware upgrade. Users can upgrade through the web page portal. External web pages and internal web pages (suffix +hide, internal web pages can also be used to upgrade external web pages) can be used. The IP address in the following example is the product connected to the router. After being assigned by the router.
[image: ]
[bookmark: _Toc19807354]External  WEB
[image: ]
[bookmark: _Toc19807355]INTERNAl WEB
6.5. [bookmark: _Toc19807330]Web Funtion
The device web page configuration function can be enabled or disabled. In some applications that do not require web pages, this feature is disabled to improve product security.
[image: ]
[bookmark: _Toc19807356]Web Feature Settings
6.6. [bookmark: _Toc19807331]Network Cable Direct Connection Functio
The device is directly connected to the PC via Ethernet. The module automatically uses the default IP (10.10.100.254) for PC direct access for parameter configuration or data transfer communication (it takes about 20 seconds to wait until the PC gets the IP).

6.7. [bookmark: _Toc19807332][bookmark: _Toc456630426]Other Functions
The configuration of the product can be freely exported and loaded into other devices to complete the same configuration functions of other devices, which is convenient for users.
[image: ]
[bookmark: _Toc19807357]Other Functions

[bookmark: _Toc466561189]
[bookmark: _Toc19807333]Appendix A: References
[bookmark: _Toc474253929][bookmark: _Toc476311781][bookmark: _Toc476336009][bookmark: _Toc19807334][bookmark: _Toc425151690]A.1．Test Tools
IOTService Configuration software:
http://www.hi-flying.com/download-center-1/applications-1/download-item-iotservice 


[bookmark: _Toc455584263]
[bookmark: _Toc19807335]Appendix B: Contact Information

------------------------------------------------------------------------------------------------------------
Address:  Room 1002,Building 1,No.3000,Longdong Avenue,Pudong New 					Area,Shanghai,China,201203
Web:      www.iotworkshop.com or www.hi-flying.com
Contact:  
Sales: sales@iotworkshop.com
Support: support@iotworkshop.com
Service: service@iotworkshop.com
Business: business@iotworkshop.com
----------------------------------------------------------------------------  -------------------------------


For more information about IOTworkshop modules, applications, and solutions, please visit our web site www.iotworkshop.com
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