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1. SERIAL SERVER CONNECTION

1. 1 HF2421 Device Connection

When HF2421 work under AP mode and Ethernet interface can only be LANN
port, it can be connected to PC or WiFi. The initial ssid is device type+last 4 bits of
MAC address.(The duration between powered on and networked successfully is
about 5~10s). When Ethernet 1 networked successfully, light Net-1 will turn to be
green, and it is the same as Net-2. When RS232-1 has data transmission, ActiveT
will flash, which is the same as RS232-2.

Ethernet 1: The first Ethernet on the right in the following figure can only be
used as LANN port.

Ethernet 2: The same as the second Ethernet on the right.

SIM Card

2. SERIAL SETTING
2.1. Serial Tool SecureCRT

Download adddress :
http://gb.hi-flying.com/download_detail dc/downloadsld=22.html

SecureCRT.exe

L= SecureCRT Application

Decompress file and find executable program, &&= vaoesoivere e then open.

Click quick start button to create connection.
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2.2. Configure Serial Parameter

Protocol : Serial

Port:  Actual connection port(search by “My  PC" ->" Device
Y3 &[0 (COM #1 LPT)

E ..... f 5 =
Manager” ->" Port(COM and LPT)" . As figure: 7 EERD (com

Baud Rate : 115200

Data Bits : 8

Parity Check Bit : None

Stop Bit : 1

Flow Control : None ( Please tick off “v” before RTS/CTS )

)
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o CIRTS/ETS
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Notes: HF2421 the default serial data is as above and user can modify device

working parameter by I0TService.

I
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3. HF2421 NETWORK CREATION
3.1. TCP/IP Principle and Test Purpose

Principle: Network use physical data link to bulid connection among each isolated
station or host to combine data link. As a result, it achieves resource share and
communication. It is the most important communication protocol in the process of
network commmnication. HF2421 adopt TCP/IP protocol which contain TCP and
UDP etc. IP address and port number are two important parameter during
generating connection. First, server should make sure IP address and port number.
Then client binds the same IP address and port with server to generate connection
successfully.
Test purpose:
1. PC connects to HF2421 by serial cable. Open SecureCRT to verify if serial
port can send and receive data normally.
2. HF2421 can connect to PC through the network when it works under STA
mode. And it can also connect to PC in AP mode. After open tcpudpdbg tool,
PC is recognized as client connected with serial side. Above two softwares can
be used to verify data flow between HF2421 and PC.
In following test, “TCP Server Test” -HF2421 as server and PC as
client” TCP Client Local Test” -HF2421 as client and PC as server.

3.2. Ethernet Network based on AP

Device can directly connect to PC(Ethernet 1 or 2) and module use default IP
address automatically for parameter config or data transmission by PC direct
connection(about 5 seconds after default 10.10.XXX.XXX appears). For example, IP
address below is 10.10.100.254(Normally, it is default IP. If conflicts, it will change to
others automatically)

HF2421 RJ45 Ethernet

RS232/485/422

|

PC

Ethernet IP:10.10.100.254 Ethernet IP:10.10.100.100

Step 1 : Open Network and Share centre and forbid other connection method in
addition to reserve local connection. Then, use Ethernet cable to connect the
interfaces between RJ45 and PC. After open IOTService, it will automatically appear
device information, shown below:

[52]
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SHEEER @
BEEEAMSEEEHEEIEE
= A ¥ .
SRS
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: -IEI -FH
@:}v|@ v 2EIEE » FUEH Internet » FHEEIE » v|¢,|| T s o
iR v ERRERE BB N Stz EE NSRS B EENRE = O @
.: VMware Netwark Adapter .: VMware Netwark Adapter -
S VMnetl = VMnets .
@ gz @ Bz W Realtek PCle GBE Family Contr...
[ FEEMEEE
"'::EI]] EEA
Atheros AR9485 Wireless MNet...
&Y LO.T Service ===
Management (M) Setting (C) Help (H)
Begin x Stop Config Status ﬂ%ﬁ VirPath E'? Connected
SM| DevType MAC Address HostMame IP Paosition WirPath State SW Ver
1|HF2421 |ACCF23EA1138 Epor-HF2421 (10.10.100.254 Local Online {1.09m

Step 2 : According to the IP address above, parameter can be configured by
webpage. Username and password are both admin as default.
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< C 0 [@1010100.254/indexhtm| =

> dekmse [ Fnass @Es ) S @EEEE O U

@ EGERRS

AR T 2

® FiFEEE.
Windows &2 B
The server 169.254.173.207 is asking for your user name and
password. The server reports that it is from USER LOGIN.
Warning: Your user name and password will be sent using basic
authentication on a connection that isn” t secure.
| [edmin
w freeeeeed
DEEREE
EREA
/BIEE—F. g x ) [ Hra L\ LBl
¢  C|®1010100254/indexhtml a

Status
System running status overview

SYSTEM SETTINGS SroaeEn
System running status overview

STATUS

SERIAL PORT SETTINGS Product Name MAC

HF2421 ACCF23EA1138

COMMUNICATION SETTINGS
DHCP i

CUSTOM SETTINGS Enable 10.205.57.5

OTHERS Subnet Mask Gateway
253.255.255.252 10.205.57.6
DNS Firmware Version
10.10.100.254 1.08m
Systemn Time Total Running Time
INTP Disabled 0-Day 0:42:38
Remaining RAM Max Block Size
34766848 61513728
Configuration Protected WiFi State
Disable Disconnected
WiFi Rssi
0
Serial Port State-'1"
Received Bytes Received Frames
0 0
Sent Bytes Sent Frames
0 ]
Failed Bytes Failed Frames
0 ]
Config
115200,8,1, NONE
Serial Port State-'2"
Received Bytes Received Frames
173 78
Sent Bytes Sent Frames

——___ I = = — | e _—— — - mmmmml . o — —

Step 3 : HF2421 connects to PC by interface RS232 and simulate MCU serial signal.
The use method of HF2421 can refer to 4th chapter os user manual. Please use serial
cable from our company, crosswire necessarily.

Step 4 : Open serial configuration tool, SecureCRT software is recommended(other
software is ok as well but less convenient). Following introduction are all using
SecureCRT. Specific command operation method can refer to chapter cli in
HF2421 user manual.
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B Serial-COM1 - SecureCRT =n =R

R REBE FENV) ERO) FE1) BERS) TR EEiH)
HBVP IR  BRE=3 FEY @ .
| serial-com1

EFORT= -

m

W +++ |u a W ND.. @ WS.. @ AT+Z @ L b d i DefaL -

| b

B Serial: COM1 1, 7 20fF, 795 VT100 #5

I}
%
F

3.3. TCP Server Test one in AP Mode

Step 1 : Open TCP&UDP test tool and generate TCP connection as following
process.
B Product has already created a TCP Server(port 8899) for use.
B TCP&UDP test tool can be downloaded from official website:
http://gb.hi-flying.com/download detail dc/downloadsld=54.html
DestlP :IP address of product, this address can be found by IOTService tool.
B Port: TCP Server port number,8899 default which can be modified by
IOTService
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3£ TCPRUDPIRETE
Operate(0Q) View(V) Windows(W) Help(H) Language
&\ CreateServer | 38 StariServer 38 €3 | 52 Connect 32 | & DisconnAll | 5% DeleteConn 32 | @ | 2 =

Port: |8899

| LocalPort (+ Auto

(3] Special4001

[~ AutoConn:

I~ Send When C

Eve

In—s
I ms

Eve

Create I

Cancel |

Send Speed(B/S): 0

Receive Speed(B/5): 0

- System - SOCKET Wi
User: admin SOCKET Name: Mode: I'P I - |
Password: admin AP SSID: | HF2421_1138)]
Profoce! PSR [7] | | s | ‘
HostName: Eport-HF2421
A smssp: | =
pHeP. e [~ ' =
IP Address: 0.10.100.10 SEETFTIE I:l STAKey: | |
Mask Local Port 3399 ‘ Scan |
Gate Way: Keep Alive: | 50 | Mobile Netword
APN |3GNET [~]
DMS: Time Out 300
APN User: [ 3gnet|
swareHose : o APM Password: | password\
rUART Buffer Size: 512| VPN |D\s able | - |
UART o UART1  [v] | nNewsocker | [ sockeTDel | PPTP VPN Server: | |
Baudrate [115200  [+] e [ |
JEzEs B [z CLAN PPTP Password. | |
sepss (—r
Pl N IP Address: | 10.10.100.254 e e
paty L comm [ L comsl || o
Mask: [ 255.255.255.0 = .
Flow Control: Farowe =] | | — L Ewet [[ meet | —
Buffer Size: 512 : Euans (g | F-Set Update | | F-Set Clear | ubalt

Step 2 : Click Connect to build TCP connection

B After successful generation, left side turn to green arrow, yellow if fails.

http://www.iotworkshop.com
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3£ TCPEUDPREETE - [10.10.100.254:3899] [r= |- B3]
| CreateConnn & CreateServer | 2 e = 5# | % DisconnAll | 3% DeleteConn &% | [@ | & -
Operate(Q) View(N) Windows(W) Help(H Language X
Properties T x _/m b=
£l Client Mode — sond e '100— o ﬂA

- > 10.10.100.254:8899 | [0 1010025 B Send Hee [ Send FiLlell Send Becaivad
2T e eI 1le 2T eCelve Clear | Uptlon
DestPort: |3899 |

-

4001
Type |1CP

Eroadiption

s

-

Eve |7

r

Eve ’U— s

|
Rec StopShow | Clear | Save | Dpt1on| [ ShowHex

C
et ™ Save (In Time) | J

Send 0

Send Speed(B/S): 0 Receive Speed(B/5): 0

Step 3 : Open serial tool according to following parameter(115200 baud rate as
default)

£OT ] k

Session Options - Senal-COMS

File Edit View Opt

_ _ _[ Category
"-‘g ﬁ E; @ | - Connection Serial Options
ﬂerial—CDHE :----LDSGrlptS CONE Flow Control
= EI Tgrmlnal 115200 D DITE/TSE
& ET“%;E‘ on [Cgrs/cTs
i ieModes
‘. Emacs E []xow/xorF
~Mapped Kevs Hone
o e Advaneed
[=- Appearance 1
i b Window
i----Lo;g Ffle Serial breal 100 = milliseconds
[F-Frinting
o e Advaneed
L ¥modem/Zmodam
IMFOETANT . Any changes vou make will not take effe:

Step 4 : Make sure if serial tool is CMD mode. Input “Exit” to exit CMD mode and

enter into transparent mode(which is default)
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Serial-COM1. - SecursCRT o[- S
R #w/E EEN) B0 &= HEE IR EEiH)
WP B RA BRI FHET @&,
| | Serial-com1 | x|
EPORT=EXIL "
W +++ Wa @ ND.. @ WS.. @ AT+Z @ o () i ' Defal «
B Serial: COM1 2, 1 23f7, 80%| VT100 F*=5 &=

Step 5 : Mutual data transmission between TCP and serial port.

TCP&UDPEEETE - [192.168.0.107 — O s
Operate(Q) View(y) Windows(W) Help(H) Language x
.:_'| CreateConnn &CreateSewer g el = ! &Disconm‘-\ll %DeleﬁeConn % [©] 3 =

Properties 7 % | “3£1010.100.254:8899 IbEs
E-M Client Mode
DestIF: Ilgg |
10.10.100.254.:8599 IID — Send [~ AtucSend Eve ms Stop
Lo Server Mode 7 Send Hex [ Send File[™ Send Regaa® Clear | Uptionl Broadlption
DestPort: ISBQQ —eeey i
[ LocalPort socket send data I /
oo oY
IQQQQ
Tupe ITCP vI
[T AtuoConn Serial-COM3 - Secure..  — O X
Eve |_1?41590-' 3 File Edit Viewl Options Transfer Script
[T AutoSend Tools Help
e P = ADnaplea]BE S
Rec Stopshowl Clear | m
Do (In Tine) | Serial-CONG
Send |32 [ Sl o socket send datall -
Iuart send data I
Recv I15
v
Clear | uart send datal
Ready Serial: COMS 1. 17 SR«

3.4. TCP Server Test two in AP Mode

One serial port and socket test data in the following chapter, and this chapter is

about dual serial ports and sockets.
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Step 1 : Using serial port to connect to interface RS232-1,RS232-2 and PC.

RS232-1—

RS232-2
PCA1

Step 2 : Open SecureCRT, two serial ports has appeared connected on.

v

Serial-COM3 - SecureCRT == Serial-COML - SecureCRT =3 o
R EEE BEV) ERO) BN EES) IEQ =EHH) SR RE) HEV RO a0 BEe TRO #HH)
HIRQIY BRESed FH 0o, HIARJR BR B FHT @,
| serisl-coM3 | B | [ 1 seriacomz | B
m -
@+++ @2 @ND. @Ws. @AT.. @ @sh. QR O a [m @+ @a @ ND.. @ WS. @AT+Z @ @show @EE @ Q@ Defa ~
P Seriak COM3 1, 1 1417 457 VT100 += & = S=risECOMTIR BN £ AV ITOO IS e

Step 3 :Open IOTService and click device setting. Two serial parameter can be set as

follow:
&t Device Setting (sl

System SOCKET WiFi

= Mode:
O - DO | g
- B

Protocal: X
HostName: Eport-HF2421 AP Key: | |
Server Addr: .
STASSID
oHce: EEOmE
Server Fort 2
IP Address: STAKey:
Mask Local Port 8399 ‘ Scan |
Gate Way: Keep Alive: G0 Mobile Metword
APN 3GNET -
DNS: 10.10.100.254 e 309 | .
: : APN User | 3gnet‘
Network Mode: _Router Rout: uart2
APN Password: [ password
UART Buffer Size: 512 VPN |D\sab|e |v|
UART Ma: UART 1
- | Newsocker | [ sockeTDel | PPTP VPN Senver:
Baudrat [UART 1
audrate UART 2 PPTP User:
Data Bits g 4 Lt PPTP Password:
Stop Bits: 1
_n IP Address: 10.10.100.254] | Confirm | | Cancel |
e HONE ~] Mask [ 265.255.255.0 -
0
Flow Control: Half-Duplex : | 0 | | e |
: Enable
T 512 ZRER [Enabie ] [ Fsetupdate | [ FsetCiear | uibatt

http://www.iotworkshop.com 13 Copyright © 2013 . All rights reserved
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Step 4 :

Create

RS232-2).

two sockets and choose

two relative serial port(RS232-1 and

2 Device Setting
r System r SOCKET r WiFi
User: | admin| } Mode: | | |
SOCKET Name: nete || _
_ . AP 8SID: | HF2421_1138]
Password: | admin| =
Protocol: TCP-SERVER [~ | AP Key. | |
HostName: [ Eport-HF2421| '
Server Addr: STA SSID:
DHCP: Enable
_ﬂ Server Port: STA Key:
IP Address:
Local Port: 5899 | Scan |
Gate Way:
Keep Alive: ~Mobile Netword
DNS: 10.10.100.254| APN: [3GnET [~]
Time Out:
Metwork Mode: : APN User: | 3gnet|
|R0ut: uart1 - | _
UART APM Password: | password|
Buffer Size: 8192 : i
UART No: UART1 || - LR [Disable [~]
PPTP VPN Server:
Baudrate: 115200 | | MNewsockeT |f[ sockeTDel |
Data Bits: 8 - FPIPUSEE
PPTP Password:
Parity: NONE : IP Address: | 10.10.100.254| | Confirm | | Cancel | Detal
Flow Control: Hal-Duplex || Mask: | 265.255.255.0) | Export | | Import |
Buffer Size: 5192 . i
DFER [Enadle ]| | FsstUpdate | | F-SetClear | i
&2 Device Setting
rSystem SOCKET WiFi
i Mode:
User: admin SOCKET Name: : ‘ | |
- AP SSID: [ HF2421_113g|
Password admin
— SRR [v] ey | |
HostName: -]
EportHF2421 Server Addr: STASSID:
DHCP: Enable &} New SOCKET
IP Address: Basic Detail
SOCKET Name: uart 1 | Security Disable |w Scan |
S0ty Protocol: TCP-SERVER |=|| | SecurtyKey
DNS: 10.10.100.] | Server Addr [3GnET [~]
Network Mode: Router Sl i [ 3gnet|
Local Port soog| | | Stop Serial | password
b Keep Alive: HeartBeat
UART No: UART 1 - [Disable [~]
° I: Time Out: HeartBeal Serial:
Baudrate: 115200 }mr ml
Data Bits: g Buffersge: | 000000 512| | oy | e |
Stop Bits: 1
Parity IP Address 10.10.100.254 | Confirm ‘ | Cancel |
Detail
Flow Control: Maskc | 255255 255.0 [ ewor | [ impon |
Buffer Size: )
Hiersize 8192 DHCP: [Enable |~ [ Fsetupdate | [ F-setClear | i
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£} Device Setting
rSystem SOCKET WiFi
User: i Mode:
| aimin] || gocKer Name: fer =] | [}
: - AP 381D | HF2421_1138|
Password: | adm|n| =
Protocol TCP-SERVER [~ AP Ker: | ‘
HostMame: Eport-HF2421
| P | Server Addr: STASSID:
DHCP: Enable & New SOCKET
IP Address: Pasle : paal ;
SOCKET Name: uart 2 Security: Disable |w | Scan |
Gate Way: Protocol: TCP-SERVER |v] | | SecurityKey
DNS: 10.10.100. | Server Addr [zenET -]
Connect Mode:
Network Mode: Router SenEep : | 3gnet\
Local Port 5558 Stop Serial: | d‘
S passworn
| UART Keep Alive: HeartBeat Disable | v
UART Na: UART1 Time Out HeantBeat Serial: |D|sab|e |'|
Baudrate 115200 }znu:
Diata Bits g Buffer Size 512 [ confim Cancel
Stop Bits: 1
Parity. NONE : IF Address: | 10'10'100'254| | Confirm | | Cancel | Detail
Flow Caontrol: Half-Duplex : Mask: | 256.255.255.0)| | Export | | Import |
Buffer Size: 5192 - i
DHER Enavle |~ [ Fsetupoate | [ Fsetciear | ikai

Step 5 : Reset device. Open TCP&UDP test tool and create two clients, uart1 and
uart2 is the same as Step 4. The method of creation is like chapter 3.3.

3£ TCPRUDPHEETE - [10.10.100.254:5555]

=N R ==

;_,'| CreateConnn @CreateSewer 3P StartServer M €3 | 3 Connect §2 | 5 Disconnall %DeleteConn % @ 2 =
Operate(Q) View(V) Windows(W) Help(H) Language X
Properties 7% 3£ 10.10.100.254:6666 32 10.10.100.254:5555 | b=

- Client Mode

DestIF:

Send

[P 10.10.100.254:6666 |

. Server Mode

I~ AtusConn

I~ AutoSend

|10. 10, 100. 254

DestFort: I5555

I~ LocalPort

I4DDl
Type ITCP b I

Eve ID 8
Eve ID m=

I_AtuoSend Eve IIDD ms

I” Send Hex [~ Send File]” Send Received

Send | Stop |

Clear | Option| Brosdiption

Dizconnect I

Kec

StopShowl Clear | Save | Dptionl [~ ShowHex

Count

Send

Recw

ID—
ID—
Clear |

[~ Save (In Time) I

Send Speed(B/5): 0

Receive Speed(B/S): 0

Step 6 : Mutual data communication between TCP and two serial ports.

http://www.iotworkshop.com
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3% TCP&UDPIBETE - [10.10.100.254:5555] Serial-COML - SecureCRT [=l=]==]
=) CreateConnn & CreateServer | 4 2o = S | % DisconnAll | 3% DeleteConn &% | =iH(F) 28 =ZB(V) ERO) S0 EES ISL  ®EH)
Operate(0) View() Windows(W) Help(H) Language HER R BREES FXY @ T
Properties 7 x 3£10.10.100.254:5555 | | Seril-coM1 \
B8 Client Mode -
DestIP:
i SR N | v,
B Server Mode I” Send Hex |7 Send Fils[” Send Ressived Clear
DestPort: 5555
I~ LozalPort il
4001
Type |T0F -
I ituoConn
Eve |7 e
e — Serial-COM3 - SecureCRT =N iR |
stoSen
XD REE ZFBY ERO #80 BEERS9 IR0 BEH
TCPRUDPRFXTE - [10.10.100.254:6666]
~ - HERUY  BR R FHT @ &,
-} CreateConnn & CreateServer | 4 2 ol= S | S DisconnAll | 3€ DeleteConn %% | [ T| seiacons | ]
eril
Operate(Q) View() Windows(W) Help(H) Language ares A
aperties R x £ 10.10.100.254:6666 | |
[ Client Made .
0.0 T S o ™ AtueSend Eve [10D sena |/
Serv od [~ Send Hex [~ Send File| Send Receive; a
= Dastrort [F6 e o
[ LocalPort art2
4001
Tyee |1cP [
™ stusConn
Eve |0 e
[ hmtoSend
Eve [0 ms I
Disconnect I(
—I Ree StepShow | Clear | Save | Optiom| [ ShewHsx \
i 9@ 9. OGN0 Gws. @Az @ @show GER @ @ [Detau +5

P ——

™ Save(In Time)

3.5.

AP Wireless Networking

Device can combine a wireless network under AP mode. All STA devices are in

center of AP hotspot. Mutual communication between STA devices by AP. It shown

as below:

PLC Device

http://www.iotworkshop.com
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Step 1 : Before configure it as AP mode, AP SSID of AP should be understood first.
The default is "HF2421 +MAC(after 4 bits)” . It can also search by command

“show” in CLI command. Figure is shown as below:

[ I Serial-COM1 - SecureCRT (=1 Eon =)
D REED =BV ERO #E0 HXS IS0 =EH

HER A #HEeEa FET @ 5

| Serial-comM1

Conf1g:115200,8,1,NONE,NONE -
State:In CLI

Recv Bytes:176 Recv Frames:79

Send Bytes:670 Send Frames:67

Failed Bytes:0 Failed Frames:O0

===S0CK Status===

SOCK Name:netp

State:Server Created

Client IP:

Recv Bytes:670 Recv Frames:67/
send Bytes:117 Send Frames:58
Failed Bytes:0 Failed Frames:0

===WIFI Status===
Mode : AP
AP SSID:HF2421_ 1138 L

EPORT>J} -

@ +++ W a @ NDBGL ) WSCAN @ AT+Z @ show W ES o o Defauli «
A

s Serial: COM1 18, 7 1947, 60F] VT100 =5 #=

Step 2 : Open network and share center->alter adapter

R +5

| testls

2 Internet i8] (
RS E S

http://www.iotworkshop.com 17 Copyright © 2013 . All rights reserved
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=5 E=H
07@4:,: v ZEEE » FERSERR » SRS 4 || z=zams ol
BRIERET ®
BEEEAMESETiREEE
SNERSEE A Jo 0 sExups
ENEERE '
UI9QD4GENATQWLP testl8 Internet
WEHE)
=TS e
[& testls SR Internet
: Tiems 0 s
E ]

iﬂ. REATTIEERME
"5. EHERRE
ERTEENERETTE. 5 RSE VPN FEEE.

g% EHEREENESRR
HE TR BN, AT, St ERE.

SiEsE

Internet R @ EEEE

Windows Bk SEFHESRERE  slREHrEHEE.
F=REE

Step 3: Open network connection and connect to HF2421AP from Step 1.

13

SHEEEE: 5 -

UPGRADE-AP_aaaa
Internet A0

m

TR ~

UPGRADE-AP_aaaa FrsE

HF2421 1138

W B E AlgER B AR L.

) =0

Lenovo Wi-Fi AP R3210 m

HF-LPB120 o

Soneter -.a‘l“ _
RSSO \|

Step 4 : Forbid other network connection method and only contain current wireless
connection.
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[E=N Eem =
&7 [F » =omEE » RS ternet » FEEE » -4 || 2= mmss A
i v =2 ZREMERE SEf R EaEitisE SRR ExbsswiEs £ O @
.: VMware Netwark Adapter .: VMware Netwark Adapter .: itz
S5 VMnetl 5 VMnets _>  E2A
@ gz @ Bz @ Realtek PCle GBE Family Contr...

=, | FEEMEmEE ~ FoEEMEEERE 2
|- AL =
HF2421 1138 = CZA
iﬂ Atheros AR9485 Wireless Met... dﬂ]] Microsoft Virtual WiFi Minipor...

Step 5 : Open [OTService and device is connected. It will assign IP address of
network segment of AP(10.10.100.XXX).

&Y 1LO.T Service
Management (M) Setting (C) Help (H)

E=N Nl =<

Begin x Stop @ Config & Status ﬂ?ﬁ VirPath Connected

SN| DevType MAC Address HostName IP Position WirPath State SW Ver
TIOESA2T | ACCEOIEATIaE Eporn-HFZ4: 10 . ocal Online [1.09m

Test method is the same as chapter 3.3, so there is no more description.
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4. REMOTE DATA COMMUNICATION BASED ON
4G/3G
4.1. 4G/3G and VPN Networking

Step 1 : HF2421 supports 4G/3G/GPRS sim card. Insert sim card before using this
function.

Step 2 : After device boots up, it needs about 10s to wait. Open SecureCRT and
make sure that serial port is connected with PC(serial parameter and setting can
refer to chapter two). Enter into cmmd mode->SYS->Ping: Enter a server address, like
Ping www.baidu.com-> Success means get online successfully.

li5 Serial-COMA4 - SecureCRT ===
MHP &\E =EENV ERO a0 HES I8L EEH)

WP BRI E S 7] .

| Serial-com4

EPORT/SYS>P1ng www.baidu.com -
success

EFORT/5YS5>

W +++ @ a @ ND.. @ WS.. @ AT+Z @ Wshow W ES W w |Defa| v|
B Serial: COM4 4, 11 15f7, 50%] VT100 A= ¥

Step 3 : Enter Network catalog under command EPORT/SYS.
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Serial-COM4 - SecureCRT E@
MR #sE EENM EHO &m0 BHEE T80 #EEH)
AR UR AR RS FH (7] .
| Serial-cOM4
EPORT/SYS>Network :
EPORT/SYS/Network=[}
W +++ @ a W ND.. @ WS.. @ AT+Z @ Wshow WER 4 Defal =
Bt Serial: COM4 3, 19 15f7, 505] VT100 5 #=

Step 4 : Set parameter information of VPN. Take test server from our company as an
example. SET-OK means success.

Note: If cannot set VPN, please update following firmware(up-to-data firmware is

1.09m). Update method please refer to chapter 3.13 in HF2421 user manual.

Firmware address: http://pan.baidu.com/s/1pLgDEQJ
B Server Address : Test address is 112.124.43.15
m  User Name : hiflying
B Password : test123
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MEHEB #{E BEEN EHQ FE0O BEFEg TEL =#EH)
| Serial-cOM4

EPORT/SYS/Network>VPN Enable

Input NAT Server Address[112.124.43.15]:
Input User Namel[hiflying]l:hiflying

Input Password:testl23

SET-0K

EPORT/SYS/Network:>

W+t W a W ND.. @ WS.. @ AT+Z @ Wshow WEE w
HE Serial: COM4 7, 19 15f7, 50%] VT100

Defar =

75 &=

& an1s
IOTWORKSHOP
Y LOT Service =] @ |
Management (M) Setting (C) Help (H)
x Stop Config Status ? VirPath Connected
SN| DevType| MAC Address HostName IP Position VirPath State SWVer
1|HF2421 |ACCF23EA1138|Eport-HF2421 22310425433  |China. Online §1.09m
Serial-COM4 - SecureCRT == ][]

m

-

-

Step 5 : VPN test address is 192.168.18.1, and following figure represents successful

connection.
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Serial-COM4 - SecureCRT =N R <
MR |EE =ENV ENO #Fa BEES) ITERL #EH)

G I N R AR RLEaF&EY @ &y
| | Serial-cOM4 ]

»

m

@ +++ @ a @ ND.. @ WS.. @ AT+Z @ W show W EE @ Q Defal -
B Serial: COM4 4, 11 15f7, 505] VT100 5 #=
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4.2. HF2421 Remote Network

WWW. Network Cloud

*‘f
f

/

%

HF2421

ess ¢
Nnecy;
on

[To)
©
<
(%]
o
=
I
3]
N
(%]
o

PLC Device
In last chapter, serial device has already connected to public network and it can
achieve remote communication transmission. This chapter will stimulate data
communication between virtual serial port and physical serial port under different

networks. Upper is remote data communication.
Step 1 : Register IOTBridge account, the method of registration can refer to chapter
8 in I0TService tool introduction. There will not be explained anymore.

Step 2 : Download up-to-date I0TServce(now is 2.0.09b)

IOTService address : http://pan.baidu.com/s/1dF1q1bj
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& 10T Senvice EI’E‘@
Management (M) Setting (C) | Help (H)
Begin % Stop Config Status ﬁ%\ﬁ VirPath m’? Connected
SN| DevType| MAC Address HostName IP Position WirPath State SWer
1|HF5111B|FOFEGB3DDE... |Eport-HF5111B [192.168.2.100 Local COMS/UDP Disconnect Online |1.0919
2|EP10 FOFEGBZ251E20 |E ﬁ About E Offline |1.09m
3|HF5111B|ACCF23FF2888|H Offline |1.0919
4|HF5111B|FOFEBB1C3D... |E LO.T 5ervic Offline |1.0913 Mew Ver
5(EP10 D4AES2CBE5D... | ** Offline |1.09m
G6|HF2221 |888B5D0O0BSED|H w Offline |1.09k
7|HF5111B|FOFEGB3DDD... | LO.T Offline [1.08i New Ver
8|HF5111EI ACCF23FF5678 E| WORKSHOP ez Offline |1.0817 New Ver
9|334455... FOFEGB3DDD... |E Offline |1.0919
10|HF5111B|FOFEEBA1C3D... |E Offline |1.0919
11|HF5111B|FOFEEBS0FDFT |Epont-E10 101.88.227 48 China.Shanghai Offline |1.09m
12|HF2421 |ACCF23EAT1... |Epor-HF2421 [122.97.176.57 China.Nanjing Offline |1.09m
13|HF2421 |000C43E175B8 Eport-HF2421 |122.97.176.59 China.MNanjing Offline |1.09m
14|HF5111B|FOFEEB3DDA. .. |[Eport-HF5111B |116.231.223.102 |China.Shanghai Offline |1.0919

Step 3 : Wireless connection between serial device and PC WiFi. Open I0TService

and copy mac address of serial device. It will be used in step 7.

M .

UPGRADE-AP-£

LQJ-AP a
hf_group el

1w M
ChinaNet-demon =l
360-NSZ ol _/J
H60-L01 =l |
HF-LPT220 o

HF2421 1138

Kl

o,
UL k|
W,
WAWA o
AAFrMAn _.I‘ =
TSR IR
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&Y LOT Senvice

Device Table Filter
Refresh

Delete Selected Device

: -IEI -FH
Management (M) Setting (C) Help (H)
i o o . q
Begin Stop Caonfig Status VirPath W= Connected
SN| DevType| MAC Address HastName IP Paosition VirPath State SW Ver
1|HF2421 |ACCF23EA1138|Eport-HF2421  |10.10.100.254 Laocal = Online |1.09m
| Copy Device MAC |

Upgrade Firmware Selected
Upgrade Firmware All

Upgrade Web Selected

Step 4 : Modify server address of IOTService of following figure and type in service

ID into it.

&Y LOT Senvice

Management (M)

Setting (C) | Help (H)

[goftware Setiing Ciri-1 =
Beain | § ‘5o 3 Status '%"j VirPath W Connected
sn| DevType| | AddDevice  Cir P Position VirPath State SW Ver
1|HF2421 |acC{ BroadCast Scan 10.10.100.254  |Local Online |1.09m
Language b

http://www.iotworkshop.com
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e

)
I0TWORKSHOP

¥ Software Setting

Remote Access

Remote Access Enable:

|Enable

|v|

SMTP Address:

SMTF Port:

EMail Account:

EMail Password:

IOTBridge Server Addr: |bridge—test.iotworkshop.com |
Service |d: |iotbridge—ser\aice—id |
Service Name: ||'¥'|Y Senvice |
EMail Alarm

EMail Alarm Enable: Disable |v|

EMail Send List (eg. a@a.com;b@b.com):

Communication

Device Config Enable:

Device Cfg Port:

VirPath UDF Enable:

VirPath UDP Port:

VirPath TCP Enable:

VirPath TCP Port Start:

VirPath TCP Port End:

WTH TCP Server Port:

VCOM Parameter Synch:

Others

Language:

Start up to Tray:

(X8

& o
[=5] o
w =
o =

Enable

28987

)

Enable

28990

28940

1L

28086

Enable

Enaglish

Disable

‘ Confirm

Cancel ‘

Step 5 : Using SecureCRT to open serial port and enter EPORT/SYS> catalog and set

registered UserlD. Specific method please refer to chapter 8 in IOTService

introduction.

http://www.iotworkshop.com
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B Serial-COM1 - SecureCRT (== ==
IR REE EEV ERO #E0 BxE IRL EEH)
HRBEA #BleEd3FRT @ &,
| Serial-COM1
UseriD . i
iotbridge-user-id
EPORT/SYS>|}
R W a & NDBGL @ WSCAN @) AT+Z =] @ show W E= @ (7] Default
e Serial: COM3 3, 11 20f7, 68F] VT100 == #i
| | ey = F— I ——— - = N —== = i

Step 6 : Set server address and type “+++" to enter cmd mode->SYS->NAT
Enable-> input server address(same as I0TService) -> set port(default is ok)->

SET-OK. Specific can refer following setting.
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[g] Serial-COM1 - SecureCRT EI@
S REE BV EAO) &80 BRS) IRL  ZHH)
HIARDLIA HREEIEFHY @ -
| Serial-COM1
| -
PORT>SYS
- . - \/ >
version Auth Network Telnet web

NTP MAC JCMD NAT Ping

ProductID CustomerID UserID cfgProtect Fact
orycfg

O imm i o ool oo el O o
A Emn=aS FAvl i mE == s QuC

EPORT/SYS>NAT Enable
Input NAT Server Address[bridge-test.jotworkshop.com]:bridge-test.d0
tworkshop. com

Input NAT Server port[48899]:
SET-0K

EPORT/SYS>N

m

@ +++ @ a & NDBGL &) WSCAN @ AT+Z W @ show W ES @ @ Default

-

-

R Serial: COM3 16, 11 20T, 6851 VT100 =5 #i=

Step 7 : Change PC to connect public network(refer to first figure in this chapter)
and maintain different network same as serial device. Open I0TService and add
appeared remote device. After then, IP address of device has been changed.(If it is
not convenient to search mac address, IOTBridge can be used for searching device
information. Specific operation method, please refer to Chapter 8 in IOTService

introduction)
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C | (@ bridge.iotworkshop.com/mac

hineDetails.htmlI?2901

FILET
OEfEE =EEEE
Mac I ACCF23EA1138 I S Eport-HF2421
i 2017-08-15 13:37:58 e 0-Day 3:2:18
Eil= PEE Lan Port: 47799
Lan Ip: 10.10.100 254 Wan Port: 26300
Wan Ip: 116.231.723.102 = 121.629228
=4i3] 31.225114 =
HEES. FELCELE
¥ LOT Semvice ol & /]
Management (M) | Setting (C)| Help (H)
Software Setting Cirl-M
g Default Setting  Ciri-D u%u WTREL Connected
sn[Dev... - [ adeoeicecui L] P Position VirPath State W Ver
1|HF2421|acc| BroadCast Scan 21 [223.104.25433 |China. Online 1.09m
Language 3
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£ LO.T Service (== =]
Management (M) Setting (C) Help (H)
Add Device (=3 -
egi = Connected
Begin % Stop MAC Address Delete -
ACCF23EA1138 Delete
SN|Dev... | MAC Addres| SW Ver
1|HF2421 |ACCF23EA113 1.09m
MAC Addre.| |ACCF23EA1138 | Add
Confirm Close
2107 senvice =] ® =
Management (M) Setting (C) Help (H)
P = - =
Begin Stop Caonfig Status VirPath W= Connected
SN|Dev.. | MAC Address HostName IP Position VirPath State SW Ver
1|HF2421]ACCF23EAT 138 Eport-HF2421 (223.104.254.33 |China. Online 1.08m

Step 8 : Edit device and create virtual serial port. Only UDP connection supported.
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Management (M)

Setting (C)

Help (H)

Begin w Stop @ Config | status ‘1? VirPath BEE Connected
sN[Dev.. ~| MACAddress | HostName P Posiion|  VirPath State SW Ver
1|HF2421|ACCF23EA1138  [EportHF2421 [223.104.254.33 |China. Online 1.09m

¥ Device Setting @
- System SOCKET WiFi
yser | admin| SOCKET Name: nete [+ oo | -]
Password: | admin| AP SSID: | HF2421_1133
FEPOUENT 7] | | ey | |
HostName: | EportHF2421] e
Server Addr: 10.10.100.100 .
DHCF: Enable SR
IP Address: Server Port 10001 STAKey:
. UL S3p Scan |
Mt Vircom [ VirThrough
Gate Way:
sorapor  [EOMENIN - e =
DNS: 10.10.100.254 | |
. 3gnet;
Network Mode: ‘ Socket Type: |UDF' |v| -
SocketPort  [5565  Wewe [ Add | password
s ~ | | |Enable |v|
. J| Rout uart1 > Close
UART - UART | \J\.\ er | 112.124.43.15|
. =~
Baudrate: AN 0 PPTP User. | hiflying|
Data Bits: 3 - T P cEETE T | test123|
Stop Bits: 1 -~
L[] IP Address: | 10.10.100.254| Cont = Cancel
AT NoNE [+ Ak | | | ontirm \H\\ e | Detail
ask: 255 255 255.0
Flow Control: : | Sird | | W
Buffer Size: 512 orer [Enatie [~} | FsetUpdate | | F-SetClear ‘ et ‘
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2107 service =
Management (M) Setting (C) Help (H)
. =
Begin Stop Config | | Status VirPath M= Connected
SM|Dev... = MAC Address HostMame IP Position VirPath | State SW Ver
1|HF2421|ACCF23EA1138 Eport-HF2421 |223.104.254.33 |China. [COM2/UDP,Connected {Online 1.09m
& EnEE
IR EfEA) BBV EEH)
B HE & &S
A EnEEE 4= UISQDAGENATQWLP
4 [} EBRTE b DVD/CD-ROM E5iEE
(O EEHER b IDE ATA/ATAPL 3158
- o EH=EES 4 M Intel(R) Dynamic Platform and Thermal Framework
bl HEH= . M Intel(R) Dynamic Platform and Thermal Framework Fan Participant
[ .%J AR 18 Intel(R) Dynamic Platform and Thermal Framework Manager
i () 188 1M Intel(R) Dynamic Platform and Thermal Framework Memory Participant
= mTEEES . ~yM Intel(R) Dynamic Platform and Thermal Framework Processor Participant
4 53 =6 DR bls:=
= mEER by ERERIRARR
b Er BEANAES Dc— FigEsER
b i
PR #11PT)

"?’ FabulaTech Virtual Serial Port Control (COM2) I

FabulaTech Virtual Serial Port Control (COM3)

-T2 USB Serial Port (COM1)

-l USBE Senal Port (COM4)

1M $HER]

] AEEAREER

iy e, Es

o FE. RS

B IEAEE RS

§ EREsTRERE

BEizs

FEiEEE

Atheros AR9485 Wireless Network Adapter
) Microsoft Virtual WiFi Miniport Adapter

| Realtek PCle GBE Family Controller

, VMware Virtual Ethernet Adapter for Vivinetl

e R T T R T T T T T T

I‘q-:';- f b
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Step 9 : Open physical serial port of device and input command “Exit” to enter into

transparent mode. And send or receive data with virtual serial port.

[ Serial-COM2 - SecureCRT =N erial-COMT - SecureCRT
P #8E FEN EHQ &0 BEXRS TEL #EH File Edit View Options Transfer Script
HHHD LA BRI FEHT @ &, HIRIR =2Rq | B8 S
| I Serial-Com2 | B3 /[l 1 seris1-com
UARTL ~ [UARTS
UARTS UARTL
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