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1. BORS /L FEE

1. 1 HF2421 & &Fi%&

HF2421 B8iR&E A AP , MBELAKKMEENREEN LAN [RE | alLUEIE WLZE
%3 PC s & &R WiFi (5518 404 ssid IREFEIS +mac I REIIM(SBAiRE LB
Z= PC BARIBRIORT A2 5~10s), 24 HF2421 W 1 IEREEXRIfS , Net-1 KT=#S4RIT ; BRE
2 HF2421 WO 2 IEREERRS , Net-2 STSEEERIT. =5 RS232-1 BEUEKURRT , Activel
KRR , FIF= RS232-2 BEURBURRT , Active2 KTtEEIANE,

LAKRIO 1 - TERENE—MO , [ReefEs LAN O,

PAKRO 2 : FERAMSEZAWA , FEFREEES LAN O,

HF2421

4G Serial Device Server

2. RO E

2.1. HBOIAR SecureCRT
TEGbAE . http://gb.hi-flying.com/download_detail_dc/downloadsld=22.html

P SecureCRT.exe
=S| SccureCRT Application

. ..:-'"-- VanDyke Software, Inc. , ):I_:_I\EE?]-J:Fo

BRIESIESZ |, $TFFEI SecureCRT ATHITIER: |
i PEREER , BUFERIERS.

THE REE S5V ERQ B0 BE9 IEL ZmE)
HREEE |
|
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2.2. ZEROSY
¥ : Serial
0 : ERINSIREROT] (B RO > IREEIRE’ -> B0 (COM
‘? #=0 (COM #1 LPT)
LT mEEO (com

FLPT Y &F , WEF. )
AR 0 115200
HUENAL - 8
ZTHEREE : None
=17 ;1
TR 75 (358 RTS/CTS gAY V" &)
[ s =
e PR
e m () COM1 - e
WisEEE): 115200 - SDIR"DSR
i RTSICTS
R0 [ xon/xoFF
e
N PR
[T Ezhrt B b e () {FIFEEW
[V EHTFERTH D
[ =g || = |

E (HF2421 g BOASURRIAN LB , BFAILA IOTService (=R IIESEL.
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3. HF2421 {5 M4

3.1. TCP/IP T{e/EEELAR Wizt BRY

TAFIE : 482 YRR RIS = NI A TARub s EAVEIEE—iE | ‘BREUEER , AT
FREFEHAEMNEENEN. MENSBETRET  KEENEBEMY. HF2421 F/R7T
TCP/IP thi) , it E4E TCP 1 UDP &%, MEEIIEETWNERRNERSE , —
M2 IP it B—Rik0S. Bt RBiRTHRERCH IP kS | ARE i
HESIRSImERRY IP iR SR REIEREIERE.
WK ERY :

1. HF2421 EB0OumERE PC , $T7F SecureCRT TH |, WIFEAEHBEEIERKIAEEE.

2. HF2421 Mz&iERs PC , 17F Tep&Udp THEE , PC #ifEARFinS SR OiREIE

#. LR NMREIRIE HF2421 5 PC BOEURIKCE TR,
LATRSLf5ler , “TCP Server U -HF2421 {ERBRS I , PCEAZ iR,

3.2. EF AP BZEMLELIEEEN

REEI KM OEESEESI PC(MO 1 8¢ 2 B50]) , HERENFEREGAN P, ft PCEH
FipR# TS HEENESIRERBN(KATE 5 WAEGREZEE PC FHEGAN
10.10. XXX XXX IP [FAAILA), aNTEEFIS4EER IP £ 10.10.100.254(—R&EZEL IP , 245 IP

St Bl HEERERAY).

RS232/485/422

i

|

PC

Ethernet IP:10.10.100.254 Ethernet IP:10.10.100.100

Step 1 : FTHMBIIHEZSD , R TRBAMESEZRAEREE AT | EERANGEEIRE
RJ45 # PC BBN#iAiRC] , $TFF IOTService TEFREIATBEMERESER , T TFEFFR.

(]
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AR, 5
PPPPP =
Internet iA[a]

TN EEE 52

PPPPP s

HF2421 1138 ﬂ!ﬂ p

@ Bt SRS ERTRERI R A "

of i, A

[ exsnsie

UPGRADE-AP_aaaa =l

HF-LPB120 a

Soneter u!ﬂﬂ -

[ Tmee=rn |

[E=8(E=H =
(=~ » momin » FansiEER » REBERD [ 4] m=mEm o]
EEEER ®
EEELNEEETREIEE
x > @
NS )
UI9QD4GENATQWLP testld Internet
(HE)
EEEIE R
L& testls AR Internet
Treriss = [ nmss
ERERE

_{5. REREEE R
"5. EREME
ERTEENEERTTE. 5. RS VPN FEEE.

*% EEREANESRT
AR R B EA S T TE, . SR ERE.

SEsR

Internet FEIR @ FHeREE

Windows B BEHEERERE  REAEEHAEE.
=hEE
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==

dﬂ]] Atheros AR9485 Wireless Net...

[E=%Ee =X
@Ov| B » B2EEE » FEH Internet » FUEESE » - | 4 | | o= o
fzEsig ZRMERE SR NEE EnElsE BRSNS Edlh=ingasy - 0 @
[ VMware Network Adapter L" VMware Network Adapter L“' =
>, VMnet1 = VMnets Y eao1 acas
® B2A W= BEA @7 Realtek PCle GBE Family Contr...
FHEREEE

& LOT Service
Management (M) Setting (C) Help (H)

el & s

Beain | @ stop Config Status “‘? VirPath WL Connecled
S| DevType MAC Address Hosthame IP Position VirPath State SWVer
1|HF2421 |ACCF23EA1138  |Eport-HF2421 |10.10.100.254 Local Online [1.09m

Step 2 : fRiE EEHPRA0IRE IP il , AIERMREERD A RERESEH. BFREM

EDEUAERR admin |, FTHEMERN NERTT.
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[ FREE#5E < ] N G — 8 x
< C 0 [@1010100.254/indexhtm| =

> dekmse [ Fnass @Es ) S @EEEE O U

@ EGERRS

AR T 2

® RlsiEmE.
Windows 22 Es
The server 169.254.173.207 is asking for your user name and
password, The server reports that it is from USER LOGIN.
Warning: Your user name and password will be sent using basic
authentication on a connection that isn’ t secure.
[ |admin
w besesseces]
BEROEE
ErEm
/B EE—F. g x ) [ HFa x L la)l=18
& (] ‘ @® 10.10.100.254/index.html Q
Status

ETATUS

SYSTEM SETTINGS

SERIAL PORT SETTINGS
COMMUNICATION SETTINGS
CUSTOM SETTINGS

OTHERS

= I |

System running status overview

System running status overview

Product Name MAC

HF2421 ACCF23EA1138
DHCP P

Enable 10.205.57.5
Subnet Mask Gateway
255.255.255.252 10.205.57.6

DNS Firmware Version

10.10.100.254 1.09m

System Time Total Running Time
INTP Disabled 0-Day 0:42:38
Remaining RAM Max Block Size
34766848 61513728
Configuration Protected WiFi State

Disable
WiFi Rssi
0

Serial Port State-'1"

Received Bytes

Disconnected

Received Frames

0 0

Sent Bytes Sent Frames
0 0

Failed Bytes Failed Frames
0 0

Config

115200,8,1, NONE

Serial Port State-'2"

Received Bytes Received Frames
173 78

Sent Bytes

—

Sent Frames
e _— — ~ — a —

Step 3 : HF2421 j@id RS232 #[IEHEBEM , = M EOES, SOTRFERGER
SR HF2421 BRPFMSENED. EREFERRATRENEBNOL , ¥RHRE .

Step 4 : FTFFEOERTE , #5(#A SecureCRT 4 TH ( HftB O TEthal , REIR
SecureCRT S1& ), LATNEIYEA SecureCRT TH, FEOTEBEKESERIESZTTSR
HF2421 BB cli i8$ET.
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i@ Serial-COM1 - SecureCRT =N =R =
HEF RJ[E EEN OEHQ fEET) BES) LEL EEH)

HERIE  BRAIEES 7] i

| serial-com1

EFORT= -

m

W +++ Iu a W ND.. @ WS.. @ AT+Z @ i i - L Defal, »

| e

by
|
£

F

B Serial: COM1 1, 7 2043, 7951 VT100

3.3. AP &R T TCP Server jllift—

Step 1 : 7 TCP&UDP X TR , &0 FAfEsEz TCP &k,
B FEREUACECIEGF— TCP Server (imH 8899 ) MiEM,
TCP&UDP X TERTMERM T
€ http://gb.hi-flying.com/download detail dc/downloadsld=54.html
m  DestIP : PR IP #tilik , izt a7 I0TService TEAEZ,
Port : =g TCP Server fix[S , BAIA 8899 , AJEIT 10TService TEIEK,
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32 TCPRWUDPIRETE
EOp-erate(Q} View(V] Windows(W) Help(Hl Language

eateServer | 3% startServer 38 €3 | 5 Connect 32 | @ DisconnAll | 3% DeleteConn 8% | [@ | 2 =
= '

Fort: |8899

(3] Special4001

[~ AutoConn:

[T Send When C

Send Speed(B/S): 0

Receive Speed(B/5): 0

(= =]=]

- System - SOCKET - WiFi
User: admin Mode. [P [~ ‘
SOCKET Name: neip  [+] | |
' . AP SSID: HF2421_1138
Password: _ admin| Protocol : A Ker | |
HostName: Eport-HF2421 '
= Server s smsso | —
DHCP: Erabie [~ =
IP Address: 0.10.100.10 SETErRE l:l STAKey: | ‘
el Local Port: &899 | Scan ‘
Gate Way: 10.10.100 254 Keep Alive: ‘d - Mobile Netword
e [ nimzd | | tmeow wg | [ T -]
APM User: [ 3gnet|
swerictioge Rouer [ ou APN Password: [ password|
~UART Buffer Size: 512) VPN [Disable [+
UART No: | mewsocker | [ sockeTDe | FPTP VPN Server. | \
Baudrate: |1 15200 - PETP User | ‘
EEEE B [~] CLAN PPTP Password. | |
sep s —
o [ v IP Address: | 10.10.100.254] ‘ — | | — |
s o out
= NoNE 1] Mask: \ 255.255.255.0 = ;
Flow Control: Half-Duplex : ‘ Rt | | iecd |
Enabl i
. w12 1rER [Enable  [>] | FsetUpcate | | FsetClear | \aalt

Step 2 : fad Connect 35077 TCP i,

IR fE | AUZRR R EETS

, BRI EESEL.
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3£ TCPEWDPARETE - [10.10.100.254:8899] [F=1 EoR =X
| CreateConnn & CreateServer | 11 Q| = 52 | % Disconnall % DeleteConn % @ & =
Operate(Q) View(V) Windows(W) Help(H) Language x
Properties % % | "3£10.10.100.254:8899 b=
=M Client Mode
- DestIF: Send [~ AtuoSend Eve [L00 ms Send
- 10.10.100.254_:8899 | ’W . . 44
B Server Mode [” Send Hex [ Send File[ Send Receiwed [lear | Dption| Eroadlptien

DestPort: |3899

-

4001
Type |1CF

s

ms

=
Eve |0
r
Eve |0
Rec StopShow | Clear | Save | Option| [ Showex

Count |

Send ’07 7 Save(In Time)

Receive Speed(B/5): 0

Send Speed(B/S): 0

Step 3 : IRUITSEFTAEOTE ( BIA 115200 B4R

=

View

File

Edit Opf]
"EEEED

ﬂeri al —COME

Session Options - Serial-COM5

| -

Step 4 : EBROTERESLTo<tE  BAWS

( BUAEBREEREL )

Category
Serial Options
CONE Flow Control
115200 DDIMSR
CJErs/cTs
€ [ £0R/%OFF
Hone
E| Appearance 1
FR Windew
----- Log Fil g P17
[vRE e Serial bresk 100 millizeconds
- Frinting
R Advanced
Lo Xmodem/Zmadem
IMFOETANT: Anr changes wou make will not take effac

Exit” IRHasSE |, ENEERT.
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-

Serial-COM1 - SecureCRT =N = <=

MR &H|E =BV EmO &= BHEES) IED #FEH)

NP @R Rl FHT @&

| | Serial-com1 | x|

EPORT=EX1T -

W +++ Wa @ ND.. @ WS.. @ AT+Z @ ) (%) wd i Defal «

B Serial: COM1 2, 1 23f7, 80%| VT100 F*=5 &=

Step 5 : TCP MO Z [AEEEHMETE.

% TCPE&UDPHIEETE - [192.168.0.107:6336] — O =
Operate(Q) View(V) Windows(W) Help(H) Language X
.:_'| CreateConnn gCreateSewer iy Ll ] = ! &Disconm‘-\ll %Deleﬁeﬂonn % (O] 3 g

Properties 3 x /3£ 10.10.100.254:2899 4k X

El-M Client Mode .

Lo T0.10.100.754:8399 DestIF: Send [~ AtucSend Eve |100 ms

10100 100. 254
I I~ Send Hex [~ Send File[  Send Recgme® lear | Dptionl BroadOption

------ M Server Mode
DestPort: I8899 f

p LogalPort socket send data _./
ocalFor

IQQQQ
Type ITCP > l

™ AtuoConn - Secure... — O *
Eve |—1?4159l3'. 3 Eile Edit VieWl Options Transfer Script
I~ AutoSend Tools Help
e e = aRRoR =eQB=a
Rec StopShowI Clear | %]
Count i i) | Serial-COMG
Berad] |32 (] Sta(fn e socket send datal ~
Iuart zend data I
Reow Il5
v
Clear | uart send datal
Ready Serial: COMS 1,17 S5HRs

3.4. Auto-IPt&z{ T TCP Server llizi—
+F—EThEUBRBOE Socket MWIHEWE , AETHIZUBEXER O Socket [z E AT
KEUE.
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Step 1 : FIEROZ&BRNEEZR RS RS232-1, RS232-2 #[5 PC iif,

| =

"

RJ45 Ethernet

RS232-1—>

RS232-2

»
L

PCA1

Step 2 : ¥J7F SecureCRT AT H , BRI EAOSER.

Serial-COMS3 - SecureCRT (= fE=T fia/ScnalCOMIS SeaireCRT =158 =)
T REE) BEV) EEO) SR BES) TRL) M) THA BEE BBV BRO0) KM BES IS0 2mH)
DIRIR aRnB=9 FH @&, HIRUR  BRARBEI HFET @ o,
[ 1 seria-coms | £ | || seria-com | <]
@ E
@rrr @2 @ND. @WS. @AT. @ Wsh. WEE O 9 [m' @+tt @2 GND. QWS QATH @ @show QEE @ d Defa ~
s Seriak COM3 1, 1 14f5,458] VI100 == £ B Serial: COM1 2, 1 147, 49%] VT100 *= %=
. H Dat = N U\ €
Step 3 : ¥J7F IOTService , REIRERIE , TEIFTLIKERNBEONSE,
System SOCKET WiFi
User: i Mode
st _ admn| SOCKET Name: neo |+ | -]
Password: admin AP SSID: | HF2421_1138)]
Protocol TCP-SERVER | v|
) AP Key: [ |
HostName: Eport-HF2421
Server Addr: .
it [v]
Server Port:
IP Address: SR
Mask Local Port 8899 | Scan ‘
Gate Way: Keep Alive: - 0 Mobile Metword
: APN: [aGNET [~]
DNS: 10.10.100.254] Time Out 300
: : APM User: [ 3gnet|
Metwork Mode: _Rnuter Rout: uart?
APM Password: | pasaword|
ORRT Buffer Size: 512 VPN |Disah|e |V‘
UART No: UART 1
o - | MNewSOCKET | | SOCKETDel | PPTP VPN Server:
— UART 1
audrate UART 2 PPTP User:
Data Bits ] I LAN PPTP Password
_= IP Address 10.10.100 254 ‘ Confirm | | Cancel |
Parity NONE -] . | Detail
Mask: 255.255.255.0
Flow Control: Half-Duplex : ‘ Export | | Import |
Enable i
Buffer Size: 512 BrgE EE ‘ F-Set Update | | F-Set Clear | VirPath

Step 4 : GUEEI™ Socket , IEEXIMAIFENERL ( RS232-1 1 RS232-2 ),

http://www.iotworkshop.com
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gDeuiceSeﬂing
r System r SOCKET r WiFi
User: i Mode:
| admin] SOCKET Name: ete [+ | [~
: i AP SSID: | HF2421_1138]
Password: | admin| =
Protocal: TCP-SERVER [~ | AP Key. | |
HostName: [ Eport-HF2421| '
Server Addr: STA SSID:
DHCP: Enable
Ensple [~ cemer Port Sakey
IP Address:
Local Port: 8899 | Scan |
Gate Way:
Keep Alive: ~Mobile Netword
DNS: 10.10.100.254| APN: [3GnET [~]
Time Out:
Metwork Mode: : APN User: | 3gnet|
|R0ut: uart1 - |
UART APM Password: | password|
Buffer Size: 8192 : i
UART No: UART1 | +] — LR [Disable [~]
PPTP VPN Server:
Baudrate: 115200 | | MNewsockeT |f[ sockeTDel |
Data Bits: 8 - FRTPUEEE
PPTP Password:
Parity: NOME : IP Address: | 10.10.100.254| | Confirm | | Cancel | ootai
Flow Control: Hal-Duplex || Mask: | 255.255.255.0| | Export | | Import |
Buffer Size: 8192 - [Enable [+] [
DrEe [ Fsetupdate | [ FsetClear | ikt
ﬂDeviceSe‘l‘ling
rSystem SOCKET WiFi
i Mode:
User | admn) SOCKET Name: e [+] | -]
i AP SSID: [ HF2421_113g|
Password admin
P SRR 1o | e | |
ostName: -]
EportHF2421 Server Addr: STASSID:
BEs e BremenT T s
IP Address: Basic Detail
SOCKET Name: uart 1 Security Disable |w Scan |
Gate Way. e ———
Protocol: Security Key:
DNS: 10.10.100. | Server Addr. ‘3GNET |v|
Network Mode: Router Sl i [ 3gnet|
Local Port 6666] Stop Serial
“UART | passwurd|
Keep Alive: HeartBeat -
UART No- UART 1 : [Diszble [=]
Time Out: HeartBeat Serial:
Baudrate: 15200 }w |
Data Bits: g Buffer Size: 512 | oy I e |
Stop Bits: 1
Parity NoNE [~ IP Address 10.10.100.254 | Confirm ‘ | Cancel | Detai
Flow Control: Half-Duplex ﬂ Mask: | 255 255 255 0 | Export ‘ | Import |
Buffer Size: )
e s B1e2 JHEE [Enatle[~] [ FsetUpsatle | [ FsetClear | Mt
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£ Device Setting ==
rSystem SOCKET WiFi
User: i Mode:
| aimin] || gocKer Name: fer =] | [}
: - AP 381D | HF2421_1138|
Password: | adm|n| =
Protocol TCP-SERVER [~ AP Ker: | ‘
HostMame: Eport-HF2421
| P | Server Addr: STASSID:
DHCP: Enable & New SOCKET
IP Address: Pasle : paal ;
SOCKET Name: uart 2 Security: Disable |w | Scan |
cate e Protocat TCPSERVER [v] | | SecunyKey
DNS: 10.10.100. | Server Addr [zenET -]
Connect Mode:
Network Mode: Router SenEep : | 3gnet\
Local Port 5558 Stop Serial: | d‘
S passworn
| UART Keep Alive: HeartBeat Disable | v
UART Na: UART1 Time Out HeantBeat Serial: |D|sab|e |'|
Baudrate 115200 Fnut B I~
Diata Bits g Buffer Size 512 [ confirm Cancel
Stop Bits: 1
Parity. NONE : IF Address: | 10'10'100'254| | Confirm | | Cancel | Detail
Flow Caontrol: Half-Duplex : Mask: | 256.255.255.0)| | Export | | Import |
Buffer Size: 5192 - i
DHER Enavle |~ [ Fsetupoate | [ Fsetciear | ikai

Step 5 : IRFEMR. 7 TCPAUDP KT R , SIERNEFin , DBIXIRL Step 4 HEJ

uart 1 fQuart 2, GIEEGEINET 3.3,

3£ TCPRUDPHEHTE - [10.10.100.254:5555]

=N R ==

:__'| CreateConnn @ CreateServer | M StariServer ¥ €3 | 22 Connect 52 | %2 Disconnall % DeleteConn % @ 2 =
Operate(Q) View(V) Windows(W) Help(H) Language X
Properties 7% 3£ 10.10.100.254:6666 32 10.10.100.254:5555 | b=

DestIF:
|10. 10,100, 254

DestFort: I5555

=@ Client Mode

- [~> 10.10.100.254:6666 | Send

I_AtuoSend Eve IIDD ms

I Send Hex [ Send File[ Send Received

Send | Stop |

Clear | Option| Brosdiption

I~ LocalPort

|4001
Type ITCP - I

I~ AtusConn

Eve ID 8

I~ AutoSend

Eve ID m=

Dizconnect I

Kec

StopShowl Clear | Save | Dptionl [~ ShowHex

Count,
Send

[~ Save (In Time) I

ID
Recw ID

Clear |

Send Speed(B/5): 0

Receive Speed(B/S): 0

Step 6 : TCP M E O BEEEEHEIE.
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32 TCP&UDPREALE - [10.10.100.254:5555] Serial-COM1 - SecureCRT (= =]=]
=) CreateConnn & CreateServer | 4 BQ| = 5 | S DisconnAll | 3% DeleteConn %2 | =iHF) SE(E) ZB(V) ERO) S0 HES IS0 @EH)
Operate(0) View() Windows(W) Help(H) Language HER-X BRBEEg FE @
Properties 2 x 3£10.10.100.254:5555 | [ 1 seriaicom1 |
B8 Client Mode: A
Ui Send [ AtucSend Eve [L0D s Send.
ST (e e
- Server Mode I” Send Mex [ Send File[ Send Received 1.,
DestPort: 3555
r artl
4001
Type |1CF
P
Eve |7 5
C Serial-COM3 - SecureCRT (=0 E=E |
XHE REE EEY ®BRQ #EO BEE9 IRQ =8
TCPEUDPREETE - [10.10.100.254:6666] AOLO0 AR EBEd | &% ®
) CreateConnn & CreateServer | 42 BQ= & S DisconnAll | 3% DeleteConn %% | @ ==3 -
erial
Operate(Q) View() Windows(W) Help(H) Language arc? A
operties R x #£10.10.100.254:6666 | |
m Client Mode
DestIP
010700, 2540565 :;m — Send | [T Muwfend Eve [100 ns [ send |z
rSere o - [~ Send Hex [ Send File[” Send Receive 4 L 0
Deatbare; [fE68 (G [
o art?
4001
Tyee |1cP
o
Eve |0 5
[=
Eve [0 s I
Dizconnest -
4 Ree StopShow Clear Save | Option| " ShowHex \
Count !’ﬁ H’# @ +++ @a @ ND.. @WS.. @AT+Z @ @show WER @ ) Defau | =
ave (In Time )

3.5. BF AP FLMLEIRA N
AP AP BR— AT (RS T— NSRS/ MRS IR RS
R EIFN plc ZIARHTIBIS, MTRERTS -

HF2421

Lapinp1
1030300100

Step 1 : £ HF2421 Bpk AP R ZR1 , WG THRIREE AP (EE58FR , EUA

10.30. 3060, 302
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"HF2421_+MAC iS4 i7" , tBA&@Eid CLI 55" Show” &if) , W0 TFNERR.
[ Serial-COML - SecureCRT EI@

MHE #EE =BV ERQ #E0 HF9 150 ZHH
CH TR 4 Ble=a FXY @ L
| Serial-cOM1

Conf1g:115200,8,1,NONE,NONE -
State:In CLI

Recv Bytes:176 Recv Frames:79

Send Bytes:670 Send Frames:67

Failed Bytes:0 Failed Frames:0

===50CK Status===

SOCK Name:netp

State:Server Created

Client IP:

Recv Bytes:670 Recv Frames:67
send Bytes:117 sSend Frames:58
Failed Bytes:0 Failed Frames:0

===WIFI Status===
Mode : AP
AP SSID:HF2421_1138

EPORT>H] .
[ . W a W NDBGL ) WSCAN @ AT+Z @ W show W EB W o Defauli «
HiE Serial: COM1 19, 7 1947, 60%] VT100 =5 #H=
Step 2 : FIFREFIHZH-> BEREHCRIRE.

=Te=crdt e

| testls

2. Internet A5 (

PRSI E R
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o[- (]
(€~ [5 » =oimE » FramsEER » FREOAESO -4 || =eame P
SHERER ®
BEEANEEEHEEEE
[mcsnnen | x - @ =
Ercraes )
UI9QD4GENATQWLP testl Internet
(it EEH)
SEETNE S s ear
Lb testls jral=l-SicH Internet
: Tieris = =
EREEEE
W nEmEeE
BETE. =%, BS. IS VPN B SeSmEnsasEs,
W SRS
EEENEEETRE. S5, Bo VPN FEEE,
W@ EEREETEN
N iEl T R B TR, ST,
SiEsE
Internet LI SEMEREE
Windows FiiE PERHEENEES , SREUEeEs.
el

Step 33 TFFMILSIEREEiERE Step 1 HEFIAY HF2421AP ByEEZFR

HeEn=EE: s
UPGRADE-AP aaaa L
Internet iAj0] 1

TEMEEE S

UPGRADE-AP aaaa FmsE )

HF2421 1138
B BIHRER
[] et

AIRERT BB AR L.

=E0) |

Lenowvo Wi-Fi AP R3210

HF-LPE120
Soneter

TS

1']“1
al
11‘:“.

Step 4 : ZEREMMBIERST , RIREIRINALIEE.

http://www.iotworkshop.com 18

Copyright © 2013 . All rights reserved


http://www.iotworkshop.com/

&I nn1E

= (5
~ [ 4 || == e )
mn v ORI SENMESE SRS SoSisE SSHESORs

@O.@ v ZElEER » W& Intenet » FEEESE »

ExsEmieE 2 v O @

l: VMware Network Adapter l: VMware Netwark Adapter L" FithekE
=5 VMnetl =5 VMnet8 > EE
2 _ s g ” .
W Bz W Bz @ Realtek PCle GBE Family Contr...
"'-. FEEMEEE ': FEEM SR 2
kr‘v HF2421_1138 -y Bz

iﬂ Atheros AR9485 Wireless Met... d:lﬂl Microsoft Virtual WiFi Minipor...

Step 5 #TFF I0TService f5 ,BIRIRILIRE iR AP =T HF2421 S EES LAN
MIEZAY IP 25 PC ( BP 10.10.100.XXX ),

Y LOT Service =] =
Management (M) Setting (C) Help (H)

Begin x Stop @ Config & Status n\?\ﬂ VirPath Connected

SN| DevType MAC Address Hosthame IP Position VirPath State SWer
TIHEZA2T | ACCEoSEATTaE Eporn-HFZ4: 0. . Local Brline

1.09m

W TTEFNET 3.3 —#F , HUCA SRR,
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4. BF 4G/3G R BRI B == # iR E W

4.1. 4G/3G K VPN BExf#

Step 1 : HF2421 3245 4G/3G/GPRS £BURAE sim & , EFAINREZ BIRTEEIREA sim <,
Step 2 : BBIRE LG , FfF 10s ILARTE , $JFF SecureCRT BOVEIKX TR , BBO%ZE
# PC ( BOSHNRETSEBANE T ), HAGSIRI->SYS->Ping : MIA—MRSS
22K , 40 Ping www.baidu.com ( FEIFABEMLLAF ) ->HI Success FRAFREISIE
R,

Serial-COMA4 - SecureCRT | -E S
MR #/E =EENM EEO #Em0 BEE T80 EEH)
N T A R 4| BARLEEg FHE @ .
| Serial-cOM4
EPORT/SYS>P1ng www.baidu.com .
sSuccess
EPORT/S5YS>
W +++ @ a @ ND.. @ WS.. @ AT+Z @ Wshow WER W o |Defa| v|
Bt Serial: COM4 4, 11 15f7, 50%] VT100 #5 #i=

Step 3 : #£ L& EPORT/SYS d3$ ~iF N Network BR.

http://www.iotworkshop.com 20 Copyright © 2013 . All rights reserved



http://www.iotworkshop.com/

&I nn1E

Serial-COM4 - SecureCRT =N W<
MHE SEE =HEV EHO #H&0 BEEE IEL ESH
HERUE - BARERES Y @ s
| Serial-cOM4
EPORT/SYS>Network :
EPORT/SYS/Network:}}
W +++ @ a W ND.. @ WS.. @ AT+Z @ W show WES W ol |Defa| v|
BiiE Serial: COM4 3, 19 157, 50F] VT100 =5 #=

Step 4 : i&%E VPN 2R , TEIFLUBRATNXIRSEEHE , ZHHI SET-OK FE =
RERIN.
i UNRAEEGRE VPN | BAHRUATIRAHIEY ( BRiSEHRAA 1.09m ), BUdFR7S

Z2% HF2421 (EAFMHAY 3.13 &7,

[E{45%EE : http://pan.baidu.com/s/1pLgDEQJ
B Server Address : [R5588 IP il e E . Mhidittitsn 112.124.43.15
m  User Name ( FBF% ) : hiflying
B Password ( %3 ): test123
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& 10T Service o]l B =3
Management (M) Setting (C) Help (H)
% Stop ? VirPath Connected
SN| DevType| MAC Address HostName IP Position VirPath State SWVer
1|HF2421 |ACCF23EA1138|Eport-HF2421 (22310425433 China. Online §1.09m

Serial-COM4 - SecureCRT EI‘EI

MR #HE =EEN EHO &0 BES 18D EEH)
HHRUIR - BARAERES TR @ s
| Serial-coM4

EPORT/SYS/Network>VPN Enable :
Input NAT Server Address[112.124.43.15]:

Input User Namel[hiflying]l:hiflying

Input Password:testl23

SET-0K

EPORT/SYS/Network:>

W+++ W a @ ND.. @ WsS.. @ AT+Z @ Wshow WEE @ > Defar =
i Serial: COM4 7, 19 15f7, 505 VT100 =5 #=

Step 5 : FeAE] VPN KRS 192.168.18.1 , AN NEIFRZIEZALY,
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*

] Serial-COM4 - SecureCRT =n|EER >
MR #®FE BEENV EHO FEO BEES 18U =E=EH)
HERUE - BARERES Y @ s
| Serial-cOM4
EPORT/SYS>P1ng 192.168.18.1 =
sSuccess
EPORT,-"SYS}
W+t @ a @ ND.. @ WS.. @ AT+Z @ Wshow WER @ i Defal =
B Serial: COM4 4, 11 15f7, 50%] VT100 #5 #i=

23

Copyright © 2013 . All rights reserved

http://www.iotworkshop.com



http://www.iotworkshop.com/

&I nn1E

4.2. HF2421 2Bt

WWW. Network Cloud

%

J/
)

ess ¢
Nnecy;
on

[To)
©
<
(%]
o
=
I
3]
N
(%]
o

Laptop

PLC Device

LT, BORECET sim RERANGE , BAlLit—S LTS EiiaEs,
EASTHEERRRIME TEE HF2421 SRR OFEERER O 2 [ TEURI

RiE , LU FERTNTEEIEET.
Step 1 : & IOTBridge RIS |, iEAA75 AR SHR I0TService TRIRASEFE/\E | It

WA,
Step 2 : FEEFTHRAAY I0TService (BRIERHFThRAS /9 2.0.09b),

IOTService §&#% : http://pan.baidu.com/s/1dF1g1bj
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& 10T Senvice E’E‘@
Management (M) Setting (C) | Help (H)
. — . Q‘? _ =
eqgin % Stop Config Status VirPath M= Connected
SN| DevType| MAC Address HostName IP Position VirPath State SWVer
1|HF5111B|FOFEGB3DDE... |Eport-HF5111B [192.168.2.100 Local COMS/UDP Disconnect Online |1.0919
2|EP10 FOFEGBZ251E20 |E g About Offline |1.09m
3|HF5111B|ACCF23FF2828 |H Offline |1.0919
4|HF5111B|FOFEBB1C3D... |E LO.T szic Offline |1.0913 Mew Ver
5(EP10 D4AES2CE5D... | ** Offline |1.09m
6|HF2221 |888B5D0O0BSED|H w Offline |1.09k
7|HF5111B|FOFEGB3DDD... | LO.T Offline [1.09i Mew Ver
8|HF5111EI ACCF23FF5678 |E| WORKSHOP = Offline |1.0817 New Ver
9|334455... FOFEGB3DCD... |E Offline |1.0919
10|HF5111B|FOFEEB1C3D... |E Offline |1.0919
11|HF5111B|FOFEEBS0FDFT |Epont-E10 101.88.227 48 China.Shanghai Offline |1.09m
12|HF2421 |ACCF23EAT1... |Epor-HF2421 [122.97.176.57 China.Nanjing Offline |1.09m
13|HF2421 |000C43E175B8 |Eport-HF2421  |122.97.176.59 China.Manjing Offline |1.09m
14|HF5111B|FOFEGB3DDA... [Eport-HF5111B |116.231.223.102 |China.Shanghai Offline |1.0919

Step 3 : PC WiFi T£eiEzR iREH , ¥J7F I0TService , EHIEBMIREAI mac Hbilk ,
£ Step 7 FiRINEEFEAZ.
UPGRALDE-AP-£
LQJ-AP

hf group

]

ER Y

Ly

ChinaMet-demon

360-NSZ . )
J
H60-L01 =l
o
HF-LPT220 AL

HF2421 1138

UL om
WAWA o
AAFMA _.I‘ i

FIFF RS
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&Y LOT Service

: =] -FH
Management (M) Setting (C) Help (H)
eqi rnfin & ’ =
Begin Stop Config Status VirPath = Connected
SN| DevType| MAC Address Hosthame IP Position VirPath State SWVer
1|HF2421 |ACCF23EA1138|Eport-HF2421 |10.10.100.254 Laocal 1 Online |1.09m

| Copy Device MAC |

Device Table Filter
Refresh
Delete Selected Device

Upagrade Firmware Selected
Upgrade Firmware All

Upagrade Web Selected

Step 4 : & TEFAY I0TService RIBRSSS81EHE , FHENTE IOTBridge ERiERY Service

Id,
&} LOT Service =] =
Management (M) Seﬂing{C)| Help (H)

ISoﬂware Setting Cirl-h =

3 Default Setting _ Cirl-D Es ; VirPath = Connected
N[ DevType| | Add Device Gl P Position VirPath State SW Ver
1|HF2421 |acq{ BroadCast Scan 1010100254  |Local Online |1.09m
Language ]
http://www.iotworkshop.com 26
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¥ Software Setting @
Remote Access Communication
Remote Access Enable: |Enal:|e |v| Device Config Enable: =
IOTBridge Server Addr: |bridge—test.iolworkshop.com | Device Cig Port 45305
Service |d: |i0tbridge—ser\aice—id | VirPath UDP Enable: =
Service Mame: |I'-p1y Service | e 23957
EMail Alarm VirPath TCP Enable: =
VirPath TCP Port Start: 23990
EMail Alarm Enable: Disable |v|
VirPath TCP Port End: 29990
SMTP Address:
VTH TCP Sermver Port: 28986
SMTP Port:

VCOM Parameter Synch:

m
=
o
=
o

EMail Account:

EMail Password: Others
EMail Send List (eg. a@a.com;b@b.com): Language: English =
Start up to Tray: =

| Confirm | | Cancel |

Step 5 : fF3 SecureCRT ¥JFF& , # A\ EPORT/SYS>BRT , IR ECHIER UserlD

FEMFTESE |OTService BAIRYSS/\E Step 10,

[ Serial-COMLI. - SecureCRT =1 =
R REE BNV ERO) 80 EFS IRL  #EH
HARD A BRI FRT 0,
| seris-com1 | B
UserlD . i
iotbridge-user-id
EPORT/SYS>|}
L @ a @ NDBGL @ WSCAN @ AT+Z @ @ show wES (] [*] Default
B Serial: COM3 3, 11 2047, 685 VT100 = =
— . ___m— T— — EE— T = i — T
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Step 6 fEERIRFPISEIRS (ML, N "+ ++" HANGSHEI->SYS->NAT Enable->
EINBRSSERHBUEE ( #4Z0F0 |OTService FHEE ) -> & ERAS ( BRIABDE] ) ->SET-OK,

BIFRTSRTEIRE.

iG] Serial-COML - SecureCRT EI@
IR REE EEV) EWO FE BxS IRL #EH)

HEROA RIEEIFXET 0,

| Serial-COM1
[ A
PORT>SYS
-.- N/ >
version Auth Network Telnet Web
NTP MAC JCMD NAT Ping
ProductID CustomerID UserID cfgProtect Fact
orycfg
£ m m o m L N g | o e

- Fa
T RC FAVI I =y s ) o=

EPORT/SYS>NAT Enable
Input NAT Server Address[bridge-test.jotworkshop.com]:bridge-test.i0
tworkshop.com

Input NAT Server port[48899]:
SET-0K

EPORT/SYS>|

m

@ +++ @ a @ NDBGL ) WSCAN i AT+Z @ @ show @ EB @ @ Default

e Serial: COM3 16, 11 20f7, 6851 VT100 == %=

Step 7 : EX PC inMEHEZR AN ( T2BAEFTE—IKE ), SROKRBHRIFAEME,
FIFF 10T Service , iHINRERRIA B Rni2iRE N TEHFTERIRS IP HUIEXT., (&
BAAEEERIZRE mac ik, 7TA 1.O.T Bridge EFRRER . EMEELAER

|OTService TEIRBENX S/ \E )
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&« C | @ bridge.iotworkshop.com/machineDetails.htmli?2901

ZEf=1n]
SEpNEE  EEEEE
Mac: I ACCF23EA1138 I EHE: Eport-HF2421
&g 2017-08-15 13:37:58 FEEATEe 0-Day 3:2:18
S pEE Lan Port: 47799
e iy 10.10.100.254 Wan Port: 26300
Wan Ip: 116.231.223.102 =E 121620228
=5 31.226114 i
EEE, FELEELE

&} LOT Service =] @ ==

Management (M) | Setting (C) | Help (H)

Software Setting Cirl-M

3y =y .,
éDefauItSetling Cir-D g VirPath CLTIEEE
f _ — ]
sN|Dev.. »| Lyl AddDevice  Cii-l L | P Position VirPath State W Ver
1|HF2421|ACC| BroadCast Scan 21 |223104.254.33 [China. Online 1.09m

Language ¥
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& LOT Service == =]

Management (M) Setting (C) Help (H)

Add Device [==3a] =
Beqgi St = Connected
ain % o MAC Address Delete -
ACCF23EA1138 Delete
SN|Dev... | MAC Addres| SW Ver
1|HF2421 |[ACCF23EA113 1.09m
MAC Addre. |ACCF23EA1138 | Add
Confirm Close
2107 Senvies e s
Management (M) Setting (C) Help (H)
P = . =
Begin Stop Config Status VirPath = Connected
SM|Dev.. =  MAC Address HostMame IP Position VirPath State SW Ver
1|HF2421|ACCF23EA1138 Eport-HF2421 [223.104.254.33 |China. Online 1.08m

Step 8 : fRIEIRT , BRI, BRNNSF udp &,
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Management (M) Setting (C) Help (H)
- . o
egin Stop Config =8 Status VirPath = Connected
SM|Dev.. =  MAC Address HostMame IP Position VirPath State SW Ver
1|HF2421|ACCF23EA1138 Eport-HF2421 104.254 33 |China. Online 1.09m
£} Device Setting @
rSystem SOCKET WiFi
User: i Mode:
ser | adminl || 5o0KET Name: T | ]
—— admin] AP SSID: | HF2421_1133]
Protocol: TCP-CLIENT ||
) AP Key: | |
HostName: | Eport-HF2421|
Server Addr: 10.10.100.100 -
DHCP: Enable STASSID:
Server Port: 10001 -
IP Address: SRR,
Mask: Lt P Scan |
) Vircom | VirThrough
Gate Way:
SeriPort.  [GOMNI~] [oer ]
DMNS: 10.10.100.254 | |
. 3gnet]
Network Mode: 5 | SocketType:  [uoe A |
assword)
SocketPort  [5555  Wom | Add - |
s | ""‘--..\| | | [Enable [~]
X Close
UART No: UART1  [{ Rout TEE T
uaRT® | ~— er | 112.124.43.15|
Baudrate: 115200 d | I~ PPTP User. | hiflying|
Data Bits: 8 h LAN Pl assword: | test123)]
(R ~
IP Address: | 10.10.100.254| [ Comim N cancel |
Parity: NONE > ek | | = Detail
ask: 255.255.255.0
" Export | rt
Flow Control: Hal-Dupl
flrougier <] | | | L e |
. DHCP: Enable hd VirPath
Buffer Size: 512 | FSetUpdate | | F-SetClear N

http://www.iotworkshop.com 31 Copyright © 2013 . All rights reserved



http://www.iotworkshop.com/

&I nn1E

@ 10T Service e s
Management (M) Setting (C) Help (H)
Begin w Stop @ Config Status ﬁ%ﬂ VirPath Connected
SM|Dev.. =  MAC Address HostMame IP Position YirPath | State SW Ver
1|HF2421|ACCF23EA1138  |[Eport-HF2421 |223.104.254.33 |China. [COM2/UDP,Connected {Online 1.09m
& rEiEe
MR EEA) ZENV) EEIH)
=2 nEE HE & B8RS
;E-J HENSE ) a = UI9QDAGENATQWLP
4 [} ERTE » < DVD/CD-ROM EzEg
3 @ SRR b IDE ATA/ATAP 12318

A 1M Intel(R) Dynamic Platform and Thermal Framewark
: | Intel(R) Dynamic Platform and Thermal Framework Fan Participant
1% Intel(R) Dynamic Platform and Thermal Framework Manager

¥

DR&L‘E%
by BB
b TRiEEHIEE
o3P it

X i 1PT

-r? FabulaTech Virtual Serial Port Control (COM2)

FabulaTech Virtual Serial Port Control (COM3)

----- 5" USB Senal Port (COM4)

b HHEER

|:>..|:3 it

b £ AEEARAIES

b0 ABREEANEE

bou| EE. MEIEEIE

b SAEIEEEEE

b § ERSAREEE

p T EERE

o FUEEREE

Atheros AR9485 Wireless Network Adapter
"3 Microsoft Virtual WiFi Minipart Adapter
*1 Realtek PCle GBE Family Controller

+
=
E
=
Ak

"

1, VMware Virtual Ethernet Adapter for ViMinetl

i Intel(R) Dynamic Platform and Thermal Framework Memory Participant

{8 Intel(R) Dynamic Platform and Thermal Framework Processor Participant
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Step 9 : THEROREIIEEO , MAWGS "Exit” HNBEE | SEPSOFITEE

K.

[ Serial-COM2 - SecureCRT

[ -E ] ial-COM1 - SecureCRT
P #8E =FEN EHNQ &0 BEES TEL  EEH) File Edit View Options Transfer Script =~
HER A #HhE=d FHY @ L DB ] BES
| I serial-comz | El | | Seriel-com
UARTL ~ |UARTS
UARTS UARTL
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