*. LO.T
WORKSHOP

User Manual and Test Guide

Eport HTTP Protocol Application

Rev: 1.0

http://www.iotworkshop.com 1 Copyright © 2013 . All rights reserved




1.O.T

WORKSHOP
Content

1. DEVELOPMENT KIT INTRODUCTION ettt ettt ettt ettt sttt e st e s s nee s 3
2. HARDWARE REQUIREMENTS ...ttt ettt ettt et st e e 3
3. SOFTWARE REQUIREMENTS ...ttt ettt ettt ettt s e e e s e e 3
4. HARDWARE CONNECTION ...ttt ettt ettt ettt e st e st e s me e e smteesmneesneesnneenneeesnreenas 4
4.1. DeViCe CONNECTION ....euviiiiiieiiieee et e s e e s sne e e e snre e e s ennees 4

4.2. TCP&UDP TESt HTTP SEIVEN .....eiiieeeiteeieeetee ettt ettt e e sttt e st e st e sbee s aneeesmneesaneesanee 4

4.3. Send HTTP data under Transparent MOode ............ueeeieeiiiiiiiiieee e eesccrree e e e e eanes 5

A4 HTTP SENA AtA ..eiiiiieiieeiie ettt ettt ettt e e st e st esbeeeanseesnbeesabeeeanee 6

5. WIRESHARK PACKAGE CAPTURING SOFTWARE .....oiiiiiiie ettt 8
5.1, TOOI INErOQUCION ..t ettt e sbe e e ne e et e e s beeesneeesaeeas 8
Appendix: Contact INFOrmMation ... e 10

Version List:
V1.020160901: First Edition

http://www.iotworkshop.com

2 Copyright © 2013 . All rights reserved



1.O.T

WORKSHOP

1. DEVELOPMENT KIT INTRODUCTION

Eport-E10 development kit is provided to help customer rapidly get used to how to develop

the product. The following figure is to show its appearance. Customers are able to use RS232

UART interface or USB-invert-TTL interface for parameter configure, product management and

function Test .etc.

Development Kit List:

B Eport-E10 Product: 1 Pcs

B EportEVB : 1Pcs
B Cable : 1Pcs
B USB: 1Pcs

-

1pcs Eport EVB

1~5pcs Eport-E10

1pcs USBE 1pcs Rk

2. HARDWARE REQUIREMENTS

u Eport series super Ethernet 1 Pcs

3. SOFTWARE REQUIREMENTS

B TCP&UDP Test Tool
B Serial Tool

Visit Hi-flying official website to download related softwares.
http://www.hi-flying.com/download list dc/&downloadcategoryid=14&isMode=false&com

p stats=comp-FrontDownloadsCategory show01-1376450727769.html

http://gb.hi-flying.com/download list dc/&downloadcategoryid=14&isMode=false&comp

stats=comp-FrontDownloadsCategory show01-1376450727769.html
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4. HARDWARE CONNECTION
4.1. Device Connection
Connect devices as following figure.
1P:192.168.0.1
=~ Ethernet Cable
\Wireless
il Ethernet

1P:192.168.0.107 //,?//l/’/,//y/

SecureCRT
Power Supply and UART
I0TManager communication

4.2. TCP&UDP Test HTTP Server

B Send HTTP original data
POST /devices/1083662/datapoints HTTP/1.1
api-key: hkqvUPkOuliRHSOgbebzv244wvM=
Host:api.heclouds.com
Content-Length:59

{"datastreams":[{"id":"temp","datapoints":[{"value":20}1}]}
B Server response:

HTTP/1.1 200 OK

Date: Thu, 01 Sep 2016 10:23:16 GMT

Content-Type: application/json

Content-Length: 26

Connection: keep-alive

Server: Apache-Coyote/1.1

Pragma: no-cache

{"errno":0,"error":"succ"}

$& TCPRUDPIBETE - [api.heclouds.com:80]

Operate(Q) View(Y) Windows(W) Help(H) Language

) CreateConnn & CreateServer | 12 RO = S | % Disconnall | 38 DeleteConn & | B | 2 |
Properties R x| "3 apihedouds.com:80

BB Client Mode
. DestIF o0
B apihedoudscomae || o — Sl || (W) Al T ns
Server Mode > [~ Send Hex | Send Filel Send Received  (1.o | gpi -
8 DestPort 50 ear ption Broaddption

FOST /devices/1083682/datapoints HITE/1. 1

r apikey: hlegrUPkOuliRHS0qhebEv2 44wt

4001 Host: api. heclonds. com

Type ’ﬁ Content-Length: 58

o {*datastreans™ [{*id": “temp”, “datapoints”: [{*ralue":20}1}1}
Eve |1 s

I=

Eve |0 LB
Rec StopShow Clear Save Option| [~ ShowHex
iseomact_| " Serelta Tine) |

Count

HTTE/1.1 200 0K

Dete: Thu, 01 Sep 2016 10:18:35 QT
Content-Type: application/json
Recw 203 Content—Length: 28

Connection: keep-alive

Elox Server: Apache—Coyotes1.1

Pragna: no-cache

sed  [m

{"errne™:0, “error”: “suee”}

IP:192.168.0.113
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4.3. Send HTTP data under Transparent Mode

Step 1: Create TCP client connection
Name: Socket name

port.
Protocol: Tcp Client

* oo oo

Local Port: Please set to zero when worded as TCP client. It is local and random

Server: Server address, such as api.heclouds.com
Server Port: Server port, such as 80

Basic Settings

Namc Tcp_Client

Local Port 0

Buffer Size 12

Keep Alive(s) B0

Timcout(s) 300

Protocol Settings

Protocol Tep Client v
Server api.heclouds.com
Scrver Port a0

Step 2: After configuration, confirm TCP client connection status.
Communication State - "'Tcp Client’

Received Bytes
0

Sent Bytes
0

Failed Bytes
0

Protocol
TCP-CLIENT

Client Ip
183.230.40.33

Received Frames
0

Sent Frames
0

Failed Frames
0

State
Connected

Step 3: Open serial port to set work parameter.
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@ Options

Flow Contrel Custom Baud Rate

Timeout Contrel
ioMoniter Contrel [JEnable 115200

Serial Port Settings

Fort: |CONMB ~

Baud Rate: 115200 “
Farity Bit: (HOWE e
Data Bit: |8 ~
Stop Bit: |1 R

Buffer Size: &102

Step 4: Send transparent data (make sure product works under transparent mode. If work
under Cli command mode, please exit from command mode to transparent)
@l AccessPort - COMS(115200,N,8,1) Opened — O >

Ele Edit View Monitor Tools Operation Help

PO0DE 9

Terminal Monitor
= | Elt He: ab [Er | 52

HITE/1.1 200 OE

Date: Fri, 0Z Sep 201€ 03:22Z:45 GMT
Content-Type: application/json
Content-Length: Z2Z&

Connecticon: keep—alive

Server: Apache-Coyote/1.1

Pragma: no—cache

{"errno™:0, "error™: "succ"}

Send=> () Hex (®) Char Flain Text ~ | [ JReal Time Send Clear Send | [JDTR [JRTS ||| Max Size < 64KB

POST /devices/1083662/datapoeints HITP/1.1
api—kew: hkqrUFkOuliRHS0qbebZr2ddwili=
Host: api. heclouds. com

Content—Length:59

{"datastreams™: [{"1d": “temp”, “datapoints™: [{"value™:20}1} 1}

Comm Status CTS IER EING ELED (CD) CTS Hold DSR Hald RISD Held XOFF Held
Ready Tx 185 Rx 203 COMS5(115200,N,8,1) €

4.4. HTTP Send data

Step 1: Create HTTP client connection

Name: Socket name

Local Port: Please set to zero when worded in HTTP aplication. It is local and
random port.

Protocol: HTTP

Server: Server address, such as api.heclouds.com

Server Port: Server port, such as 80

Method: According to the original data of HTTP request, type the related data,
normally POST and GET.

Path: HTTP request path

Headers: HTTP header

*e G600 oo
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Name Tep_Client
Local Port 0
Buffer Size 512
Keep Alivel(s) 60
Timeout(s) 300
Protocol Http v
Server api.heclouds.com
Scrver Port 80
Connect Mode Always M
Method POST v
Version HTTP/1.1 v
Path /devices/1083662/datapoints
Headers °
api-key hkqvUPkOUliRHS0gbebZv244wvM = °
Host api.heclouds.com °
Content-Length [ 59 l °

Step 2: After configuration, confirm TCP client connection status.
Communication State - 'Tcp Client’

Received Bytes Received Frames
0 0

Sent Bytes Sent Frames

0 0

Failed Bytes Failed Frames

0 0

Protocol State

TCP-CLIENT Connected

Client Ip

183.230.40.33

Step 3: Serial port sends HTTP data. When device receives the response from server, it will
output related HTTP data.
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@l AccessPort - COMS(115200,M,8,1) Opened — [}

Eile Edit View Monitor Tools Operation Help

BORBES O

Terminal

| Bl b ab B

{"errno":0, "error":"succ"}

Monitor

&

|| Max Size { G4KB

Clear Send | [JoTR []RIS

Send=r  (O)Hex (®)Char [JReal Time Send
{"datastreams": [{"1d": “temp”, "datapoints™: [{"value":20}1}1}

Plain Text

5. WIRESHARK PACKAGE CAPTURING SOFTWARE

5.1. Tool Introduction

Wireshark can be used to analyze network packages about sending and receiving data.
Please download and install this software from searching tools.

Step 1: Open wireshark tool and click interface tab control.

[ Capturing from Realtek PCle GBE Family Controller: \Device\NPF_{03206AC7-7763-41C0-99F7-ACODADEO9IDA}  [Wire

Ele Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

@@ﬁﬁl%l“‘”ﬁm— Gl 9 FT L BB QB @EEM
Options... Ctrl+K
Filter: | ip.addr==192.1 B start Ctrl+E ~ | Expression... Clear Apply Save
No. Time & Stop Ctrl+E Destination Protocol Length Info
1211 76.791218| @ Restart Ctrl+R Lol 192.168.0.1132 UDP 228 sourd
- 228 sourc

1212 76.797270 192.168.0.1132

i Capture Filters...

Step 2: Tick related PC network card and click Start button.

1B Wireshark: Capture Interfaces - O d
Description IP Packets Packets/s r

] @ Microsoft f280::958b:106:7bf:6a84 0 0 Details

O @ Microsoft 192.168.10.165 0 0 Details

2| Realtek PCle GBE Family Controller fe80:b873:7689:f33=:5775 35 22 Details
Help Start Stop Options l

Step 3: Send test data by TCP&UDP tool.
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¥ TCPAUDPTIEETE - [183.230.40.33:80] - O X
Operate(0) View(l) Windows(WW) Help(H) Language X
| CreateConnn & CreateServer | 22 B Q| = 5P | % DisconnAll 3% DeleteConn &% | [@ | & - ]
Properties x| 3% 183.230.40.33:80 | 3£ 192.168.0.101:1061 L
- Client Mode >
] DosEns: Send [~ AtuoSend Eve [LOO ms
B 183.230.40.33:80 183, 230, 40. 33 ) ) C
G- Server Mode I Send Mex [ Send Filel” Send Beceived o | gption| 3
DestPort: |30 —
538 Local(192.168.0.113):80 S— - _ -
POST /devices/1083662/datapoints HTTF/1.1
D 192.168.0.101:1061 r api-key: hkqvUPkOUIIRHSOgbe bZv248wvh=
,‘wmi Host:api.heclouds.com
Content-Length:53
T;
S0 | e ("datastreams™:[{"id""temp","datapoints™:[{"value"2
E
Eve |0 B
r
Eve |0 ms
Discormect
Rec StopShow | Clear | Save | Option| I Showtex
Foant [~ Sare(In Time) [
Send B ave(In Time
U TG ReEp ELITE "
Server: Apache—Coyates1.1
Reov  |406 Fragna: mo—cache
Clear {"errna”:0, "error”: "suoo”THITE/1. 1 200 OK
Date: Fri, 02 Sep 2016 05:38:02 GMT
Content—Type: application/json
Content-Length: 26
Connection: keep—alive
Server: Apache—Covote/1.1
Fragma: no—cache
{”Errr\u”:D, NErrUrNZMSUCC”} A4
Send Speed(B/S): 0 Receive Speed(B/S): 0

Step 4: Input filter option. The following color marked packets are captured by this tool,

which is from device uploading and server reposing.
@

Eile Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
FEpoe 2T Ee AerTLIBEE QD @¥M%

Fikter: Iip‘addr::183.230‘4033 - |Expressim.. Clear

Save

No. Time Source Destination Protocol Length

123 26. 823045000 192.168.0.113

i
130 28. 980916000 .230. .168 60 http > 56482 [ACK] se
131 28. 984426000 .220. .168 HTTP/1.1 200 ok (application/json)

215 49. 860471000 168. .230.40.33 Echo (ping) request seq=1/2586, 7]
216 49. 914650000 .230.40. .168.0.113 Echo (ping) reply seq=1/256, tt1=46
218 50. 865150000 . .0, .230.40.33 Echo (ping) request seq=2/512, ttl=64
219 50. 918652000 .230. .168.0.113 Echo (ping) reply tt1=46

.415183000

178769000
270394000

579 132.237364000

581 375 0 1 0 54 5 ttp [F ACK] Seg= A 5 Wi 4
582 132.290350000 .230. . 60 http > 56490 [ACK] 5eq=205 Ack=187 Win=15744 Len=0
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APPENDIX: CONTACT INFORMATION

Address: Room 1002, Building 1,No.3000, Longdong Avenue,Pudong New
Area,Shanghai,China

Postcode:201203

Web Site: http://www.iotworkshop.com/ or www.hi-flying.com
Business Contact: business@iotworkshop.com

Technical Contact: support@iotworkshop.com

After Sale Contact: service@iotworkshop.com

More information about product, please visit the webpage: www.iotworkshop.com
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