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1.4 ®WESH%&it
HE-ALL Bithtaznng, FRbliernfEs %,

bk b H

) 4
nReady='0"? N> GRS
Y

HBENE WA

RIHEERF60T)? R

1\\\¥447%ﬁﬁmmm%i%
nLink='0? N oL 2% 155 15,

Y

v
ok Bt
BB WIED

K-12 B LR AFRRE

HF-ALL BB 5, AR i B R — P AR, AR b AR 2T 0T LA e  fic EA t
T

1.4.1 FHAAERHER

HF-AL1 B SCRref LB AR G, T CASEBLAs CORDERERIHT, AT S KA E R B P s T B2
AR, FEMARICT, BT T BRI B H AR B DS W 320 Z [RIE W] A&k, AEUETART .

EEMNARAR T, AT BE e ies M AT AR 6 o BLP B A AN RSO sl gl T LS
LS R oL B A

E DO A 7 R R 7] 17/59
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<P HE>:

% AL B O B E I B A 4, A SRR IRIEE B I Z RS . Al BERA B
= TCP WM dETF, BdTH & DB (CTS/IRTS) iRg, IXAEA] DME RS R B 2 K. iR
M P ARES DRI, R &R EEHEN pin Bl (CTSIRTS) &2 LL.

1.4.2 BB
FERCEMT, M ATCUE AT & Se SRR EC B TAF . EE IR, rTRlEN a4
DB B, BARYIHIRIE K AT 164, WES% “AT IR UH” &5,

1.4.3 TCP Server i}% TCP $%i%#:

2 HF-AL11 #H % B % TCP Server i, SCHFE A TCP BEMER:, HKN RIS #F 32 4~ TCP Client
BN TR TAEEE AR, & LASCRr 2 TCP BEigiEH:

% TCP B s 7 U TAEB AR

f£% TCP BEHGERT 30T, M TCP b RIEHE B R S8 1 o AR O ERERIGEHE &
WAy, A TCP R A — 1. AMERIEL T A

Q’E@_\ | &L

e AR}~ <{eB[cc|DD B> s IR e

HFE-A11x

—| &I

K-13 % TCP it L Er

1.4.4 TCPB Ih&

HF-AL11 #58, V4. AT PASCHF 2 x TCP Thig. ENATRLRIRS S2FE 2 MMgkdERs. 55 W% E
BEFRA TCPB. 4K TCPB Rfgfiy TCP Client, HiE Hebmid AT &, A MK E.
AW

AT+TCPB=on, fi#i TCPB Ifjf¢

AT+TCPPTB=<port>, %% TCPB {3 15

AT+TCPADDB=<IP &34 >, % & TCPB /5545 Huli:

AT+TCPTOB=<time>, % & TCPB [z,

AT+TCPLKB, #rif] TCPB & {5,

AR AUt 0L AT F8 45557 .

ffiRE TCPB IRt/ , 2 MM ORI TET RS LK “2 TCP #H:” ZMl. B JCi AN 2%
e O SR E R A S R R B0 & O, i B DR R S E 2y, AN O Lo ki
—FEIER .

YVVVYYVY
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1.4.5 GPIO Ihfg

HF-A11 bk, VAx A HF 2 i GPIO #iz. GPIO-1 #: F UART ¥ 4 5]z XN GPIO,
H'E {55 nReady, nLink, nReload & X A48, GPIO-2 #ix N UART 5|1 & 3 M5 5 5] I#S
N GPIO. JiibA GPIO #ixl FA S8

R TAETE GPIO #ExUR, PC 8L W48 4% n] Ll i WIFI S5 riEs: (TCP/UDP)
SRJG I Ay A 2] GPIO BiiE GPIO IRAS. i .

GPIO nIN: % & GPIOn N#iA, R[A] GPIO OK ¢ GPIO NOK

GPIO n OUT 0: W E GPIOn i K H -, &[]l GPIO OK &t GPIO NOK

GPIO n OUT 1: % & GPIOn A#it & F, iZ[F GPIO OK 5 GPIO NOK

GPIO n SW: & E GPIOn Jyfii H 3 o0 JE R | K FESPIRAZS . ik 1] GPIO OK 8\ GPIO NOK
GPIO n PWM m1 m2: #E GPIOn it — AN E AR, m1 e R E, m2 %
SR A CRsFA] 847 ms, /) 10 ms) , % [8] GPIO OK B¢ GPIO NOK

> GPIO n GET: iU GPIOn ARZA, &[Al 10, 11, 00, O1 /3yl mEAK, HWiANE, %,

YV VYVYY

.
EE: nAlLlA 3,4,5,6,8,9,10, HHEH Pin xR . Hd GPIO 4,10 A fefiid N, GPIO 3 Hfg
MO

1.4.6 LEKMES

R PR i, nReady {3 S T LA 2 kA

> ORA L BEEISE AT R, BN RUE R . B B T LA A%
FIWT HF-ALL b 75 52 iU shit 1

> ORES 20 BB AT N T, R O BHE S . DBEE B 0.5Hz (1)
W A2 1. RO LU A %0 BN A AT HE-ALL BIR S DA K,
B A, SYE SRR, R, X TR S h O,

<P BH>:
BRI\ nReady J& HLFAER K, AT LAH AT+ENRDY=beat fiv 2 J1 5 L EkTh g, 7 H RELD fir 4
X% E TR
FEREHCH )T AR P SR B . W R A P S D R R R R, T B D R
1.
i¥: AT+FNRDY i) & E 4, Fra ] WwEMALLAT+HE 7k, b F5e/a 2R
AT+RELD #2fiZi% &, 3 H AT+RELD i ALK EX MK HE .

E DO A 7 R R 7] 19/59
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2 ThRefid

2.1 TGERAM
HF-AL11 [\ B IR DARE B B — AN 4k STA, W LI E R AP. FTLl HF-A11 3848 33 2
MELEZD, —MEN STA, B—MEOMST—4 AP, H'E STA LS X AMEEL ) AP #2

FHENTCZEM 2 . FrbL, FIAH HF-ALL A D4Rt RIE A M 720, AN dhdh. HF-AL11 (1)
TIREAEHLN R K AT R -

GPIO WiFiDriver
Processing e
WiFi
100M Eth |Program AP PHY
UART STA

Kl-14 HF-A11 T
<P HE>:
AP: BIELEBEN S, NI A A B AL b e — AP, e
2 2 n] LLE I AP AR R .
STA: BIEZkuhfi, R DL L. WEICAHR. PDA %,

2.1.1 EF AP [TLEM %
HF-A11 {0y STA (FJH AP CLI 2 1) ##:31HE AP L, HAl— N4, B STA #8
PL AP SN T LM 25 ) Hty, STA Z T8 A BB AS A AP ¥k 5 ili. W K-

Kl-15 HF-A11 FL7E R 28 2H

2.1.2 T HAMK TR
[R5 HF-AL1 BERT LA B B AP, T DL B i STA, Frblidit HF-A11 7] DUE SR FA I 523l 3 4
ML M4 W NE. EH(1)5 HF-ALL /A — AP A, He s & s &R v LAE 9 STA

E DO A 7 R R 7] 20/59
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R MR F, ARSI LLEE UART B8 GPIO £ HERIH P % 4e: (2)M1(3)5 HF-A1L 1N
STA EHFIBEL(L), XFEFTE HF-ALL Bt n] DLE S BN T2 2. R B A MR, TRy
FRTA HF-A11 fERSG—& 3, mH, @ EHEM, 7L ST KA T LM% 1K) 7 & i .

K-16 HF-A11 H 4K

2.1.3 AP+STA T RHITCLL M4

HF-AL1 #58, VAX BRAS BRI LLSCRE AP+STA 1977 e RIEER AN SCRF— A AP 20, —A
STA# M. W EHR:

E DO A 7 R R 7] 21/59
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=k
[§
Ng
STA = - —— HE%EE
*““rees x\‘x\ @
'I'(‘I'}'
Scn-cr

¢ Client
== D
Pab ol

F-17 AP+STA J5 I TC 2R M 2%
B, BT T AP+STA HIThRE, i) STA B O DL G s ME, il TCP iER: 5 M
BRI R S AR ARIE . [FIRTAEER B AP 2 2 nT I, FAHLUPAD 2548 ] LU 31X~ AP $2 11
b GaEnt TCPB &R , #5MHil8 LIk & B b T B
> T AP+STA IhRE, o] DR 58 IR HFHUPAD EF- 0k &55 7 st A7 s, ML
AL FOR I 455 B .
> il AP+STA IRERT DMR 7 8 IS E AT 5 E, vk 7 LRI ERAE STA Iy H GGl & O
AT B B 7] R

AP+STA TheEe iR B
AP+STA Djfe T ELl L & D s (F-XH B0 ED flife.
> AT+FAPSTA=on f§iit AP+STA Thfit.
> SRJGTEREEL S E I STA AU, AP 32 DR AR A 2K

AP+STA AR VERF I
2 AP+STA ZhREFTERT, STA i 75 ZiEs: e s . B0 STA g L2 AW s s,
MRG0 AP S S R e R, i E RS
W P IEA STA BEvEdER: - AP, AT DL i &42 11 STA 3 I HIF4 -
> AT+STTC=on/off, on R/ HEs, off AN, 1ZaLSHEBFE AR
> AT+FSTTC=on/off, &0 LMRAE, S ERFFERITIE;

2.2 BaEMILeE

U T R STA BRI, B HRE AP [TEL 1 BT NS AP MRS58, FHEEA.
SRR TAEZE AP BESUIN, T DAY R B SR R, TORE M BRI, SRR R R,
AT TR 53

E DO A 7 R R 7] 22/59
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2.3 ZEHLH
HF-ALL B 2 R R BT X, RS T A RIS I 2 A e, 3

WEP
WPA-PSK/TKIP
WPA-PSK/AES
WPA2-PSK/TKIP
WPA2-PSK/AES

YVVVYVY

2.4 UART FipLs]

2.4.1 UART H HHMER

PRI UART SRR R, S ANBT IS A AR A 2 AN 715 (149 [a] RE A [a] o SR 1) o B ) DK
—{H, WRAA—mIgE R, B— BB EEIRT 4K 15, BRIl g O b —migh ol G, #%
KEIWIFI B2,

REHR I BRIA TG 2 AN -9 (B Fg I 18] 9 50ms, B [AJRG IS [E] KT 50ms B, —Tigs o,

WAL, XA ARG A AT DL fr A B R 10ms, LU R R ST O R R E R, 2R,
WK E R 10ms, M WIFI = UART = WIFI FIEEE, dREIEEA K, LERTE 40~50ms £ 45
{ERWUIR AR S (A2 10ms, 1145 1 MCU ARELRIELE 10ms W H R —/ N5 00, T ER O 4
A] BEHE 20 T o

Aeid AT 14, AT+FUARTTE=fast/normal, L B IF]FGEH(E], fast XFM 10 ms, normal Xt
50ms. XA N R E A, AT+RELD X H T .

2.4.2 UART BE3hEiBL=,

T K GRS, TTUUER TS UART (S ihas, DLk SR 10k R AR . HF-
ALL B B UART [ E 2 as . @i v BT IZIhAS, 63 B 1 2 il o o ) 7% fuh o
KI5, Mot e 1 B ROE A S, B F s,

> BB A RS DRI E T EUE, RN F R BIR L
> BB A ] SR A RAE AR TR, DA S R A B AN A2 B Bl i A o i
BRHURIE ORI B e R B 4% B

B BRI TR] WA SR A 11 B RS — A 1o R T s B

e Wk
e BEf 4
...... 1 1 |

LR R R AT R R b

i ) % I I

515 WCEIR R

o e 'T“ &ﬁq?%ﬁ
e = Y T TSI ) 1 i )
i ] R, SR

Pl J B L

K-18 H sl mizh g = K
FARR) UART HBEIWHERIETE S 0L “AT 844 ” UARTF/UARTFT/UARTFL 82/ 44 .

E DO A 7 R R 7] 23/59
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2.5 HuhtgsE

HF-A11 fE ST REE BRI FE R (FE N STA, Xi&E#E: AP W f29) 48 H ML) BSSID HITh#g.
HRHE 802.11 thislitsE, ANFEIMITCLE ML n] ULEAMIFE M4 47k (B SSID/ESSID) , {HA& %20
Xof 8 —NME— ) BSSID H#idik (B MAC Hihib) o JEEEAAEE 0T DL ik 2 7 2o 41 F
SSID/ESSID [T N7, (HRMZ R STA BERERIARIEM AP b, AT i R 9 2% fr ik 2%
L BSSID Hihikghse, wTLARG 1L STA B2 N FIFETERI ML 1, AT HE i JC 26 X 4% 1) 2 4

2.6 PLKMEZOThRE

HF-A11 FEEL AL —A 100M DKM FE D, @ IX A4~ 100M LR MIEZ 1T, F 2 o] PASEZEL WIFL 1T,
B, DUKME, =AMEO @A, EHMTHE, HE-ALL B s s 5 ket A
IF] P ELAA N

<P HE>:

IR LK Th e 2 38 InAA I ThFE, BT DABEERER I LUK 32 LR ANMERE, P an FREH UK,
AL AT+FEPHY=on fr & e LR M2 1, - H RELD fn 2 XHZ % B ITCR. a4
AT DARSE A P EOR G E . R P T L ThRE A RF R R, W ShA C B RS 1.
XTSRRI T, HF-ALL 2@y S MA )4 Cn R i B iR 1) N-Ver #1 Z-Ver) . H
fir4 AT+FVER=n V) #ej N-Ver, AT+FVER=z VJ#eh{ Z-Ver, &N 7] DURYE ZR 1% B A F )
H)E

2.6.1 HF-A11 PLKME:OThEE (AP)

En.. : PC2
PC1 . . AT TR ||
100M EL A P
e, s o e
o HF-A11x
P 10101301 APfE [P 10101001010
GateWay: 10.10.100.254 IF: 10.10.100.254 GatsWay: 10.10.100.254

K-19 HF-A11 DLRMEZ O ThEE (AP)

HF-ALL BBy AP, DUBIHUOg Al — NP4, W2 B I8 1 1P Mkl SR TARLE [
—AMEBG AT RAHE,

2.6.2 HF-A11 LK O ThEE (STA N-Ver)

E DO A 7 R R 7] 24/59
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P STAE=, Soft N-Ver

c1
S oom sk

PC2
[

IP: 182.168.1.100
Gateway: 192.163.1.1

IP: 10.10.100.101
Gateway: 10.10.100.254

IP: 182.168.1.1

F-20 HF-A11 DIUKM 2 DhEE (STA N-Ver)

HF-A11 #HuE o STA CBEN N-Ver) , #H TAEAEM b, BEES] AP J5, M AP A3k
IP Mtk (s 192.168.1.100) . A G H il —A>7 M (ERIA 10.10.100.254) , LK L
(5 4 B FdHi ik (& 10.10.100.101) . XFEWE PCL 4T T MA (NAT) , FTLAM
PCl kiR, nlLUER| PC2 (AN HF-A11 TAEAER B , H PC2 AigFshiZE#:%] PCl.

2.6.3 HF-A11 PRI OIhEE (STA Z-Ver)

PC1 I U\XHST;&F_E_:._. SD Z-Ver AP PC2
N 1ot e I
%«' 6l
HF-A11x
IP: 182.168.1.101 IP: 192.168.1.10 IP: 182.168.1.1 P 192 168.1.100
Gateway: 192.1568.1.1 Gateway: 192.168.1.1

Gateway: 192.158.1.1
K-21 HF-A11 DLKM#E: O i8E (STA Z-Ver)

HF-A11 #H gy STA CRIEN Z-Ver) , B TAEEMrE. BHUER] AP J5, DARMEN L
R ge4s . AP Ab3K75 1P il (& 192.168.1.101) . LI EEAN R4, At [F]— AN 3% B
%, PC1. PC2 Z[AJFJLLEE, T AZAFMLHR. B2 HF-ALL R s 5H e W& Hil, &
EEASWE LAN IP ik (4npd 192.168.1.10) .

2.7 STA BERMERIIEE
TEMEH “ LR AW E” TR T “HR” . Sdzidls, Sh—A a0 SREE
AP ({55, FFikf. W F ERFR:

BHRERANFRSSAH(SSID) HF-11x_AP (2.
MAC il € Al ) | |

mEEL [OPEN v

mEE [None |

=5
Kl-22 STA ¥ & 48 224l

E DO A 7 R R 7] 25/59
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N

FESEMESID) | MACHELE 358 IER MER perw muess

) |HF_AZ 88:8h5a:0013:7d || 0% 1 MOME | OPEM Infrastructure
O |DoOR accf22:00:01:a1 |81% 4 MOME | OPEM Infrastructure
o [:?:]K_QFABEE s005ch2fabhe 0% |4 AES  |WPAZPSK | Infrastructure
O | InLPharmFwifi 00:2586:Mda50 [10% 53 TEIP WPAZP S| Infrastructure
O | TP-LIMNK_803786 | 14:26:4:80:37:86| 0% fi AES WWPAZPSE | Infrastructure
O |inpa-china 00:18f23:33:.d0:28 [10% 11 AES WRAPSE | Infrastructure
O [inpa-guest 00:18:f3:33:d029 | 10% 11 AES WPAZPSK| Infrastructure
O | TP-LINK_AP Tdiea3a27T 354 | 81% 11 AES WRPAPSE | Infrastructure

F-23 STA & R R A H

2.8 THEER

HF-ALL #H S R WAL fartt oo 38 WALt 2 mT DLSEELER O RIRRRIA . AT 5 KR ) P A1
FUEFHI R 2L .

HF-AL1 B bR E, SRIEH T AU B IS L AN RERT LM KRk, JIf
H AT BB TR, 1B $ 0 28T M.

M fa s SO

> EEMASH
B X LFK (SSID)

m AR
m

> BRI\ TCP/UDP i&H:2: %5
I SWVE YA
B EPEEM (server B client)

B H N

B HPIP ik
> HHOZH

B R

LI €/ VA

L L A1

m{Eif

B R

> TARREK

m B
W E R, R HE-ALL & BIEAm i RE, HI AT BAE HE-ALL BEEE 1 — 26 B & 48,
FZEAE I A DRy OGRS ST DL T . BRI P A & O e, EREEEEN S O
Le B R AR, TP B T 7R AR sl it n] e SO 1) JE 2 A o

E DO A 7 R R 7] 26/59
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o=-NUART 1 User Device

un

% .. UART

User Device
K-24 HF-A11 % B E4TE R

2.9 MK
HF-AL11 #H S FF TCP/UDP W28 B, s Hn] Ul web 77 B L1 AT+ 2 1% B
HFE-ALL £ i34z 1 7] LLJZ server, AT LLZ client, 83T web 75 3B 1) AT+ &% & .

2.1034 B MM T

HF-A11 e SZ£F DNS Proxy thid, H /7 af US4 GEE 1P bk FTIFERER M. 34 1)
W HEA L@ AT+DOMAIN iy & 7% E, WE TG B, DS mwmsFLE FBE,
A DAZE 0 V28 I A rR S N B 4, ] AT R AR () X T

2118 E

HF-AL1 Bib 37 5 web 77 RIS KB, Il LU 1E S 8820 77 (8 AT B 0 S
ORI AL ML, W H 5 PC HLIE A — AN TELk 0 2% 3k T LT U8, BANE A HF-
ALL [AI A AP, FTLA PC HLAT LAFE B 5 75 B4 B BB T8

HF-ALL BRI B SRR O AT+ %, BARTESH 30 “AT 540”7 &5,

< B >:

DOMAT AR 7 R A S B ) SRE R E, R RO ™ A 7 A bl e I T
IR, SR o R R B E AN R S A E H Ot E R B, DU LR &
e B T ARG m 7 B B AR o T I R DU B SR 51 R 3R A5 B 1 — 0 O B e B S HF

2.12 BT+
HF-A11 #5572 FF web J7 20 7E 26 [ 4T+

2.13GPIO TR

HF-A11 #E i 2 0] AR AL 7 > GPIO. Hd s 3 MERGII, 44 UART 50, AR¥E 7 ZH AT
PLE RN GPIO 5l i, 1E 8 GPIO B, T PLMRIZE k3% J LA € #5235 GPIO % . i
P, Al LN GPIO RES .

E DO A 7 R R 7] 27/59
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3 wEAMEH
3.1 Web EHRH

XA HE-ALL B, 5 ZS Pzt iT —Sid & . nJ LUl PC %8 HF-AL11 1 AP #2111,
I+ web & P T i fic & .
BRINT LR, HF-A11 [f] AP #2101 SSID N HF-A11x_AP, P it AIH 144, iR .

#£-5 HF-A11l MBI E R

BH BUARE |
IP Mk 10.10.100.254
TR 255.255.255.0
4 admin
A admin
3.1.1 fTHAEEMI

H5EH PC 4R iER: HF-A11, SSID A HF-A11x AP. 531, {77 IE, fEHibbA2%
A http://10.10.100.254, [Al%4=, 730 H RIXHEHE FIENF P 2 MRS, SRE “Hiil” .
Connect to 10.10.10.254

o

R

The server 10.10,10.254 at GoAhead requires a username
and password,

Warning: This server is requesting that your username and
password be sent in an insecure manner {basic authentication
without a secure connection).

K-25 JTIFE B TUER o5

R U2 B HP-ALL (ST, HE-ALL 788 DU SR CRIESs, UL LAl
DIATUE, A0 “REBRRIEHE RAEASRE" . EALREIRE . “BE
PR K “HIER” .

3.1.2 LR

Web 5 — JUn] DL BiEFAH TARE AP #aa STA .

E DO A 7 R R 7] 28/59


http://10.10.10.254/

HE-ALL A B2 50 HF?)

JHFJ“ (%) (Et]

High-Flying
B B BHRTEELEE
B ZaE)SigE
» BEERTEER , BFEWIFIETEER , BB EHER
- @ np @
B BOEETRE WIFI TE3E A GBS0 (AP): BIMEERBRBWIFIFISS » 4. £iE4. T8RS ERWIFRE
BEN BXREFENTEENSRETNE
B SheE O station 83%:

WIFI fEAE2 IR0 TA): BIAREIN AWIF B8 B8R AIRBAOWIFIPIER . SERTEREREASTAR
Xl IHETHAESRSENTRE. EXRERENTESRRE TE

BEERIEN [ ERERER v
HERRETRERAE
AL

peter_dong@hi-flying.com QQ:2452483191
Sl : 13681967916

K-26 Tkt E

3.1.3 EREBEASKE

HF-ALL 35 AP 211, S ANEE L1 AT DL 4007 (0 (o B 7 45 B8, T LAy LA SO T, %
B R . LG SSID B, LMK E R TL A E, bUL AP AR RN
e

HED

B EH T ELEEASRE

B EEB)SIEE

P— TN SEORRE , 055 : SSID, TS,

| Gamasmen

R P— [11blgih mixed mode 1]

B HihEn R &% ( SSID) [HF-a11x_AP | mm O 4% O
FEMACHH 86:88:50:60:08:60
FR TR | BEER v

e
mEEL | Disable v

[ BE ] R J

RERSEEE

IP i [10.10.100.254 ]
FRESD [255.255.255.0 |
DHCP 28 e v

DHCP X & & 10.10.100.254

K-27 RN EEE

E DO A 7 R R 7]
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3.1.4 ERAWRE

Tk ZumfE T, Bl STA#:IH. HF-A11 af LB STA DA H e LM, wE W FE:
ZHWEERE AR, FH—AE STARELRE, SBHEEEED AP [ SSID, #4&#EE.
TNH—ANFRAMGEIEEB AR E, G5 DHCP K E .

HF)

High-Flying
[ 3:Ewiinzd EEEGHE
@ FLEASEE
" FRLWAE , B | EXEHOAPSN (SSID, M) RIFAE ( DHCP, BAIER) 5.
FaRiie s
» BORETEE g - .
» BREEAMFS LH(SSID) HF-A11x_AP |
B e MAC Hilk €Al ) 77
WA [OPEN
mERE None ¥
BRIPH G s (BEER) v

DHCPR % Bl (A13%) |

K-28 &L imiElkE

3.15 FORKERE
REFVRL P 5 BLREA wifi % uart SIS0 BEL, 4. R OIS HO BB R

HF?)

High-Fiying

B Btk $ 0 &P E
B FitiE )\ SiFE
& oS
B FERIREE
EOSBEE
» BORETEE S e
® BRE 57600 v
B {8hEl BER a9
Bhi None v
Bikt 1>
CTSRTS Disable v
HOEDRRES
Ea=l=EoA Disable v
RASERE
FRHEL Server |
BR TCP v
wmO 8899 ]
ES3mit [10.10.10.100 |
BXTCPERR(1-32) 2 |
TCP#ER & & (HF 600 ) 300 |

K-29 R i E

<P Bg>:
W2 AT DL E 3 FisiX: TCP Server, TCP Client, UDP.,

E DO A 7 R R 7] 30/59
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KN UDP 2 BiER:), FrLA LTS Server 5% Client. 4% & % TCP Server Itf, ANFHEEHA IP
Mk, SFHERE, TFEA P HOEAEN T EERE T 1P Mk, o D AAE NP 1S,
T8 TR S T S A — K

3.1.6 MHEHETH
MR AR 2 2 TO U, WO ) B R T RS

M

High-Flying

B TABNSERE
Ver: 3.29.0-1

FIN—.
© TR E BEMPETH, REHEEREIRE.
SOFHE ]‘gé X

» SEERE

B {Ethes S admin
as e
EEaER

HEER ER

e
&S &EERHE RELTIRE
e
RPHYE - EEIM | HoxiEe

-30 HEERE BT

<P B>

CHARREY i HHSOEARK TR ESEE, Al e RIFERENSE, XL
BTN AarE BB IR “ER 7 JEA AN A “ER7 R, BRaSEAER, JFH
JRHr A B A T B

3.2 HF-A1l fEHANE

3.2.1 HRTAE
NTEFAE, FAVEH 2 A8 AR E NIRRT A
—ARE AT A, ComTools, @ComTools.exe

5 —/~Ha ) 1 L E, TCPUDPDbg-. S£TCPUDPDbg.exe

3.2.2 MRiEE:
U T DL 2 R, P AT DA R S B S T R
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> fiH STA®:HO, HF-A1l 5—& PC 7 ili&E#3— a4k AP &, 7—& PC H & HiER: HF-
All, A

PC1

HF-A11x

K-31 STA 22 &R

> fEH AP 1, —& PCiER: HF-A11 /) AP #: 1, H—6& PC FH %R HF-ALL, R

PC1 . ..
" UART B ool pC2 .
—— =
= o §
HF-A11x

K-32 AP % FHER I

3.2.3 R
w FEFx, 7 PCL H4TH CommTools #2/%, & COM IIFFTIF 5 %,

<% ComTools

Forth: @ e o 5 5 5 5 5 5
COMmd ITE RIS SE O CONZ. DTE,_ ETS CIS DSE Cl

SR [Porta]

TERR 1]

FERT IR (1]

ELURELCL

1% [Porth
i [FortE]

CON4 57BO00, ., 8, 1 CONZ 9800, n, 8, 1
i-33 CommTools ik T B

£ PC2 H1{TJF TCPUDPDbg f2£F7, 4 Hil i i S RS Fr 50 B Ui S BB — i, Wk HF-
ALl Bk Server #Ra,  WINGZ B ERE, 15 B AR 55 S g R .
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saghinying

B3 Tcpaupp i, 1. H
®iEQ) TEW BWAW FEH Language

@ The page cannot be displayed

) i @ ERRIREE | B saias B O ik 2 SeadmlH 2 us & @ B

B 2 x
B P
B BEs
© GRS
&
&
(%)
>
E -
S SR
=
% BRAEEED
@ et

K-34 TCPUDPDbg T. B f g % 42
SR 5 I AR B FH AR 7 v B DU 1S 40% £ TCP/UDP,  #h il I1, 1P Hbtik.

tlEERE X

HEFL |TcP ~|
@D. 100, 254 SN ED
EHERO: o BEHEEO O EBE |4nn1

[~ B=hix: [&f& IU— 5

I© B=hiEsE tEBEshRE:  [EIE I ms

filg i |

K-35 TCPUDPDbg T E.&¥iX &
SRIG T A A R .
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HE-ALL H A R {8 3 HF)

B2 rcpauppil it T2 H - [10.10.100.254:8899] \_Z.||.EJE|
R FHENW WOMY  FEBNHY  Lsnguage x
Lo S aRESE | 0 ¥ O ZEk s Semsy KR R Q@ B

e x| 73 10.10.100.254:8899 4 b e

= FEFRET, v
® 10.10.100.254:A599 IF EEE | iR ms
e 10.10.100. 254 " " o
[ EAHET RN [ REEAENIR e | wm | sassenl
BamnO  [s909
[ iEEFHEmE
e
2H [1cr -
| B=hiEiE
iR e
-

il T e HiERs | wE | fF | wm | s

C i‘ RER R | =]

i
Ei O
w0

HE

EIGEE(E/D): 0 ER(E/S): 0

K-36 TCPUDPDbg i T A

A8 HF-ALL A BRI SCRRE B AL fa =X,  Fr ABRLAE St v] L@ CommTools T2 & HdkE 4
TCPUDPDbg T. H, #{M TCPUDPDbg k% CommTools. A [KIEHE# 2 H B AS) (1L 5 2 5

—IL IR K.

3.3 M%)
3.3.1 L&EENA

RAP&as HF-A11x
AP SSID: HF-A11x_AP

-37 Jog iz n ] s

W BB, HF-ALLAHRAEN AP, B OESH P34, MEEFHEE R & T DA R3] HF-ALL %
B b 3850 Lk RN % s il P 15 4
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3.3.2 mEEENH

K-38 e iR N B

FE HF-AL11 BB N STA, &R R Internet W _E. A E % TCP Client, 5
Internet P I 1 AR 55 25 AH 1% .

XA ZE S T AT P e R AR B BBt SR B R S5 o L ALBRAZAE, IS5 &5t mT LR fiv 2% H
JBE AT AR o

3.3.3 EHEONH
—AN HF-ALL BERZRGB W R 1, 0 F R

o UART _ ..':;..

aral

AP SSID HF-AT1X_AP
LAMN IP: 1010100254

HF-A11x

Met Prot: TCP Sener

NUART | EF85

Qiq'

E-

HF-A11x

STA SSID: HF-A11x_AP
WAN IP: DHCP

Met Prot: TCP Client

Frotocol Port: 5899 Protocol Port: 5509

LAM P add:  10.10.99.254

-39 & W] & 1N B

W, il HF-A1L B E N AP #38, SSID & IP #hhkERIA, PPk B R TCP/Server 5
Ao iem BRI 8899; £ HF-ALL iR B STA I, SSID & NN AP [
SSID (HF-A11x_AP) , ERiAJN DHCP, M iix E ik TCP/Client BixX, il 8899, X
Uity 1P k15 pl A2 A B b ik, B 10.10.100.254,

A TOREE R B G 453k AP (SSID: HF-A11x_AP), #RJ5 H3hie TCP client i 3% 5 A2 iR EL ()
TCP Server. FifiE#ZHZNEM, R/EMIAH UART BtAT LLE AL EdE .
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vE: LAN ) 1P #ihEZ SO 5 WAN EATE R — N B hE, ani&ech: 10.10.99.254.,
(WAN 11 DHCP M e i3k 1S bk 2 10.10.100.xxx)

3.3.4 EREIBEBXRE RN
DL PC 1 R HOR R4 52, AN EUISRAE £ F I HE-ALL KR AU ThAs . I F B

AP SSID: HF-AT1x_AP
LAM IP: 10.10.100.254
Met Prot: TCP Client, 10.10.100.100:3899

EREE
IP-10.10.100.100 1 @dq
Met Prot: TCP Server. 88599 HE-A11x '
BR&E : e ] T UART HPRE
Wq UART ESREF:: ) Wq
' HF-A11x HE-A11x '
STA SS8ID: HE-AT1x_AP STA SSID: HF-A11x_AP
LAN IP: 10.10.99.254 LAN IP- 10.10 98 254
WAN IP- 10.10.100 101 WAN IP- 10.10.100.102
Net Prot: TCP Client, 10.10.100.100:8833 Net Prot: TCP Client. 10.10.100.100:8899

Kl-40 ToE R E RN HER
K F A HF-AL1L Bidudint i UART &8 P& 1BV EdE R ER, Hh—"MEN AP, HER
N STA, —& PCHENEIERERSS 2. 1N STA I HF-ALL #H A0 PC #B38 i To 2k W 48 42 4 3]
fEN AP ] HF-AL11 #5id |, Hpli— AT M 2%

PC 2z TCP Server, AT HF-AL11 #HEf5 5 TCP Client 43 %5 PC A% . X FEEFAN SR K
ERICERI I BEE A ] UtEsmE] PC Lt T g — b8, fR17.
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4 AT 84U
4.1 BHIZTEA

HF-ALL BB B 2 Fp TAERER, BRAET (BE3h) BEEaidt @4, A mrbld
o s A AR R B AT R

B H5E UART DISSE LI F:  (PC ORI A B oA L B D
gosm

BHEE [57600 =]
BEf [s=]
B8y MNone =
t&1H6E [T=]
CTSRTS Disable =

K-41 HF-AL11 5% UART 24

E TN, H A LB ATHEASFIH UART DA T R B . HIfen e 4B s
web TUTH )i & .

4.1.1 NEAREK DB E] ar
MIEAAEA D)2 iy A7 2 DM IR:
> fEUART BRI “+++7 , BUREILE] “+++7 J5 IR [E— DA “a” ;
> 1£ UART L BSINBIAD “a” , BORIEEALE, &I\ “+ok” ik, ZEAAARIE,

eourel
I @EED BEQ EH0 RO BFE IAQ #H
HARUR BRABEI FRT @ &,

sk 2647, 903 VTi00 HF

-42 IB R D e Bl &

<UiH>:

FERIN “+++” RIS “a” B, OB, 1 EEFTR.

BN “H++” F “@” FFEAE— @B AN TR, CAED IR TAER R N ar SRR . BRE
KU :

Eﬁﬁ)\ “47 iﬁ‘l})\ “4” &ﬁ‘ﬁ}\ “ypr %]\ “3”
| < 300ms | < 300ms | | <3s |

B2 “a”
{EAT AU F, TTBLEIS UART I F AT+HR AR B (T B AW, DAL HAFR(E, tiab)
T ATHEA FELB LR, AT+HEL BRI T35,
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4.2 AT+E4HR

AT+ A ] DUE 2 2 om <5 & LU BURE et AT, Brl BB gRfEsmA . Wik EPs,
i SecureCRT LH, AT+H & —5#UfE<4, HIHITA KRS LM .

5| Serial-CON3 — SecureCRT
IR WIBE BEEN O ERTEO  fFHEO MEe TR #HEho
HARDADRA BRAISEIFHT @ FH .

| Serial-CoM3

a+ok A

AT+H

+ok=
AT+: MoOME command, reply "+ok".
AT+E: Echo oM/0ff, to turn on/off command 1ine echo function
AT+ENTM: Goto Through Mode.
AT+METP: Set/Get the Met Protocol Parameters.
AT+UART: SeT/GeT The UART Parameters.
ATHWMODE: Set/Get the WIFI oOperation Mode (AP or STA)
ATHWSKEY: Set/Get the sSecurity Parameters of wWIFI STA Mode.
ATHWSSSID: Set/Get the ap's SSID of WIFI STA Mode.
ATHWEBU: Set/Get the Login Parameters of wEB page
AT+wAP: Set/Get the Parameters of WIFI AP Mode
ATHWAKEY : Set/Get the Security Parameters of WIFI AP Mode
ATHWSCAN: Get The AP site sSurvey (only for STa Moda)
AT+Z: Reset the module
AT+HMID: ?et The Module 1D, eg. All-yymmddxxxx (yyiyear, mm:month, dd:day,xxxx:serial num)
AT+H: Help

g Serial: COM3Z 22, 1 2647, 98%] VTi00 =

K-43 AT+HE S 7~ E K

4.2.1 fpHER

ATHEBA R ZET ASCI WS ar 24T, Fa2 Mk T
> A& U
<> RIS KI5
[1: FoRATIERIFER 7
> iR
AT+<CMD>[op][para-1,para-2,para-3,para-4...]<CR>
> AT+ AT AT
¢ CMD: {84 FfFH
< [opl: FRAERIERT, fRERSHINENEM
o “=V. TIRBHKE
& L7 FTrEM
< [para-n]: BRI, WOERNATEZE
< <CR>: AT, %, ASCIIfi% 0x0a B¢ 0x0d
<YiHA>:
BT, Z5RFF 2 B3Ik 0x0a0d. f A Ahf, “AT+<CMD>" F/FHZNERHMKE, S35
R FEANAE

> AN
+<RSP>[op] [para-1,para-2,para-3,para-4...]<CR><LF><CR><LF>
S WRIH R AT
< RSP: WINFRH, WO
® ok: %%EEIJJ
® ERR: ERAN
< Jop]: =
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HF*)

< [para-n]:

BRI IR [ 2 B0k A I R 1R

{ <CR>: ASCII i 0x0d
<% <LF>: ASCII 5 0x0a

RS

4.2.2 154548

-6 HIRLFIR
RIS Tt B
-1 TR A </ A%
-2 TR A4
-3 T IR
-4 TR S
-5 BEAEA RV
-7 AT+HBLSFIR
#e L
() T4
E IR A B 2 D RE
ENTM | 3t NiB 1450
NETP WE I S5
UART WEIEHH DS
UARTF | JFJa/2 1 B 3l ki 2 g
UARTFT | & & /&) E 2 o fis & i)
UARTFL | ¥ & /2 E 3h oifih & K E
TMODE | WE /A IEA A CRAB B R D
WMODE | ¥ & /%) WIFI #:ERE R (AP Bi# STA)
WSKEY | % &/%5#) WIFI STA = R 2245
WSSSID | ¥ E/# i WIFI STA #3T f AP SSID
WSLK | &2k STA BRI link IRZS
WEBU | #&#/#1) WEB WH M ERESH (HP 4. %69
WAP WH /AW WIFI AP #3133k
WAKEY | & & /2 i WIFI AP BT s 2%
HIDESSID | ¥ B /7 i & 75 B et b AP (1) SSID
MSLP W E R AR DFER K, OCH WIFI
WSCAN | STA R T 2% AP
TCPLK | #5f) TCP a2 & O kit
TCPDIS | 582/l JF TCP (A #E TCP Client B %0
WANN | & B/A i WAN B, HIE STARA AR
LANN B/ LAN B E, H7E AP B AR
DHCPDEN | f§if&/25 ] LAN [f#) DHCP Server Thfg
DHCPGW | % &/# i) DHCP ¢t
TCPTO | ¥ /# i) TCP AR A ]
MAXSK | % B /E i) ik TCP &8k

E DO A 7 R R 7]

39/59



HF-AL11 ik A A5 2H 458 FH 15t B HF\\

TCPB ffiRE/ZEH TCPB T
TCPPTB | ¥ E/#if] TCPB [F)im 15
TCPADDB | # & /%5 TCPB [ R 4% 2 il
TCPTOB | & &/#rif) TCPB [{#RH I [a]
TCPLKB | #rif] TCPB 442 75 O it
EPHY | JF/5 ETH B0
STTC fHiRE/ZA FH STA it I Thig
DOMAIN | B /25 1) S Fili AR ) T2 1135k 44
FRLDEN | f#ifig/2%H nReload 3| {1 Thfig
RELD R wE
z R
MID B 1D
WRMID | #E#iH ID
VER U KA RA
H HhTe 4
FVEW | {fifE/25F WANN [1Ihfg
FVER WE I TAER
WMAC | & B/ i MAC Hihik
PING PING @4

<PiEE>:
HF-A11 B8 n] DL CAEE AP B STA BT, 2 BR84S 3 E WIFI IS4,
4221 AT+E
Dige: FTIF< A R B2 RE
W
AT+E<CR>
+0k<CR><LF><CR><LF>

PR NIEAAR D e 2 dr A, BOARLRIIREFTIT, S IK%IA AT+E J& < M B2 T Be,
=RVC I ANEE AR CIET 7))

4.2.2.2 AT+ENTM
ThRg: FENEER
i

AT+ENTM<CR>
+0k<CR><LF><CR><LF>

ZAn & AT IR, BB SR VI BIE AR DR, AT A
“H+ 7 LIS E R A

4.2.2.3 AT+NETP
Dhee. WE/EH MM S E
e
if): AT+NETP<CR>
+ok=<protocol,CS,port,IP><CR><LF><CR><LF>
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BE: AT+NETP=<protocol,CS,port,|IP><CR>

+0k<CR><LF><CR><LF>
4
» protocol: PHCCERL, fFE
< TCP
< UDP

> CS: AR&asumsk s i, G
<{ SERVER: JR%% %%
< CLIENT: %/
> port: PME M, 10 #EHIHE, DTSR 65535
> IP: fHh TCP client 5 UDP I, ARSS2sMMbE (Al LU RSS20 1P ik, o] DU AR SS
WA
PG, REMNSEAEK.

4.2.2.4 AT+UART
TiRe: WEARE OS5
2
Hif): AT+UART<CR>
+ok=<baudrate,data_bits,stop_bit,parity,flowctrl><CR><LF><CR><LF>
BE: AT+UART=<baudrate,data_bits,stop_bit,parity><CR>
+0k<CR><LF><CR><LF>
BH
> baudrate: BEHRFE, HIL
< 1200, 1800, 2400, 4800, 9600, 19200, 38400, 57600, 115200, 230400,
345600, 460800
> data_bits: HfEfL, WILA
< 5,6, 7,8
> stop_bits: {F1E47, ATLL
< 1, 2
> parity: faefz, AL
< NONE: L7
< EVEN: {5
< ODD: #Hii:
< MARK: IEfH%:
< SPACE: 5
> flowctrl: ffFif#E (CTSRTS)
¢ NFC: TRz
& FC: AHEMnE
AR, RENSEAERR.

4.2.2.5 AT+UARTF
ThRg: JTJa15< 0 E sl b Tl Ag
W
#if]: AT+ UARTF<CR>
+ok=<para><CR><LF><CR><LF>
BWH: AT+ UARTF=<para ><CR>
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+0k<CR><LF><CR><LF>
4
> para: °]LUEUE disable 5% enable, x5BT JE H 3h L mizhfE

4.2.2.6 ATHUARTFT
Dife: WE/W E 3Rl A B TE
S
. AT+ UARTFT<CR>
+ok=<time><CR><LF><CR><LF>
%HE: AT+ UARTFT=<time><CR>
+0k<CR><LF><CR><LF>
4
> time: B3Rl AR, BAA ms. BUEER: 100~10000.

4.2.2.7 AT+UARTFL
Difg: WE/W E sh Rl R KR
AW
;. AT+ UARTFL<CR>
+ok=<len><CR><LF><CR><LF>
WH: AT+ UARTFL=<len><CR>
+0k<CR><LF><CR><LF>
ZH:
> len: BB KEE, 4708 byte. BUETEH: 16~4096.

4.2.2.8 AT+TMODE
Dife: WEERERAREA GEEREEERD
&Hi): AT+TMODE<CR>
+ok=<tmode><CR><LF><CR><LF>
&H: AT+ TMODE=<tmode><CR>
+0k<CR><LF><CR><LF>
> tmode: FHE LN, 5
< Through: EWIEHR
HAHRHE, "RERNSHEN.

4.2.29 AT+WMODE
ThRE: WE/EW WIFI EER S (AP B35 STA)
s
. AT+WMODE<CR>
+ok=<mode><CR><LF><CR><LF>
wWHE: AT+ WMODE=<mode><CR>
+0k<CR><LF><CR><LF>
SR
> mode: WIFI #/Ef=, @
< AP: LRI R
< STA: Tkt
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Ha RS, WENSEER

4.2.2.10 AT+WSKEY
hRE: B/ WIFI STA #R s 2%
W
if): AT+WSKEY<CR>
+ok=<auth,encry key><CR><LF><CR><LF>
WH: AT+ WSKEY=< auth,encry,key><CR>

+0k<CR><LF><CR><LF>
ZH
> auth: AR, AL
< OPEN
< SHARED
< WPAPSK

> encry: I, W

NONE: auth=OPEN I} %%

WEP-H: auth=OPEN 5{ SHARED I 5% (WEP, HEX)

WEP-A: auth=OPEN & SHARED 4% (WEP, ASCID

TKIP: auth= WPAPSK I £ %k

AES: auth= WPAPSK I %L

> key: Y, 4 encry=WEP-H K, i3k 16 ##1%, 101788 26 f; 24 encry=WEP-A K,
A9 ASCIN Y, 5478k 13 fir; 08 ASCIN i, /NT- 6447, KT 81i.
B RE STABK NAM, EREB)E, WENSHAER. B AP BT Hn] DLk EiX L

T S

4.2.2.11 AT+WSSSID
Ihig: WHE/A WIFI STA B T AP SSID
(5w
rif]: AT+WSSSID<CR>
+ok=<ap’s ssid><CR><LF><CR><LF>
WHE: AT+ WSSSID=<ap’s ssid ><CR>
+0k<CR><LF><CR><LF>
ZH:
> ap’sssid: AP ff] SSID
ZSHOATE STABR THM, FREBHE, WERSHAN. (A7E AP B T T L B Xk
BH.

4.2.2.12 AT+WSLK

iRE: B LL STARR TR link RS (REEHT STAREZD
e
7). AT+ WSLK<CR>
+ok=<ret><CR><LF><CR><LF>
SR
> ret:
<> WEREERE: R[] “Disconnected”
> WIERAEERE: R[] “AP [# SSID (AP [f) MAC) 7
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> MR ELKAIE: RFl “RF Off”
ZSHAALE STA A AR

4.2.2.13 AT+WEBU
g WE/EH WEB RN ERZH (AP 4. i)
W
#ifl: AT+WEBU<CR>
+ok=<usr,password><CR><LF><CR><LF>
WHE: AT+ WEBU=< usr,password ><CR>
+0k<CR><LF><CR><LF>
ZH:
» usr: WEB T Vi Ia] i [ FH - 44
> password: WEB T [ 1/ [7] B} (1) %65

4.2.2.14 AT+WAP

iRE: B/ WIFI AP BT 2%
s
. AT+WAP<CR>
+ok=<wifi_mode,ssid,channel><CR><LF><CR><LF>
BE: AT+ WAP=<wifi_mode,ssid,channel><CR>
+0k<CR><LF><CR><LF>
ZH:
> wifi_mode: WIFI iz, 45
< 11BG
< 11B
< 11G
< 11BGN
< 11N
> ssid: AP #zURS ) SSID
> channel: WIFI channel #%&£#¢, AUTO & CH1~CH11
BSHUAE AP BRI AR, HEEE, WENSHAERN. (BE STA B thn] DLk B X

4.2.2.15 AT+WAKEY
Difg: BLE/AH WIFI AP BT % 2450
#iif]: AT+WAKEY<CR>
+ok=<auth,encry key><CR><LF><CR><LF>
WHE: AT+WAKEY=< auth,encry,key><CR>

+0k<CR><LF><CR><LF>
S
> auth: I, 45
< OPEN
< SHARED
< WPAPSK

> encry: JNEELE, G
< NONE: auth=OPEN I %k
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<>
¢
<>
¢

> key: %_:6%7

WEP-H: auth=OPEN &} SHARED I’ %% (WEP, HEX)

WEP-A: auth=OPEN = SHARED 4% (WEP, ASCID

TKIP: auth= WPAPSK £ %L

AES: auth= WPAPSK I £ %k

TKIPAES: auth= WPAPSK I 4%

2 encry=WEP-H Itf, #6574 16 #i%, 10 A8k 26 fir; 24 encry=WEP-A It},

WhSN ASCINEY, 5478k 13 fi7; RN ASCIHEY, /Mt 6441, KT 81,
ZSHAE AP BN ARG HAREYE, WENSHUER. B7E STA BT thn] DU BiXet

4.2.2.16 AT+ HIDESSID
Dhag: W E/EWH SRR AP /) SSID

i

#5if): AT+HIDESSID<CR>
+ok=<sta.><CR><LF><CR><LF>

#&HE: AT+ HIDESSID =< sta.><CR>
+0k<CR><LF><CR><LF>

BH.

> R, sta.: IR[EIELHR AP 1) SSID & & RaE, N

<>
<>

on, FRAKEE SSID
off, F/~FaiE SSID

> WERK, off B A SSID, on ¥ B & SSID

4.2.2.17 AT+MSLP
Difg: BHUENBEIRAL A (i WIFTARTAD

&

#5if): AT+ MSLP <CR>
+ok=<sta.><CR><LF><CR><LF>

WH: AT+ MSLP=<on/off><CR>
+0k<CR><LF><CR><LF>

ZH:

> TN, sta.: IR [EIRBCHOEAHEIR, 40

<>
<>

on, R HER
off, FKxik NHEAR

> WER, off iLEBEE NFEIRARZ, on iEHUR H BERAR X
YU NBEIRIE S, B\ AT+MSLP=on, LR HBEIREIA . B a1,

4.2.2.18 AT+WSCAN
ThEgE: STAMR FHEZE AP

%

AT+ WSCAN<CR>

ZH:

+ok=<ap_site><CR><LF><CR><LF>

> ap_site: HERBIN AP 3l 5
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4.2.2.19 AT+TCPLK
Thfe: it TCP 83 215 O it it

S
AT+ TCPLK<CR>
+ok=<sta><CR><LF><CR><LF>
ZH:

> sta.: R[] TCP 2 & aéE,
< on, ¥ROLEEE
< off, RoREkH R

4.2.2.20 AT+TCPDIS
Ihfg: HEREWIIT TCP (HAE TCP Client i A %0
S
7). AT+ TCPDIS <CR>
+ok=<sta.><CR><LF><CR><LF>
#&HE: AT+ TCPDIS=<on/off><CR>
+0k<CR><LF><CR><LF>
S
> A, sta.: i%[A] TCP Client /2 &5 Nl 8 B2IRAS, W
<> on, TR NAEEEAIRE
<> off, R NARFEEDIRAS
> WERN, off REMRICAANEHERE, T RmdE, By FWFaE A HEHE, on X
BRSO EERES, N EaSE, B S B GREERS S

4.2.2.21 AT+WANN
Thee: WE/AH WAN BE, R7E STARA NA
5w
#if]: AT+WANN<CR>
+ok=<mode,address,mask,gateway><CR><LF><CR><LF>
WHE: AT+ WANN=< mode,address,mask,gateway ><CR>
+0k<CR><LF><CR><LF>
B
> mode: WAN [T IP#=, 40
$  static, #A IP
< DHCP, #h#IP
> address.: WAN [ IP ik
» mask: WAN [ PG
> gateway: WAN M ScHE

4.2.2.22 AT+LANN
Uige: WE/AU LAN KE, Rt AP B NERL
&2
#rif]: AT+LANN<CR>
+ok=<address,mask ><CR><LF><CR><LF>
% H: AT+ LANN=<address,mask ><CR>
+0k<CR><LF><CR><LF>
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ZH:
» address.: LAN [ IP #hht
» mask: LAN 7L

4.2.2.23 AT+ DHCPDEN

Dife. fERE/Z5FH LAN [H¥) DHCP Server Djfg
e
?rif]: AT+DHCPDEN<CR>
+ok=<sta.><CR><LF><CR><LF>
& H: AT+ DHCPDEN=<sta.><CR>
+0k<CR><LF><CR><LF>
ZH:
> i), sta.: iz[\] LAN /) DHCP Server IiRE& A #EE, 40
< on, F/~fHEE DHCP Server Jjgg
< off, &2 DHCP Server IfjiE
>  KER, off iKE 2%k DHCP Server Thfg, on i% & f# & DHCP Server IfE.

4.2.2.24 AT+DHCPGW
TiRe: WE/E 1 DHCP M ocH L
W
). AT+ DHCPGW<CR>
+ok=<address><CR><LF><CR><LF>
% HE: AT+ DHCPGW=<address ><CR>
+0k<CR><LF><CR><LF>
ZH:
» address.: DHCP Wil

4.2.2.25 AT+TCPTO
ThRE: WCE/E TCP i [a]
#if): AT+ TCPTO<CR>
+ok=<time><CR><LF><CR><LF>
% H: AT+ TCPTO=<time ><CR>
+0k<CR><LF><CR><LF>
> time.: TCP I [A], <=600 (600 ), >=0 (0 FxAHER), BRikN 300

4.2.2.26 AT+MAXSK
hRe: WHE/EWEK TCP &R
S
). AT+ MAXSK<CR>
+ok=<num><CR><LF><CR><LF>
&E: AT+ MAXSK =<num ><CR>
+0k<CR><LF><CR><LF>
S
> num: K TCP &R, w3 FF1~32, ERilk 32
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2% BN TCP Server I, il KAl Hr 32 4> TCP ##:, H /B AT EIX 4 2 ERE
Al LA B LS H0E kb

4.2.2.27 AT+TCPB
Uige: ffiRe/25H TCPB Tife
s
#51f): AT+TCPB <CR>
+ok=<sta.><CR><LF><CR><LF>
&HE: AT+ TCPB=<on/off><CR>
+0k<CR><LF><CR><LF>
S
>  TOfR), sta.: 1R[A TCPB IhRE2& A fHRE, W
< on, F/~ TCPB fiigE
< off, /N TCPB Afiifg
HFEHE, RENSEER

4.2.2.28 AT+TCPPTB
iRe: WE/E I TCPB [ L5
W
#rif]: AT+TCPPTB <CR>
+0ok=<port><CR><LF><CR><LF>
BWHE: AT+ TCPPTB=<port><CR>
+0k<CR><LF><CR><LF>
2
> port: WMXE M, 10 BEHIE, N T 65535
HgEOE, RENSHEN.

4.2.2.29 AT+TCPADDB
Ihig: WHE/EH TCPB MRS &
#if]: AT+TCPADDB <CR>
+ok=<add><CR><LF><CR><LF>
%HE: AT+ TCPADDB=<add><CR>
+0k<CR><LF><CR><LF>
> add: TCPB lrg5#stti: (v DU AR 2810 1P Hiubik, tHn] U@ IRSS a8 %) .
HAHRHE, "RERNSHEN.

4.2.2.30 AT+TCPTOB
Uik BB/ TCPB I A
e
#5if): AT+ TCPTOB<CR>
+ok=<time><CR><LF><CR><LF>
#HE: AT+ TCPTOB=<time ><CR>
+0k<CR><LF><CR><LF>
S
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> time.: TCPB I [a], <= 600 (600 #5), >=0 (0 £/ AHK), ZRiLA 300

4.2.2.31 AT+TCPLKB
ThRE: 7 TCPB #2145 O ikt

e
AT+ TCPLKB<CR>
+ok=<sta><CR><LF><CR><LF>
S

> sta.: iR[7 TCPB 2% a8E, W
< on, FRCELEEE
< off, RoRBAEEE

4.2.2.32 AT+EPHY
Thg: JFRERALKR M 3%

i
WHE: AT+ EPHY<CR>
+0k<CR><LF><CR><LF>
2

> IO DIRE, BEHERARS DURM R AERER . AL &5, MERELURIM . thdr & A IRTE,
H F 5 AR S R AMERER . G R BEARAF LRI D RERI I E, TR B <.
PR W% 11 58 P AT DL R D E, P UM T UK T, ookl BRINICE T A
KW RZ IR o

4.2.2.33 AT+STTC
IhfE: fERE/ZET] STA S 133 Thft
i
#if): AT+STTC <CR>
+ok=<sta.><CR><LF><CR><LF>
#HE: AT+STTC=<on/off><CR>
+0k<CR><LF><CR><LF>
> sta.: Rx[ELESARE STA v D AH#Thae, W
< on, fiifE STA if i ThAE
< off, 251l STA ¥ D 43##ihfE

4.2.2.34 AT+ DOMAIN
Dhae: 15 B8 B PR ) 1T ) 4 44
¥
#if): AT+DOMAIN <CR>
+ok=<Domain><CR><LF><CR><LF>
#HE: AT+DOMAIN=< Domain><CR>
+0k<CR><LF><CR><LF>
S
> Domain: &R K 1T 13 42
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4.2.2.35 AT+ FRLDEN

IiRE: fHifE/25H nReload 5| I T g
S
#rif): AT+FRLDEN <CR>
+0ok=< on/off ><CR><LF><CR><LF>
WHE: AT+FRLDEN=<on/off><CR>
+0k<CR><LF><CR><LF>
ZH
> on/off.: R[FEEFRE nReload 51 I TIEE,
<% on, f#ifE nReload 5| KT kE
< off, Z%ik nReload 5| 1K ThfE
1¥: AT+FRLDEN A F-iX &, BMREH) &E X XA E LA

4.2.2.36 AT+RELD
hee: KB M) WE
1%
AT+ RELD<CR>
+ok=rebooting...<CR><LF><CR><LF>
A ARG ) WE, REESIEE.

4.2.2.37 AT+Z
Difie: SRR
g3
AT+ Z<CR>
R )

4.2.2.38 AT+MID
Ihfg: EiMAELRID
&2
#rifj: AT+MID<CR>
+ok=<module_id><CR><LF><CR><LF>
Sy
> module_id: it ID.

4.2.2.39 AT+WRMID
Difg: WEBIID
S
¥ &: AT+WRMID=< module_id ><CR>
+0k=<CR><LF><CR><LF>
Sy
> module_id: 1D, 20 FITLLN

4.2.2.40 AT+VER

Dhee: MR ARRA
S
#1. AT+VER<CR>
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+ok=<ver><CR><LF><CR><LF>
4
> ver: IR R R A

4.2.2.41 AT+H
Dife: #hfa4
2
if): AT+H<CR>
+ok=<commod help><CR><LF><CR><LF>
ZH
> commod help: #4417

4.2.2.42 AT+FVEW
IhRE: fHAE/ZEH LUK WANN H3hRE, WEHT S8R
i
7). AT+FVEW<CR>
+ok=<status><CR><LF><CR><LF>
WH: AT+FVEW=<enable/disable><CR>
+0k<CR><LF><CR><LF>
S
> status.: R[FESAHHE LUK WANN HZhRgd
<% enable: fHRELIAKM WANN HIIZhRE, FIT LUK MZEREER 128 .
< disable 8t%5 H: ZE1EPUK K WANN H3h6E, LUK TAELE LANN CRRZS, 2R
N TAERE
E: fFRELLUKM WANN D ThRe)E, Jogk STA J7 AOEEEE A28 M Thag R &%, AN nl @A 2k LUK
WX EH 2

4.2.2.43 AT+FVER
Dife: WERH TR,
#ifl: AT+FVER<CR>
+ok=<status><CR><LF><CR><LF>
&H: AT+FVER=<n/z><CR>
+0k<CR><LF><CR><LF>
> status.: 4 TAERZUIRAS,
S onEEA: BEEA
< z: MRiEER
e MR B UL, FTH AT+LANN #E 1) 1P SRV5 .

4.2.2.44 AT+WMAC
Dihe: WEEHA MAC Hitik,
&2
#ri): AT+WMAC<CR>
+ok=<status><CR>< LF><CR><LF>
#HE: AT+WMAC=<address><CR>
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+0K<CR><LF><CR><LF>
SR
> address.: 154 AP B0 MAC Hidik,
< ACCF23208888.
TE: STAREI MAC Ml AP B MAC Hihib+1, 40 AP #5X MAC #ihikJy
ACCF23208888, Il STA #i:{ MAC Hili:y ACCF23208889.

4.2.2.45 AT+PING
Ihfg: B4l PING 14>
s
WHE: AT+PING=<ip_address><CR>
+ok=<status><CR><LF><CR><LF>
SR
B ip_address.: H1 IP HillE38 4 .
B status.: PING iy 2455,
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PR A B RS EE

1. WA HF-A11 #5E%E, B TCP hhiBuEHE O, WfikE?
B,

<>
¢
<>

<>

1#ELHLU Y AP, BRI B RIS,

2#EH 9 STA, WAN M bbb 3R0, siifASw E, Wik E 8 10.10.100.100,
2HKEHL TCP P B ~: TCP Client, i1 8899 A%, IP Huhkhy 1#tidh (R
AP) (1] LAN IP #ifik: 10.10.100.254.

U E N STA I, H WIFI 28 WAN 1, WAN #ilibh 255 LAN ik A 7E—4
WIE -, FrbA 288 LAN IP 75 2 ks, Wil: 10.10.99.254.

1# 21
WIFI
mcu FER etk | 2z | HRAx  EE mcu

AP, STA,

LAN 1P:10.10.100.254 LAN [P:10.10.99.254
TCP, Server WAN 1P: 10.10.100.100
8899 TCP, Client

10.10.100.254: 8899

2. HF-A11#EH LAN IP #8, WAN IP &84 BIZEMR JL ik ?

B LAN IP i EE “RLIEARRE” WEHN, WF: EEF7R. WAN IP B “ L%
WOWE” WKW, Wr: NEPR.

REHEE

IP Wb 10.10.100.254
FHER 266265 2660
MAC Hiit 88:8B:50:00:00:34
DHCP 23 B&EeE v
DHCP FX &5 10.10.100.254
LAN IP & &
IS FEEHLE: L (BEhEER) v

DHCPE#-2i
{optional)
WAN IP % &

3. B HF-A11 M3 H3%, FH UDP thiluEEE O, mfTisE?
R,

<>
<>

<>

<>

I#EERASCN AP, P SCA UDP, 1P Hihik ok

2#1H WAN IP: 10.10.100.100. 2##8iCy STA, WAN ik gh#a 3R, BiFk
SWE CGEYHESHEE , ¥ E N 10.10.100.100.

2HIE L TCP MG E W R : UDP, i1 8899 4%, P Hiuhiky 1#tsite (HI AP)
LAN IP Hiik: 10.10.100.254.

2H1E L LAN IP B0 3 7 — AW EE . (10.10.99.254)
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1# 24
WIFI
mcu HEH HF-Al11x T HF-Al11x #H| mcu

AP, STA,

LAN 1P:10.10.100.254 LAN 1P:10.10.99.254
UDP WAN [P: 10.10.100.100
10.10.100.100:8899 UDP

10.10.100.254:8899

4. HF-A11 £ TCP/UDP P AESR )L ?
B TCP/UDP kB “MNHEFIXE” W, Wk,
< BEHERIA N TCP Server, i 154 8899,
< MiEENTCP Client i}, 1P Hihb W E CHEERER Server (1) 1P Hitk) .
< W E UDP I, mtiE Server Ml Client [k #E, i 15 WAk E, P Ml SZiE AN
Xof iy 15 4% 1) 1P Mk

FgHEsE Server ¥
B3 TCR v
M 8399

IP it 10.10.10.100
TCPEM &E (T éoo #) 300

5. WA HF-A11 #EEGR BN STA, @T AP B, M0, MkE?

B EFTR, B HF-ALL B nT DS AP, FTPLX HL AP DL HF-ALL B A4 .
> AN AP, BRI E I
<> 2#fEHUN STA, WAN IP 4 10.10.100.100, TCP Server
< 3#fEECH STA, WAN IP 24 10.10.100.101, TCP Client, #ridHihlFy 28851 WAN
IP: 10.10.100.100. 2#F1 3L s HAHE, A 8899,
< 2#fEEL LAN IP 54 10.10.99.254, 3#fibk LAN IP A 10.10.98.254, L4 5|y
1#

AP,
HF-A11x LAN 1P:10.10.100.254
TCP, Server

3899
/MIFI WIFI
2 3

Mcu HEH HF-A11x HF-Al11x L

STA, STA,

LAN 1P:10.10.99.254 LAN IP:10.10.98.254
WAN IP: 10.10.100.100 WAN IP: 10.10.100.101
TCP, Server TCP, Client

8899 10.10.100.100: 8899
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6. fEF HF-A11 BEEhet, ifars4 1P HihkppoR?
B HF-AL11 BERFIZS AL 1P Hubk el rT LLE X A.100~.200 2 [4],
<> Wi ER A Hb B O 10.10.10.254 . BiELf A AP BF, 45 STA 43 H bk 2 M
10.10.100.100 FF4f, #AK#F| 10.10.100.200.
SOFT DL RN R OB RS o fd M b iE ., ARl BEOR MM A
10.10.100.1~10.10.100.99, VL3 7 BCAN RS 70 e I Hukik 7= A= ph 58

7. HF-ALL BBMEASIEREFR, 2515 PC (Server) HiE, WfTRE?
B U NEFTR, 3B PC L 3 4k TCP iE$::
3SR OB, 1#E i AP, PC 55 2 MEHEE 14155 WIFI A%,
PC [t IP i3k 4 10.10.100.100, fif TCP Server, ¥l 8899,
1#F % B : TCP Client, 10.10.100.100:8899
2#F L WAN IP 24 10.10.100.101, P E: TCP Client, 10.10.100.100:8899
3#EEL WAN IP 4 10.10.100.102, X E: TCP Client, 10.10.100.100:8899
2#1E L LAN IP 250/ 10.10.99.254, 3##kid: LAN IP I~ 10.10.98.254, DL 5| #

A

Ko

T s

AP,
LAN IP:10.10.100.254

PC WIFI TCP, Client
1# 10.10.100.100:8899
1P: 10.10.100.100 s
TCP, Server HF-A11x

8899
WIFI WA\
2# 3

STA, STA,

LAN 1P:10.10.99.254 LAN IP:10.10.98.254
WAN IP: 10.10.100.101 WAN 1P: 10.10.100.102
TCP, Client TCP, Client
10.10.100.100:8899 10.10.100.100: 8899
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IR
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e
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TRETET]
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T W
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POWER
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fi3% C: MR ASH it

H P 1 HF-A11 V4.1
1
Uuiﬂ‘;xx I [>—» UART RXD
- . <Je— UART_TXD
1
cPIo nReload i >— nHeload
nReady
I nLink ] nReady
________________________________ nLink
I - 1 I
! PUELEN_ .
I
| UART TS - <[/ --—————-——- +-Lo——-} vamr cTs
| PURLEN, i !
| UART RTS-— by +-p----| uarT RTS

PWBE_EN
GPIo nRST J F

nRST
GPIO

1
T
| 1
100K % .
3.3V IAS 1
3.3V I 4 ¥ 3.3V
1
1
']
1

GMND 1DDuF-|- TuF Jr-

S: AP2280-1WG-7 E{AP2280-2WG-7 (DIODES) -$0.13/pcs

PWR_EN #itifix” 0”7 B, HF-A11 H#E XSGR

Wik nRST 7& PWN_EN #iiHiK” 07 B o] DAEC A (Input), U FLBR B 2¢(D) vl AA A5
FH ¥ 4% 1) nReady, nLink % 75 2 B A\ (Input) ;

UART_CTS/UART_RST R 72, B ki 4 rL g 75 2L
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