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ZHE(1.8V).
1.3.2.1 DA O3 25 s 38 1R 52 A
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R RS s T
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VCC_PHY 4R MR _EA PHY &1 5E, #% N 2.5V e,

WCC_PHY
[s]
™ - o~ —- o™ - o~ -
Q; %Q.Q 499; a 449, %Q.Q 499; éQ.Q
Output 180" o 14 FﬁF*ﬁPHY
T 1Lz
IICEDY
HF-A11l-SMT L e
. g2 PHY
I 0.1y
Rt 1 “ 2

K-10 UK I AN A2 e 23 5 KIS % it

1.3.3 UART #&0H

UART N7 8RR, W PLE RS-232 {0 #8 RS-232 HL V- S5AMB &R . Ak
Bt UART # 1f135 TXD/RXD/RTS/CTS 4 Mz 54k, LA RS-232 M~V A52 2% HL K U
T

33vD

—tc®
= # 100NF
- |
F-A11 1 2 ca3
= v —A—1 Toone .
= L/
cas 1
6 100NF -
v- it ” SERIAL DEBUG PORT St
UART, [ 14 ==
! 130 . 71——C
UART_TX. o 7 T O
s 5 51O
UART, }7 13 —+0 )
& o — |
UART, P ”] ) = f‘
DM3202ARN ‘ ‘

K-11 UART #H0Z=%%1t
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<yt HE>:
KUONREER S TXD 51 IEIRAE A B AR E 5, AT AR N ER N, 7R B AR
WHZAE S S B R, AR SRR R TAEARIER

1.3.4 HyEED

HF-A11-SMT il g B & 3.3V b, I{H B 21y 350mA, E% TAEH A
200mA, RERELR, (WIFI S5H) T35 100mA.

FLYRVE S I P AR e R B, #E#EH 100uF Jin 10uF AN JRERI SRR, W
PLRR M RS R Ra 5 AN T L PR RE

1.4 HwHESHEET
HF-A11-SMT B zhint, _FRpLpifemE s,
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i b H
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15T
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SEARFI A BUR T SR
TELR M 2% 15 i

IR
(€ el

K-12 BRI RE

HF-A11-SMT B sl f5, MWRHER EIEE P TERR, FAE—MITA/ER AR BAY)
3 HL E AT R E

1.4.1 FEBHAEEER
HF-A11-SMT #be sz F5 85 L1A WIS, 7T LASTHL e D1 RIAEEDF, AT AR RE F
(GF PR I 2 1 o AR R, T 75 B0 SR 0 7 5 115 W 2 12 [l
B AR, AT T RN

EEYMERAET, ARSI B AT 6. P B 2 A A R sl
HUAT ASEBIL SCHF JE 2 Kt A i o
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B WL SOV BARE R Bt 4, A S IR A RECRIEAR A i F iR R . ]
LR EJE TCP IR, BITIF & D REFRZ (CTSIRTS) Lhfg, IXAEn] LIRS
HEERIHAR WERM P AT S OB FREIIRE, W5 2N pin il (CTS/RTS)

1.4.2 BB

EREBGUT, I/ TTLEIT AT fr4 e E T . /£ TARBI GEME
) T WLLE i A VHEIRELB, ASUIBRIE R AT 184, 5% “AT 74t
VR T
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1.4.3 TCP Server % TCP % i&i%4:

2 HF-A11-SMT #E5 B i TCP Server i, SZRFZ A TCP BERSIZER:, KA X HF 32
A~ TCP Client #2 N TCieHith TAE/EE LT, #n] A2 TCP BEMiEHz .

% TCP BEHGERT A LA
f£% TCP #EHOERTT T, M TCP IR EIE S E M K28 O Eo IR I Ead ok
AR PR, R TCP SR — . BMRIENT &

W B 8\ | wE1

_l I : < CC X
BHHRE > <{es[cc]bB HF-A11-SMT | B> e . -‘ W&2#

~| &3

K-13 £ TCP #i Bt ER

1.4.4 TCPB Thgk

HF-A11-SMT 3 r] L2 #F 2 x TCP Thig. BIw] DA 24 2 MR ER . 5 A%
BERFR S TCPB. #nf TCPB K AEfiily TCP Client, L% E Rfgi@nd AT 4, A%
FEM T E . SR

> AT+TCPB=on, fiifit TCPB jft

> AT+TCPPTB=<port>, & TCPB ¥ 15

> AT+TCPADDB=<IP 8k %>, #E TCPB k%5 #5 ik

» AT+TCPTOB=<time>, i% & TCPB [{H#EI A .

> AT+TCPLKB, #ifj TCPB &%z,
A4 Ui UL AT $8 25557 .
ffige TCPB Thfe)s, 2 MM TAE S EE “2 TCP #h:” Kil. BRI
AR [0 285 2% 1L o SR P i R 3 e 2 o I vh, T AR D SR IEEE S B d k2 4y, A
W24 L o Rk —FE )8R -

1.4.5 GPIO IhEe

HF-A11-SMT #8t, VAx AR 2 F GPIO #X. GPIO-1 ¥\~ UART [#) 4 /5|

E XN GPIO, HEf5 514 nReady, nLink, nReload & X A%, GPIO-2 # T

UART 5| Jill 2 HAth /M55 5] EIES T 58 GPIO. LA GPIO s A SCRER 1.

FEER TAEZE GPIO #aR, PC E e W4 345 7] LB WIFI 51 E g 37 % 5%
(TCP/UDP) , #AJaiEidfr &4 GPIO 8% GPIO RAS. Al

> GPIONnIN: &%# GPIOn ¥, i&[Al GPIO OK & GPIO NOK

> GPIONnOUT0: &#E GPIOn MK, 1&[FEl GPIO OK &{ GPIO NOK

> GPIONnOUT 1: & GPIOn Mt m -, 1RFl GPIO OK 8 GPIO NOK
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> GPIO n SW: # & GPIOn Jy¥ o Ik m{K H PR, 1R 13l GPIO OK BY
GPIO NOK

» GPIO n PWM m1l m2: & GPIOn i th — AR T, m1 s P (A,
m2 A TR ] (IR ERA ms, f/ 10 ms) , iR Al GPIO OK % GPIO NOK

> GPIO n GET: #ZHX GPIONn k%, iR[H 10, 11, 00, O1 Rl R_HANL, HAE,
G, e

1.4.6 LEKME S
4R kB ) E, nReady 15 5% Al UG 2 FioRES:
> IRE 1 BHUBR SIS RET A S B, B E AR B g T LUE
THZ15 5 HIM HE-A11-SMT R 2 15 56 5Us 2hid f8
> IRE 2 BIHUBBSERET A S ET, B EH OBME S . OBME SN
0.5Hz 11773, HastA L1, A & nl Lass 2l s 5 AW 4 5 HE-AL1-
SMT #ith @& A HIAE, FTEEHENHS. “UHBaGSEE, fH RS
P, PAX o TR Sy A4

<PiBH>:

FEERER N nReady & H A, TLLH AT+HFNRDY=beat 74 I J5 DBk RE, 3 H
RELD & X% % B LA

FERSER I AT AR YR P BRI E e R S T A R SR, U
Bie B BORES 1.

iE£: AT+FNRDY A WE @4, FraH] &E a4 AT+HF L, Had M EEw
B AT+RELD #2 %% &, Jf H AT+RELD iy 2 Ak EiX M EE .
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HF*)

2.1 TLRHAMN

2 DhakfaiR

HF-A11-SMT H e BRI v DLRC B i — N Jo2k STA, tHnf LARCE B AP. T LA HF-

Al11-SMT &4 X2 2 Mgk, —MEAR STA, H—MEOMST—1 AP, HE
STA 7] DL X MEEL ) AP 82 EANTCZ M 4% . Bt DA HE-A11-SMT o] L3147y
RAEMIH M 7 R4 . HF-AL11-SMT [ Dy Rt R & s

GFIO
Processing
100M Eth |Program
UART

WiFi Driver

AP

STA

WiFi
PHY

K-14 HF-A11-SMT IRE4E

<P B >:

AP: BITEZRE NS, DMt . BB s 2 —4 AP,
Hee Fogk & umnl LUEN AP A B ERE .
STA: BEITEZuh s, B — LM 4. WEICA . PDA %,

2.1.1 EF AP LM%

HF-A11-SMT iy STA (FIF AP CLI#:11) #ER3IHE AP I, A — N IEELMN%.
P ) STA B LL AP N LR IR i droty, STA 2 8] fFH LB (S #E I AP 3 K 58 i

WA

EHEDOI A T R BR A 7]

3 i
::::

HF-A11x-SMT

AP

HF-A113x-SMT

K-15 HF-A11-SMT A kX 2% 25 4]
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2.1.2 B THAMKTLL ML

N HF-A11-SMT BErl A B A AP, Wil LA E R STA, Frbliiit HF-A11-SMT 1]
PURBFAR S EH HM I TE M 4. i N - EA(1)5 HF-AL1-SMT £ A—/~ AP 1§,
e B K T AER STA ERX AR F, RN & 0] BUE UART 5 GPIO
PR %% (2)F1(3)5 HF-A11-SMT /Ey STA ZER: IR (1), XFEFTA HF-
A11-SMT fE#f o] U i AT . R B A MBI, v DU @R E HF-AL1-
SMT #ithig—& 8, mH, @il AN, wTPURE S B3 KBNS T LN 2% 1 78 75 Va

2 3

F]-16 HF-A11-SMT H 4™

2.1.3 AP+STA IR BITCLL M 4%

HF-A11-SMT fHeR] DLSZfF AP+STA (7730, B [ER 2 ff—A~ AP 20, —4~ STA
B0, R
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49 ;_-_~ ¥ STA e - \
% Hi . '.:"L",,“' //% \‘*\\\\’!\\ jﬁ%
. :__'_"___' *“rces ‘% @
HF-A11x-SMT rcp” ;

Y
/(
!
!
¢ Client
FMN D
PAD (G¥

K-17 AP+STA J5 U T2 M 2%

Kb, BERJTEE T AP+STA BJThBE, BOERA) STA 2 DA LA S B i ds A, JfdEid TCP
B W 25 T R S5 A AHIE . RIS B AP 2 2 FTHIE, FHUPAD S48 n] LLi%E
BRI AP I GEE TCPBIERD |, 21l H H s sl Bt T i .
> i AP+STA fg, AT LMR I ERI A THUPAD 58T Hhise &xh I & 3t 4T I
2, AR R 1 10 25 1
> il AP+STA Difign] DUR IS8 X A HudEAT i B, o 1 BLRTAHLE STA I A
AEIEIL & M HEAT BB )

AP+STA ThRE &
AP+STA iR FHEE A DS (F-XHE0R B .
> AT+FAPSTA=on ffifg AP+STA Djfit.
> SRJGTEREEL S E R STA A, AP 32 DR AR A 2.

AP+STA A RE B FHI:
2 AP+STA DJREFFERS, STA w7 EiER: FH M HEs. B0 STA i 2 AW
RS AS, B S AP uy s R — e e, W ERIEEE.
SRR PR e LU STA Wik - AP, AT DL A A2 11 STA s 1 1413
> AT+STTC=on/off, on FR/xHIHiH#E, off AR, %A H G HMRAT
> AT+FSTTC=on/off, Za4nl LAMRAF, FSERFFERIIBE

2.2 BHBNiEHIhEE

S T {7 STARSTU, B HRE AP [0F64R (238 [T V8% N5 AP HIF (318,
B,

R T/EAE AP RIS, T LAYEE R [ he ik, R B S, SRy A
IR, it AN LRI TE LR 53

2.3 ZEHLH

HF-A11-SMT #ibh 7 FF S A LA K NS5, A7/ ISR I 24t At
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WEP
WPA-PSK/TKIP
WPA-PSK/AES
WPA2-PSK/TKIP
WPA2-PSK/AES

VVVYYYVY

2.4 UART B3hEmiThee

2.4.1 UART B B4R,

REHRFEFRUN UART SR IEAR BT, 2 AW RS 2 A AT 2 A2 1 R a) B A 1) o 2 2R 1) B Fop
ERFIE—E, WEAA—WIgE R, B—EENCEdE BRI T 4K 745 Bl
MW E, HRE WIFI 20,

FEH R BRI 2 A5 a] b s 1] & 50ms, B[] B B 1] - 50ms i, — gt .

FAh, XA ARG A A LB Ay A1 B R 10ms, LU E & T H DR AR T K .
2, W R E A 10ms, M WIFI > UART > WIFI BEIFR, R im s A K, Tt
1E 40~50ms LA,

{E R A R [RI R B[R] A 10ms, 1% 1 MCU ANBERIELE 10ms N & H R —N 751,
R VU ] BE A 2T

Bl AT 74, AT+FUARTTE=fash/normal, =] L% & [AIfEf[E], fast %N 10 ms,
normal Xf . 50ms. X Mir A B M4, AT+RELD X HTERL,

2.4.2 UART B3Rt

ST O EE KRR, AT LUGE TS UART BShRIThRE, DLk B w5 R AR .
HF-A11-SMT #EELS7 r UART [ H 3 smihee . i W B Zhae, Hik & B 3R
fidy IS 1) % fi A ot K g, ASEERR S A R T USRI A B B sh AL R, B R B4 b2k,

> EBhEifl A W RAREE M ER DB 7 EUR, AR, ek E
R

> EEhR A TR SESRWCRAE A N TR Y, AER U R AE AN L B Bl R
i A, LHORHE il R B e R B 2% 2k .

B BRI [R] MBS A 11 B 25— A 1o e T s s

eI W i K
AN B
...... 1 1 |
FREER RS TR Hrfin i R REL
i} i) F 4 1 fish & e 1)
Wzl B A R A
s e 4Tﬂ &Eﬂ?ﬁﬁ
L LREREARES IR 4 20 R 2 )
e ) I, SR %

Pt s B 25

K-18 H sl mizsh e = K
FARR) UART HBEIWHEEIETE S 0L “AT 844 ” UARTF/UARTFT/UARTFL 82/ 44 .
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2.5 Miht4fE

HF-A11-SMT fiE e FEEBR I FE R (FEN STA, £ AP FEH) 485 H M 251
BSSID [1IhfE. 4 802.11 thilHle, AFEIMITCL M4 n] LLEA M 1ML 2 FK (E]
SSID/ESSID) , {H&NZixt i —ANME—f¥) BSSID il (B MAC Hihk) . JEEANR#H
Al LLdE 2 ST B M R SSIDIESSID [ JEZk 48 1 773, 15 M 4% R i) STA BeEz 2
LN AP B, M s 4 (1t a% . @ik BSSID #uhik4hse, AT LARTIE STA BEAEIE
LRSS b, AT B TO 2R 0 25 11 22 4 1k

2.6 DAIRMEBEOINRE
HF-A11-SMT B AL —A> 100M DUKM B2, @iTiX4> 100M PLKMEE T, B e LA
SEELWIFL T, BB, UK, =0 HE. EHMTH, HF-A11-SMT B sk
M 2 RN B el AR it R AN (] ) B AR B2

<PiBH>:

BRI R LR X D) B B INARA R P DI FE, BT DABSERBRIA LIOR I 2 CUR AR 1), B P 2R 22
FHUURM, o] LLH AT+FEPHY=on fir & f g AR EZ 1, JFH RELD iy 23 iZ B B
o FEREHLH I A DR B BRI E . R T R A R R SR, )
BRA L E ORE 1o

XFF AN E’Jéﬂﬂﬁﬁ HF-A11-SMT 5 228 i oy 2 hiAs )3 Can i Bl (1) N-Ver
M z-Ver) . H#4 AT+FVER=n ¥)#t % N-Ver, AT+FVER=z {J#t5% Z-Ver, &K 7]

DR R 1 BN F G T fE
2.6.1 HF-A11-SMT DKM O ThRE (AP)

PC2
PC1 ._ ,
‘I' 100M BL K M 5
~ =
T HF-A1 1 ST ~
IP: 1010100101 APE IP: 10.10.100.100
GateWay: 10.10.100.254 IP: 10.10.100.254 GateWay: 10.10.100.254

K-19 HF-A11-SMT PLKM#E I ThAE (AP)

HF-A11-SMT #EEE Ry AP, DIAEC A O R — AL, 2 Brg 344 1) 1P ikt 5
PEER TARLE [ — AW B, AT DL HE .

2.6.2 HF-A11-SMT DKM O ThEE (STA N-Ver)

STA#=". Soft N-Ve
PC1 ' STAm==. Soft N-Ver PC2
B BUPEYLE o '
S 8 .. AP J’
” - B \Q:/
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K]-20 HF-A11-SMT ELKM£E 1 DIRE (STA N-Ver)

HF-A11-SMT FiH/EN STA CiflA N-Ver) , #EH T/EfERR . BHugs AP J5,
M AP kb3K43 1P Hudhk (fnE 192.168.1.100) . LA HHK — AT ™ CERIA
10.10.100.254) , VIRM$O ERE& BB el (W 10.10.100.101) . XFF
WK PCL AT TN (NAT) , FrbIM PC1 kifgi#ER:, wLLZES| PC2 (KN HF-Al11-
SMT TAEFEE =0 , {H PC2 AaEFEahiEHT] PC1.,

2.6.3 HF-A11-SMT BPLKM#E:OThEE (STA Z-Ver)

PC1 . 100MI21K;TAF_§?‘_. Soft Z-Ver PC2
HER ]
” 520 \Q,/

Gateway: 192.168.1.1 IP: 192.168.1.10

Gateway: 192.168.1.1

K-21 HF-A11-SMT PR M2 1 DhEe (STA Z-Ver)

HF-A11-SMT ts iy STA (AR Z-Ver) , il TR . HYSES] AP /5,
PUK M2 F &2 AP b3R5 1P #ithil (&l 192.168.1.101) . i AN 2%,
RN E — AN B3, PCl. PC2 [ LLEE, MAZATMLIR. (H2& HF-ALL-
SMT R B S H e W& Hil, FESFSNE LANIP Hihk (40& 192.168.1.10)

2.7 STA W ENEEIIEE
FERREL “ T B TUE A 7 “HR” . SdiZsds, SH— 2 En
BRI AP HER, FRER. W ER:

BME AL L H(SSID) HF-A115_AP (=)

MAC Bt ¢ afiE)

MEER [oPEN v
R [Mane +

Kl-22 STA & B % & %4
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HE)

mrmx

P =R (5 210)
HF_AZ

DOOR

TP-
LINK_3FABBE

inLPharr Py
TP-LIMK_803786
inpa-china

inpa-guest

O|O|C|O|O| O |O|C

TR-LIMNK_AF

MACHSAE [

88 8haa00:13:7d)| 70%

acef23:00:071:a1 |[81%
el05ca2fabbe |0%

00:25:86:Fd5:50 [10%
14:e6e4:80:37:86||0%
00:18:f833:d0:28 | 10%
000182334029 (10%

TdeadaTedsd) 81%

K-23 STA & R A

2.8 TAHEER

B

FTEEE  |INEH
fe ;

1

HOME
MOME

AES

TEIP
AES
AES
AES
AES

R | PR
OFEM Infrastructure

QOFPEM Infrastructure

WRAZFSK] Infrastructure

WPAZPSK] Infrastructure
WPAZPSK]| Infrastructure
WRAPSK || Infrastructure
WPAZPSK] Infrastructure

WRAPSK | Infrastructure

HF-A11-SMT #ERSZREPIFD AR @RS i BAL S il n] DLSEEI &5 11 B4
R, M KRR IR P B 42 . fRAA1E Flash o, LHREI GRS H

ENFENZ AR

HF-A11-SMT fit L HEs) G, SRERSTIUE B WS, BRI M %
Lo ds e, IF HBHATWE M AR, $mi i & OS84T M.

P R B SEE:
> MBS

B ZEEFR (SSID)

m AR
m

> BRI\ TCP/UDP & 5%

IR ISWVE <Lt
B ERERT (server B client)
B H
B H§IP itk
> HOZSH
B ORR
L I /A
L o1 ¥ A
m ik

B R

> TARREK

B E R P
wFEFR, FIH HF-ALL-SMT FE A IIRE, o] DS HF-AL11-SMT BEE 1
— R REALA R T2, SRR S A s ORI B T L T . BRI PR Y

EHEDOI A T R BR A 7]
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B, ELEAUEERR I R 2B Bl A, P B0 % T 7 AR AR AT sl it m] A i s
A I LA o

Y UART & 172 |UART . User Device

HF-A11 x-SMT HF-A11x-SMT Q'

K]-24 HF-A11-SMT i W& 40N

User Device

2.9 MY
HF-A11-SMT #ES2 # TCP/UDP W28 B3, Bl 1 7] LA web 77 20k 5 ) AT+
A BE . HF-AL11-SMT M Z&flf¥4z M v LLE server, A LLE client, J8id web 55
B ER T AT+ A% E

2.10342 B Rk I

HF-A11 B2 £F DNS Proxy B, F A afDUEEA GEE IP suhk) 4T F R g

T o 3413 E AT LUl TS AT+DOMAIN f4 HEAT W B, W B 5eilUn SR, DL H
BCFHLE LS, w] DAZE N 528 b A i N8 B I 4E , E AT DAST AR ) Y
i

N ©

2.11S3¥%E
HF-A11-SMT 3 3C#F web XIS HOR E, H P AT USR] IE Y48+ 5 8 kAT
WHE. R CLERLR AT LML, W PC HLHIZEN [ — Aok M 48 5t ml b
AT EE, BANAA HF-AL11-SMT AR 2 — AP, Frbl PC HLA] LLUERERI B E
PR AT 15

HF-A11-SMT B [FIR L SCFF 8 L) AT+ <, BARESH R “AT f549 U017 &7,

<iAg>:

DB T A B P P e AL S B B ] SE ICEL,  IORE R R FH P f) B
BeE M A . R, SR R BN RS B A R S 4 Ay B e B,
DUBAT BASR (b e B T HOR IR m P I B . TE IR DU BOR SRR N R 3K 45
SRt D R E S

2.12 EF+ 2%
HF-A11-SMT fHe 37 35 web J7 20O 7E 2o [ 44 T+ 2 .
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3 wEAMFH
3.1 Web BHERH

B IXfEH HF-A11-SMT By, FFEXHZESE T — A E . nf PLdid PC iE#H: HF-
Al11-SMT ] AP #2111, FfH web & 2 i1 [ fic & .

BRAENL T, HF-A11-SMT K AP #2110 SSID 5y HF-A11x_AP, P Huhl-FIfH 4. 2564
R

-5 HF-A11-SMT M ERIN KB R

2 RN E

SSID HF-A11x_AP
IP Mk 10.10.100.254
TR 255.255.255.0
P4 admin
oy admin
3.1.1 IIFFEEN K

H 5 PC LM %#HE: HF-A11-SMT, SSID N HF-Al1x AP. Z5&EIT)E, 1T
IE, FEHHERZEN http://10.10.100.254, [B175, 7E5HRXHEHE RN F7 4 F20,
WIE N .

Connect to 10.10.10.254

P

]

The server 10.10.10.254 at GoAhead requires a username
and password.

Warning: This server is requesting that your username and
password be sent in an insecure manner (basic authentication
without a secure connection).

User name:

Password:

K-25 ST B TES — o0

NG T2 B HF-AL11-SMT FIE BE DU . HF-AL11-SMT %8 B 01 1] S HRF SR,
ATUES EAWE. RN, 2508 “REEAER” “THEANKE” , “T.
&I RE” , “NAEFRE” &k BHER”

3.1.2 A EFE
Web & — 50 n] DA B IR B TAEAE AP 158 STA .
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HE)

High-Flying
B Bt B THERARE
B TABASIRE
- BEERTEER , SEWFLEHER , BB EHIED
FiprmieeE
o © ap @5t
B 2OEHEEE WIF| e A ST (AP): EMERRARBWIFIFIEE » AL, EiEA. FARRmSEMWIFE
FEA. BRBEFINTEEASBE TE
B fEtheE O station &5%:

WIFI fEERERIRSE (STA): BIZEINAWYIFIE5 e SR BRBAOWIF IFIEE . (ERTER BRI ASTAR
il IHFEHEERHSINTER. HXRBEEN TERFRE TE

HEAES | BRERER o
LERAEFREARAE
HAXE

peter_dong@hi-flying.com QQ:2452483191
F#H1: 13681967916

K-26 LB E

3.1.3 ERBARKE
HF-A11-SMT (8 AP #2110, @XM H A P-4 75 (8 i e A bk 47 2 2, iy HoaT A
SCHLE M, EET D K. G SSID wE, LM E L ILELsiRE,
DL AP ZH RGP R (1) % B

HF)

(%) (Enger)

High-Flying

B 8IS EEBEALHE

B TABASRE

P—— FeRIE N SEOMEE , 0F : SSID, MES.
Gamasman

B SR ATRE RHEKL  11b/gin mixed mode ¥

B BihER Fi% &% (SSID) HF-A11x_AP e O sz O
FrMACHH 86:88:50:60:08:60
SR BEHER v

eaoe
mEEL Disable El

BE B
mmsmam
IP ik 110.10.100 254 |
FEAKE 255.266.265.0
DHCP 268 e v |
DHCP & E 10.10.100.254

K-27 TERBANEEE

3.1.4 THRLWE

Tk &ime, B STA #1110, HF-A11-SMT AJLLE STA #20EASH B TLL MK,
WEWMTNAE:
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HE)

IR BB AR, B E STARELIRE, BIREHERN AP (1) SSID, %4

BES. Tl —NRNMWEEEM I E, 0% DHCP ki &g,

HF?)

High-Fiying
B ekt \ S E
B TAEHE
® BORETIEE
B e

3.15 BFAKHEKE

53 )

ELE NG R

FELIRAE , B | ERERMAPSH (SSID, M) RFEAEN ( DHCP , BHER) %.

FRKRSHCE

BT A% SE(SSID) HF-AT1x_AP |
MAC Mt C A% ) [ |
MEER OPEN v
MEE None |
BRIPHE 5 (BRI v

g
DHCPRE &1t (A1)

K-28 ToLk & AWK E

N2 FHRE 7 i B wifi 5% vart N S8 BCE, A & ISE00 i E & 2% T i

&
HF

High-Fiying

o i
B TSN SIRE
» EgumeE
B BOREERE
» mpEe

<Vt BA>:

=) e

$ 0K PSP E

BERREARFNSEOSHR SIS,

FOS/EE

BRE 57600 v
BEL B
BEE& None v
ikt 1 vJ
CTSRTS Disable v

FOEIREE
OB Disable v

RS Server ¥|
iR TCP v
=0 8899

LES T 10.10.10.100
BATCPERB(1-32) [

TCPEH &% (hF600 ) 300

K-29 R i E

W2 AT DL E 3 FiiiX: TCP Server, TCP Client, UDP.,

EHEDOI A T R BR A 7]
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HE)

KN UDP 2 TCi%E#:M, PFrLlEAriE Server 8¢ Client. 4% & K TCP Server I, A&
BN P bk, T HERE, FTEALE P Hh A E N BB 1P Huhk. b
NG 5, 38T i i 5 A .

3.1.6 HEHEE T H

REHUE BAE I  AEw E, IRE ) B BT R RE

HF?)

High-Flying
B BT

B B\ SRE
B EACEE
B SR HERE
B BHhER

<P B>

(%) [East]

BREE

Ver: 3.29.0-1

HERPETH, REH RERBHRM.

BEEERER

%S admin
os e il

&R

HEQER ]

&EH &5

EEH 5 wEHTIRE

o

KPR - EAEIUI | ikamsre

Kl-30 HEERE HL T

CEJARRHY i B EARKTERESEE, Al “HE” RIERENSE
(EX L B TR A R BE B T “ER 7 R4 24 fdr “ER7 JE, R
B, I RN R A ECESE R .

3.2 HF-A11-SMT {4

3.2.1 AT AR

NTAEF A, FAVE 2 438 O FL e AR T A

— A EEOARTHE, C
A R T A,

3.2.2 M4k iEE:

omTools. '@ ComTools.exe
TCPUDPDbg- S£TCPUDPDbg.exe

VAR T DA R 2 R 7720, P ol DA% I S s 1 2 FH R4 T 03K«
> fHH STA#:, HF-A11-SMT 5—& PC 4 RIS — & L% AP |, H—4&

PC & HiEREH

F-A11-SMT, W F&E:

EHEDOI A T R BR A 7]
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PC2
UART

.

\Q’/

-

HF-A113-SMT

AP
K-31 STA £ HiEFHR

> fHH AP #11, —& PC % HF-AL1-SMT [ AP 311, B —%& PC A& %
HF-A11-SMT, K&

o ’ UART ree g
gt HE-A11%-SMT =
Kl-32 AP 4% HiEH M
3.2.3 R

wm FEFx, 78 PCL H4TH CommTools F2/%, & COM [IFFFT I8 iE$:.

<% ComTools

Forth: @ ® @ [ : ortE;
Coma ITE RIS TS ISR COMEZ, IIR, EIE CTS D3R CD

|

o
TR N]
FERT RIS (1]

=

COM4 STEOD, o, 8, 1 CONMZ 9800, 1, 8,1
K]-33 CommTools ik T. A

£ PC2 H1{TJF TCPUDPDbg F£F7, 14 Hi I i N AR Fr B0 B T 2 B — ik,
1R HF-A11-SMT %/ Server #230, WIRIZ G2 7 imidfi, 5 0618 AR 55 215 0
%,
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HF )

saghinying

= Tepauppi it T H

it HFW BOMW  RENH  Language

@ The page cannot be displayed

Rk 2 x
B EP
CRELUERT " RN

© ERBRSEG
b

®

(%]

-

E -

G SEETD
=

B BEAEERL

@ Bt

Clummms QUBRSE Yoo MO 2o 2 SsEEF 00 % @ 7

-34 TCPUDPDbg T. B 6 i
SR 5 IR AR I FH R T 150 DU 1 S 80 TCP/UDP, Bl 1, 1P M.

tlE R E3
2R 1cP |
Eﬁl@mn.zm rim g |8899|l)
AMHO: & WO C s [oo0
I BEhEE: e s
I EsEEtsEsEE @R [ e

el

K-35 TCPUDPDbg T H& %% &

S ERE R Rt LR

E DU T R PR 2 7]
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B2 TcpaUDP L - H - [10.10.100. 254:8899]

RO EEY BWOW B Language

O s & akeRss 9 6 MiEg v Semiy | XEE R B B

e # X | 32 1n10.100.2548809 | v

= EPIREN

@ 10,10.100,254:8899 BiFIe WIEE | Fia s

R4 23R, 10.10. 100, 254 .. ..
BT RN [ ORXEEERRE ms | aw | rossen

BREmO [
[ {eEEHERD
B
=l -
I~ B=hixk
=2 E
-
iR ms

BRE | EERT| EE | #F | BEW | A

<@ I RERT e | ]
P-4
HiE lui
w0

ET

EIRIERET 0 R/ 0

i-36 TCPUDPDbg i A

A8 HF-A11-SMT B BRIA SCHRE LA, B DAIERE 7] LA CommTools T A
R¥HEZ% TCPUDPDbg . E., =i TCPUDPDbg k% CommTools. Fif HIEE# <
JRE A R — 1 R R

3.3 BLRZ4H
3.3.1 L&BEENHA

W e
= ag HF-A11%-SMT
AP SSID: HF-A11x_AP

K-37 ok fE e n ] B s

i1 FE, HF-AL11-SMT #H/E RN AP, S IEREH %, BRe TR & T LA g
PR HF-A11-SMT fide b @3 I 2 2% 35 FH P i 4%
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3.3.2 mEEENH

STA

S5TA

4y . UART k

3
%Fﬁg
-38 i N ER

K HF-A11-SMT #HE A STA, BT W IERS] Internet W . B & il TCP
Client, 5 Internet W _F 1 IRSS 25 4HE .

HF-A113-SMT

XA P2 AT ASE P B0 3% R R B (MM A ik 2R 55 2 L ACBRAE ik, MRS5S BAT AR
il X P e A BEAT 1

3.3.3 EHEOMNMHA
ZAN HF-A11-SMT #iA BaE & E, i FEFTR.

4 ., UART

%Fﬁg HF-AT1 - SMT HF-AT1 - SMT Q'
AP SSID: HF-A11x_AP STA SSID: HF-A11x_AP
LAN IP: 10.10.100.254 WAN IP: DHCP
Net Prot: TCP Server Net Prot. TCP Client
Protocol Port: 8899 Protocol Port: 8899

LaMN 1P add: 10.10.99.254

F-39 B B N KR
i, #2i0 HF-A11-SMT fE i & 4 AP #520, SSID A IP HihkERIA, ML SA & L,
TCP/Server #,, Wridim BRI HA 8899; 47151 HF-A11-SMT #ilh i B Ny STA R,
SSID ¥ NEER AP () SSID (HF-A11x_AP) , ERiIAN DHCP, &% Pl i%k & ik
TCP/Client #:5,, Pl 1 8899, Xifim IP Hubik 15 ple Ac i A S ity ik, Hp
10.10.100.254,
YIRS EE 453k AP (SSID: HF-A11x_AP), 4RJ5 E3h#E TCP client i 3Fi& 4 /2
TAAEELY) TCP Server. AT &ERESIER, RJEHIAR UART AT PLIZE I A& S i .
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TE: LAN E 1P HuhE B0y 5 WAN EUASEE [N B Rk, an B EBCh -
10.10.99.254. (WAN [l DHCP M /i B si A5 i) stk /& . 10.10.100.XXX)

3.3.4 EREFEREFRMNH
DL PC VENEHE RS 28, FANEEEREFR BN HF-A11-SMT fB Rt o2k ThRE. R
EI TR«

AP S51D: HF-A11x_AP

— LAM IP- 10.10.100.254
. Met Prot: TCP Client, 10.10.100.100-8599

- .
UART o777 FE
IP-10.10.100.100 Hq'
Met Prot: TCP Server, 8899 HE.- A11}{ ST
BrREE Bres
*:3' TUART e @dq'
HF-AT T ST HF-1 1. SMT
STA SSID: HF-A11x_AP STA SSID- HE-A11x AP
LAN IP: 10.10.99.254 LAN IP- 10.10.98.254
WAN IP: 10.10.100.101 WAN IP- 10.10.100 102
Met Prot: TCP Client, 10.10.100.100:85899 Met Prot: TCP Client. 10.10.100.100-85899

K-40 Joeidn R RN AH KR

Erh A HF-A11-SMT Ml it i UART &4 P WS E N EdE RER, Hd—AME
AP, H bﬁ/]jj STA, — & PCYEANEHE REMR S 4% 1E N STA 1) HF-A11-SMT itk
1 PC #B18 I I 2k 45 1% Tﬁlﬁ’ﬁjﬁ AP 1] HF-A11-SMT #idk |, Hp— AN oM.

PC &%) TCP Server, fif HF-A11-SMT #H#S 5 ) TCP Client 4355 PC #Hi%
XA RN KA RIS A s 4R T LA B PC L TR — b8, fRAF .
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4 AT 18249
41 BHSEATER

HF-A11-SMT #He A 2 FpLERL, BOAEH T (BEshn) B F it NiE e,
FH P a] DR AR 1 AR ) e 3 iy 4745 0

BB UART HSHICE I T (PC B 2 S EASO B 5 ED

EORT

BEE [e7600 =]
B [e=]
0 [Nans =]
ikt [T
CTSRTS [Disabie =]

K-41 HF-A11-SMT 544 UART S5

A ATIECR, H P T RAES AT+HES A UART COXHEBREAT B E . DI RERT LL5E
S 7 web T I BCE

4.1.1 NEAEA D24y S
B AR D) e 2 iy AR5 2 AP IR
>  1E UART O EHAN “+++7 , BRERTERE] “+++7 JFERE—DAG “a” ;
> & UART O EHARIAGS “a” , Bl BFiALfE, RE “+ok” ik, #HEAmS
P

— Securef
THE MEO TFW RO #H0 WEE IAQ #He
BRARURY BABES FHY @ &,

| Serial-COM3

a+ok

2677, 8031

42 )t et ) sl & ik

<P B>

FERIN “+++7 MRS “a” I, & ORARE, W EEFR.

N 7 M “@” FEAEER A SER, PR IR TAER R dr SRR .
HARZRATR »

Eﬁ‘ﬁ)\ u+n &ﬁ)\ u+” iﬁ‘ﬁ)\ u+n iﬁ‘ﬁ)\ uan
| < 300ms | < 300ms | | <3s |

/
ol “a”
FEA BT, ATLOEE UART R AT+HEIREAT BEE B ), DL S S AE,
T LB AT+HE 4 [l BHEMEAE . AT+HEL BRI — =1,
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4.2 AT+E4HER
AT+ 4] DUE Gl 2 im=5 & U Pt T, Brrbisd gefsimA .
KR, @il SecureCRT LA, AT+H 2% #EITE4S, I ITA KRS AU .

5 Sexial-CON3 — SecureCRT
tE REE EEW OETO £0 BEe IAEw Fo
DINAE BR T3 TR @

| Serial-COM3

a+ok ~

AT+H
+ok=

AT+: WONE command, reply “+ok".

AT+E: Echo onoff, to turn onfoff command 1ine echo function

ATH+ENTM: Goto Through Mode.

ATH+NETP: Set/Get the Met Protocol Parameters.

AT+UART: set/Get the UART Parameters

AT+WMODE: Set/Get the WIFI Operation Mode (AP or STA)

ATHWSKEY: Set/Get the Security Parameters of WIFI STA Mode.

AT+wWSSSID: set/Get the aP's s5ID of WIFI sTa mode

ATHWEBU: Set/Get the Login Parameters of WEB page

AT+wAP: Set/Get the Parameters of WIFI AP Mode.

ATHWAKEY ! Sety/Get the security Parameters of wIFI ap mode

ATHWSCAN: Get The AP site sSurwey (only for STA Mode)

AT+Z: Reset the Module

AT+MID: ?et The module ID, eg. All-yymmoddxxxx Cyyiyear, mmimonth, dd:iday, <dxx:iserial numd

AT+H: Help

FhsE Serial: COM3 22, 1 2847, 98%| ¥T100 B

K-43 ATHES R =K

4.2.1 i HE
AT+HEA KX HET ASCI TS 24T, RIS :
> g
<>: RN E IER S
[1: RoRTTErH s>
> A
AT+<CMD>[op][para-1,para-2,para-3,para-4...]<CR>
> AT+ WA H BT
< CMD: {4 FEfFH
< [op]: fEAERIERT, 1RERSHNE AN
e “=7. RSHNE
® “I7 . KTl
< [para-n]: SEHEN RN, G0E NN T
> <CR>: Z5fF, [H%, ASCII 4 0x0a B 0x0d
<UiH>:
Y, 25T B3l 0x0a0d. AL h, “AT+<CMD>" F4fH 3l bl &,
KNG, ZHEIRFFAZE.

> MR
+<RSP>[op] [para-1,para-2,para-3,para-4...]<CR><LF><CR><LF>
>+ MNEE AT
< RSP: WINFLFH, WO
® ok: %%%EEIJJ
® ERR: E£RAKK
< Jop]: =
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HF*)

< [para-n]: AT IR B ZHEL AT IR R D
< <CR>: ASCII 5 0x0d
< <LF>: ASCII % 0x0a

HE R
-6 HIRLFIR
Rt i
-1 TERH T 2% 3
-2 TRt 4
-3 TCR IR ETT
-4 TR BH
-5 BAEA RV
4.2.2 154548
-7 AT+HELFIR
#e ]
() T4
E FIIFI5C A B 2 D fRE
ENTM HENBEAEAR
NETP BEE A B S L
UART BB O34
UARTF | JFJa/2< ] H 8l i 2 e
UARTFT | & &/ E 3 plmi fid 2 i 18]
UARTFL | ¥ B /A E 3haifh & K
TMODE | & B /A8 & 5t GEAE IR )
WMODE | & &/&# WIFI e (AP 5i# STA)
WSKEY | & B/# i) WIFI STA 1R N5
WSSSID | % B/##l WIFI STA #= T AP SSID
WSLK 2 STA B 1Y link IRE&
WEBU | % &/ WEB WH I EFESE (4. %)
WAP BT WIFI AP B30 T 251
WAKEY | & B/2 1) WIFI AP #: R i 20
HIDESSID | ¥ B /2 ) /& 75 FREl i AP 1) SSID
MSLP B R AR DFER K, SCH WIF
WSCAN | STA#A T#Z AP
TCPLK | &) TCP 8 /e 75 O itk
TCPDIS | ##/KiJF TCP (R AE TCP Client 4 %0
WANN | & E/f#H WAN B, J7E STABRK FEX
LANN WHE/EH LAN W&, R AP B N AR
DHCPDEN | {§ifg/2%H LAN /] DHCP Server Jjfg
DHCPGW | i% & /751 DHCP % ¢ bk
TCPTO | 8 /# i) TCP iR A [a]
MAXSK | & B /&K TCP iE#E

EHEDOI A T R BR A 7]
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HF)

TCPB {FREIZE ] TCPB Zhit
TCPPTB | ¥ HE/# i) TCPB i 15
TCPADDB | # & /#5#) TCPB [ ) 5% %8 s 1k
TCPTOB | ¥ &/# i TCPB [1Ji i i [a]
TCPLKB | #rif] TCPB #if/2  C dtht
EPHY F a5 ETH #2111
STTC /2% A STA 3 T Th e
DOMAIN | % B/ i) & Fh A E i 1T fr 35k 44
FRLDEN | f#it/25 ] nReload 5| 11 5hfg
RELD R RE
z H 5 i
MID B ID
WRMID | # & ID
VER AU KA AR AS
H i BhTe 4
FVEW | f#ifE/25 /) WANN 1T fg
FVER B E AW TR
WMAC | & E/& i MAC Hihl
PING PING 4

<PiEA>:

HF-A11-SMT e n] DL LAETE AP 8 STA B, 2 A FHAFEII$84 % E WIFI IS4,

4.2.2.1 AT+E

Thg: FTIFERHA R T g

&

AT+E<CR>
+0k<CR>< LF ><CR>< LF >

H e s A A I B iy B, BRI B IhREFTIT, A — A AT+E J5 %1 el
TIIRE, BUEANJE TTIT LR DRE .

4.2.2.2 AT+ENTM

Thg: HENEERN

%

AT+ENTM<CR>
+0k<CR>< LF ><CR>< LF >

n 2 L AT, B ar SR UI R BB AR R B AR A o, AT
LI “+++7 KA 5 [B] 21 dr A5

4.2.2.3 AT+NETP

ThRg: WEAMME IS

%

#if): AT+NETP<CR>

EHEDOI A T R BR A 7]
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+ok=<protocol,CS,port,IP><CR>< LF ><CR>< LF >
BE: AT+NETP=<protocol,CS,port,|IP><CR>
+0k<CR>< LF ><CR>< LF >

ZH.
> protocol: PHSEAY, ffE
% TCP
% UDP

> CS: W& 2RumoE i, s
< SERVER: [R5 %%
<& CLIENT: & F'ifi
> port: PRNEE N, 10 BERIEL, /N TR 65535
> IP: A TCP client 8¢ UDP B, Args#sribhl o] DU RS 23 1 IP bk, tn)
DL RSS2k 44D o
HGEE, RENSHER.

4.2.2.4 AT+UART
hie: WEIARS OS5
5w
). AT+UART<CR>
+ok=<baudrate,data_bits,stop_bit,parity,flowctrI><CR>< LF ><CR>< LF >
WH: AT+UART=<baudrate,data_bits,stop_bit,parity><CR>
+0k<CR>< LF ><CR>< LF >
ZH
> baudrate: JHRFER, AJLA
< 1200, 1800, 2400, 4800, 9600, 19200, 38400, 57600, 115200,
230400, 345600, 460800
> data_bits: F#Efz, FILL
< 5,6, 7, 8
> stop_bits: {5147, ATEA
- 1, 2
> parity: 6z, TEA
< NONE: A7
< EVEN: {56
< ODD: #rkiik:
< MARK: IE56
< SPACE: #i&L%
> flowetrl: fiiffiiizE (CTSRTS)
< NFC: TRz
> FC: Hhfnez
HpERE, RENSHAER.

4225 AT+UARTF
Digg: JFEIOCH B 3 pmi D) g
(S
7). AT+ UARTF<CR>
+ok=<para><CR>< LF ><CR>< LF >
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WH: AT+ UARTF=<para ><CR>
+0k<CR>< LF ><CR>< LF >
ZH
> para: AJLUHUE disable B¢ enable, o KH TS H 2R Y)6e

4.2.2.6 AT+UARTFT
Dige: B E 3Rk A i [E]
&2
). AT+ UARTFT<CR>
+ok=<time><CR>< LF ><CR>< LF >
WHE: AT+ UARTFT=<time><CR>
+0k<CR>< LF ><CR>< LF >
S
> time: HZNEWIRA R A, HAY ms. HUEYERE: 100~10000.

4.2.2.7 AT+HUARTFL
DiRe: WE/ W E 3Rk kK
(S
ifl: AT+ UARTFL<CR>
+ok=<len><CR>< LF ><CR>< LF >
% H: AT+ UARTFL=<len><CR>
+0k<CR>< LF ><CR>< LF >
ZH:
> len: Hahpwifl R KE, #4008 byte. HUEVEHE: 16~4096.

4228 AT+TMODE
Dife: WEE AR GEAR B
&2
#rif): AT+TMODE<CR>
+ok=<tmode><CR>< LF ><CR>< LF >
%H: AT+ TMODE=<tmode><CR>
+0k<CR>< LF ><CR>< LF >
S
> tmode: L, EFE
< Through: EHEHR
AR S, WENSEAR

4.2.2.9 AT+WMODE

hie: WE/AH WIFI EERR (AP 5% STA)
2
#if]: AT+WMODE<CR>
+ok=<mode><CR>< LF ><CR>< LF >
WHE: AT+ WMODE=<mode><CR>
+0k<CR>< LF ><CR>< LF >
ZH:
> mode: WIFI #ER, s
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<> AP: LRI SRR
< STA: TLZumii
HIFHHE, RENSEER

4.2.2.10 AT+WSKEY
hRE: B/ WIFI STA BRI 2%
W
Hi): AT+WSKEY<CR>
+ok=<auth,encry,key><CR>< LF ><CR>< LF >
WH&: AT+ WSKEY=< auth,encry,key><CR>
+0k<CR>< LF ><CR>< LF >

S
> auth: IFER, 45
< OPEN
< SHARED
< WPAPSK

> encry: I, W

NONE: auth=OPEN I} %%

WEP-H: auth=OPEN &} SHARED I %% (WEP, HEX)

WEP-A: auth=OPEN & SHARED &% (WEP, ASCID

TKIP: auth= WPAPSK 51 %k

AES: auth= WPAPSK 54 %k

> key: R4, *4encry=WEP-H I}, #5374 16 #fil4, 10 frsk 26 fir; 4
encry=WEP-A i}, #1524 ASCII 15, 5478% 13 fii; %4 ASCIN G, /N 64 17,
KF 81,
ZSHAAE STABK R A, ERHER)E, WENSEAERR. (B AP BN LL
WEIXESH.

R

4.2.2.11 AT+WSSSID
RE: B/ WIFI STA X R AP SSID
i
#5if]: AT+WSSSID<CR>
+ok=<ap’s ssid><CR>< LF ><CR>< LF >
PE: AT+ WSSSID=<ap's ssid ><CR>
+0k<CR>< LF ><CR>< LF >
24
> ap’sssid: AP ] SSID
BSHUAE STABRNX T AN, BEEHERE, wERNSEAEN. (BAE AP BT HaT L
WEIX S,

42212 AT+WSLK
heg: Lk STARR N link RS (HAEH T STA #iz)
W
&i]: AT+ WSLK<CR>
+ok=<ret><CR>< LF ><CR>< LF >
S
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> ret:
< WAREERE: iRIA] “Disconnected”
> WA ERE: R[E “AP 1 SSID (AP (¥ MAC) 7
> WmRELEAIE: RE “RF Off”
ZSHATE STA A A 2L

4.2.2.13 AT+WEBU
Uige: WwE/EW WEB LSS (A4, i
AW
7). AT+WEBU<CR>
+ok=<usr,password><CR>< LF ><CR>< LF >
WHE: AT+ WEBU=< usr,password ><CR>
+0k<CR>< LF ><CR>< LF >
ZHY
> usr: WEB JUIH ;7] H 7 44
> password: WEB T [ 15 [] i} (1) %65

4.2.2.14 AT+WAP
hRE: B/ WIFI AP #X T 2%
[l
i) AT+WAP<CR>
+ok=<wifi_mode,ssid,channel><CR>< LF ><CR>< LF >
WH: AT+ WAP=<wifi_mode,ssid,channel><CR>
+0k<CR>< LF ><CR>< LF >

S
> wifi_mode: WIFI#=, 3%
< 11BG
< 11B
< 11G
< 11BGN
< 11N

> ssid: AP fHzUH ) SSID

> channel: WIFI channel #%#:, AUTO & CH1~CH11
ZSHUAE AP B AR, HEEE, WENSHAERN. (BE STAKRA AL
BEEIX ISR,

4.2.2.15 AT+WAKEY
Thig: WEAH WIFI AP B R a4
1% 3K
#if): AT+WAKEY<CR>
+ok=<auth,encry,key><CR>< LF ><CR>< LF >
W HE: AT+ WAKEY=< auth,encry,key><CR>
+0k<CR>< LF ><CR>< LF >
ZH.:

> auth: MIFER, @4
< OPEN
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< SHARED
< WPAPSK
> encry: INEHIL, G
NONE: auth=OPEN I}H %%
WEP-H: auth=OPEN 5{ SHARED I 5% (WEP, HEX)
WEP-A: auth=OPEN 5 SHARED I %t (WEP, ASCID
TKIP: auth= WPAPSK I £ %L
AES: auth= WPAPSK I £ %k
TKIPAES: auth= WPAPSK I 4%
> key: %14, X4 encry=WEP-H K, #0354 16 #il%, 10 A58 26 fii; 4
encry=WEP-A Itf, %153y ASCII 15, 54785 13 £i7; SN ASCIES, /NT 64 i,
KT 81,
S RE AP BN AN, HEBYE, REMNSHAEN. HE STAEN FHATEL
WEIXESH,

R s

4.2.2.16 AT+ HIDESSID

TiRe: wE/AHZ SR AP 1] SSID
[l
%if): AT+HIDESSID<CR>
+ok=<sta.><CR>< LF ><CR>< LF >
WHE: AT+ HIDESSID =< sta.><CR>
+0k<CR>< LF ><CR>< LF >
2
> HilH, sta.: IR[EIFER AP [ SSID 52 SR, U
< on, TR SSID
< off, F/xkEE SSID
> WHER, off i B A SSID, on % & SSID

4.2.2.17 AT+MSLP

Difig: e NBERRAE N i WIFLASTT A
&2
#rif]: AT+ MSLP <CR>
+ok=<sta.><CR>< LF ><CR>< LF >
% H: AT+ MSLP=<on/off><CR>
+0k<CR>< LF ><CR>< LF >
ZH:
> B, sta.: IRFEIEHUE BEENR, 40
< on, FRHAHER
< off, Fonit N BEAR
> WER, off i NHERREL, on LHRHUR H REAR B
M NIEIRAE RS, F4 N AT+MSLP=on, BB HIEIRE R . B8 fdr
A1

4.2.2.18 AT+WSCAN

Uikg: STABTHZE AP
S
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AT+ WSCAN<CR>
+ok=<ap_site><CR>< LF ><CR>< LF >
ZHL
> ap_site: RN AP ufi i

4.2.2.19 AT+TCPLK
Thik: i TCP &7 O idtst

&2
AT+ TCPLK<CR>
+ok=<sta><CR>< LF ><CR>< LF >
BH

> sta.: R[] TCP 2 & aéE,
< on, RCOLHEE
< off, RoRBAEEE

4.2.2.20 AT+TCPDIS
IhRE: BEFE/IWITF TCP (A7 TCP Client B %0
[l
7). AT+ TCPDIS <CR>
+ok=<sta.><CR>< LF ><CR>< LF >
WH: AT+ TCPDIS=<on/off><CR>
+0k<CR>< LF ><CR>< LF >
S
> T, sta.: %[ TCP Client 275 N n #EBRAS, W
<> on, R NATEERAIRE
> off, TR NATTHEFLIRGS
> WER, off KEMRPCNATEEERE, M FaEddE, B EWIraEE it A H S,
on WEBHY N HERE, WNEmSE, B B REERS &

4.2.2.21 AT+WANN
Dife: WE/EH WAN KE, RIE STARN A
K
Hil: AT+HWANN<CR>
+ok=<mode,address,mask,gateway><CR>< LF ><CR>< LF >
WHE: AT+ WANN=< mode,address,mask,gateway ><CR>
+0k<CR>< LF ><CR>< LF >
ZH
> mode: WAN [1IP X, 40
< static, #4IP
< DHCP, ##&IP
> address.: WAN [ IP ik
» mask: WAN 17/
> gateway: WAN M ScHihE

4.2.2.22 AT+LANN
Dhag: WE/EH LAN WE, R7E AP R FHERL
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W
if): AT+LANN<CR>
+ok=<address,mask ><CR>< LF ><CR>< LF >
&H: AT+ LANN=<address,mask ><CR>
+0k<CR>< LF ><CR>< LF >
ZH
> address.: LAN [ IP Mkl
» mask: LAN -7 ##hY

4.2.2.23 AT+ DHCPDEN
IhfE: fHRE/AEA LAN /%) DHCP Server Thfig
&2
#rif]: AT+DHCPDEN<CR>
+ok=<sta.><CR>< LF ><CR>< LF >
WHE: AT+ DHCPDEN=<sta.><CR>
+0k<CR>< LF ><CR>< LF >
ZH:
> i, sta.: %[\ LAN Iff) DHCP Server IhRE R G4 AL, 4
< on, F/RfFE DHCP Server Djfg
< off, 21l DHCP Server Hifit
>  WHEN, off % &2k DHCP Server ZJft, on W E{#ft DHCP Server Thfi.

4.2.2.24 AT+DHCPGW

Dig: W E/EH DHCP Wit
e
#rif): AT+ DHCPGW<CR>
+ok=<address><CR>< LF ><CR>< LF >
WH: AT+ DHCPGW=<address ><CR>
+0k<CR>< LF ><CR>< LF >
ZHL:
> address.: DHCP /X<

4.2.2.25 AT+TCPTO
Dhfe. B/ TCP I IR
[ESa W,
#if): AT+ TCPTO<CR>
+0k=<time><CR>< LF ><CR>< LF >
#%E: AT+ TCPTO=<time ><CR>
+0k<CR>< LF ><CR>< LF >
ZH:
> time.: TCP#ERfiT[A], <=600 (600 ), >=0 (0 F/xAHEM), ERINA 300

4.2.2.26 AT+MAXSK
Dt BLE/AWECK TCP ERL
%3
#i#: AT+ MAXSK<CR>
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+ok=<num><CR>< LF ><CR>< LF >
WH: AT+ MAXSK =<num ><CR>
+0k<CR>< LF ><CR>< LF >
S
> num: K TCPIERAL, wCHF 1~32, Bikh 32
M BN TCP Server B, LR KR HF 32 /> TCP #E#:, H P MRAFTRERX4Z
L, TR E LSS i

4.2.2.27 AT+TCPB
Uige: fige/25H TCPB T
W
#if): AT+TCPB <CR>
+ok=<sta.><CR>< LF ><CR>< LF >
WH: AT+ TCPB=<on/off><CR>
+0k<CR>< LF ><CR>< LF >
ZH:
> AR, sta.: iR[E| TCPB IJRER& A fHRE, 0
< on, #F/~ TCPB{#ift
< off, /R TCPB AMiifig
HIFHHE, RENSHER

4.2.2.28 AT+TCPPTB
Dhfe: wE/AH TCPB 1 5
AW
#rif]: AT+TCPPTB <CR>
+ok=<port><CR>< LF ><CR>< LF >
W HE: AT+ TCPPTB=<port><CR>
+0k<CR>< LF ><CR>< LF >
Sy
> port: WRNEE N, 10 BERIEL, /N TR 65535
HEERE, BENSHAERL.

4.2.2.29 AT+TCPADDB
IigE: W B/ TCPB RS 2%
s
#i): AT+TCPADDB <CR>
+ok=<add><CR>< LF ><CR>< LF >
% H: AT+ TCPADDB=<add><CR>
+0k<CR>< LF ><CR>< LF >
ZHL:
> add: TCPB HiR4s#sHul Cnf LA AR 45 0 1P Hiuhik, o] DURARSS #8342 -
HAHEE, WENSEER

4.2.2.30 AT+TCPTOB
Thee: WE/ITH TCPB I [a]
(S
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#rif): AT+ TCPTOB<CR>
+ok=<time><CR>< LF ><CR>< LF >
WH: AT+ TCPTOB=<time ><CR>
+0k<CR>< LF ><CR>< LF >
ZH:
> time.: TCPB@HIf[E, <= 600 (600 F)), >=0 (0 X/RAEH), ERikH 300

4.2.2.31 AT+TCPLKB
ThfE: i) TCPB 442 75 O st

&2
AT+ TCPLKB<CR>
+ok=<sta><CR>< LF ><CR>< LF >
ZHL:

> sta.: iR[7 TCPB 2% a8E,
< on, FRELEEE
< off, RoRBAEEE

4.2.2.32 AT+EPHY
Dhfie: FERoC P LUK 42
&2
wWH: AT+ EPHY<CR>
+0k<CR>< LF ><CR>< LF >
Sy
> NI ThFE, BB UK AR fAar &5, fERELURM . Hr 4
ARAE, BVE G DORMIE 2 AMERET o a0 SEEORAE LUK N D REf i &, 75
J BB A
DA X422 115G P Ja BT DAY B D e, Pt A SSCANEE F LUK I TR, 9ok Pl BRI
pa ANV YNEINPES Sl

4.2.2.33 AT+STTC
IhRE: fHAE/AEH STA I I3 Th B
& 2
#if): AT+STTC <CR>
+ok=<sta.><CR>< LF ><CR>< LF >
WH: AT+STTC=<onloff><CR>
+0k<CR>< LF ><CR>< LF >
> B, sta.: RELESMRE STA i DA ThaE, W
< on, {fifE STA i D3 TheE
< off, 251k STA i D526

4.2.2.34 AT+ DOMAIN
Dhig: 16 B B FE A ) 1T 4 44
¥
). AT+DOMAIN <CR>
+ok=<Domain><CR>< LF ><CR>< LF >
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HF)

WHE: AT+DOMAIN=< Domain><CR>
+0k<CR>< LF ><CR>< LF >
S
> Domain: & iR 1T 4

4.2.2.35 AT+ FRLDEN

IIRE: fHAE/25H nReload 5| I ThAE
&2
#rif): AT+FRLDEN <CR>
+ok=< on/off ><CR>< LF ><CR>< LF >
WHE: AT+FRLDEN=<on/off><CR>
+0k<CR>< LF ><CR>< LF >
ZH:
> on/off.: k[AZHHE nReload 5l I DigE,
< on, f#ifE nReload 5| KA
< off, Z%ik nReload 5| 1K fRE

7E: AT+FRLDEN N F-i% &, RIVREH] BB XX A% E TR

4.2.2.36 AT+RELD
hee: B WE
3
AT+ RELD<CR>
+ok=rebooting...<CR>< LF ><CR>< LF >
A ARG ) WE, REESIEE.

4.2.2.37 AT+Z
Dife: SR
g3
AT+ Z<CR>
Bk

4.2.2.38 AT+MID
Theg: B 1D
X
#if): AT+MID<CR>
+ok=<module_id><CR><LF><CR><LF>
ZH
> module_id: ik 1D,

4.2.2.39 AT+WRMID
Difg: WEBLID
(5w
¥ &: AT+WRMID=< module_id ><CR>
+0k=<CR><LF><CR><LF>
S
> module_id: 3t ID, 20 FHLAK.

EHEDOI A T R BR A 7]
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4.2.2.40 AT+VER
Dife: EIREAERRA
&=
#Hif): AT+VER<CR>
+ok=<ver><CR>< LF ><CR>< LF >
S
> ver: IR[FEFEHE AR

4.2.2.41 AT+H
Thhg: Hhie4
%3
#ifl: AT+H<CR>
+ok=<commod help><CR>< LF ><CR>< LF >
24
> commod help: #4471

4.2.2.42 AT+FVEW
ThRE: fHREZEH LR WANN D IhEE, WEH) 8054 %%
[l
). AT+FVEW<CR>
+ok=<status><CR><LF><CR><LF>
% H: AT+FVEW=<enable/disable><CR>
+0k<CR><LF><CR><LF>
BH
> status.: IREZSAEHE LK WANN F D) a8 4
< enable: fHRELLAM WANN HIh6E, FIF LK MERER Hs .
< disable 8% 1. 2% UK WANN I hég, LUK TAELE LANN
R, BN TAER A
vE: HEELURIM WANN HIhaEEJE, Joek STA J5 R 28 I IhRE R %%, A nT i@t
A L VUK 422 65 FH 2%

4.2.2.43 AT+FVER
Uige: wEBEH T/ERK.
2l
). AT+FVER<CR>
+ok=<status><CR><LF><CR><LF>
WHE: AT+FVER=<n/z><CR>
+0k<CR><LF><CR><LF>
ZH:
> status.: 4 TAERZUIRAS,
S nEETEA: BEEA
> z: MR
VE: WP RE U B, AT A AT+LANN BB IP K5 .
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4.2.2.44 AT+WMAC
Dife: WE/EHRAH MAC ik,
&2
Hi]: AT+WMAC<CR>
+ok=<status><CR>< LF><CR><LF>
WHE: AT+WMAC=<address><CR>
+0k<CR><LF><CR><LF>
ZH:
> address.: B4 AP AU MAC Hudik, 4
< ACCF23208888.
H: STARIFH MAC Hitik oy AP #2501 MAC Hidib+1, 40 AP £ MAC ity
ACCF23208888, Il STA #i:; MAC Hili ’y ACCF23208889.

4.2.2.45 AT+PING
Iifig: B4l PING 14
S
BE: AT+PING=<ip_address><CR>
+ok=<status><CR><LF><CR><LF>
ZHL:
B ip_address.: H IP Hihl-5iik4 .
B status.: PING fird4i i,
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17N ]
M A B LRSS RE
1. WA HF-A11-SMT #E3rE%E, H TCP thiuEE O, W E?
i,
<> AN AP, BRIAEERITT
> 2#MELHLf N STA, WAN HCihkokzh &3k E, i S E, MEEN
10.10.100.100.
<> 28K TCP MMGEE W R : TCP Client, i1 8899 AZ%, |P ik 1#
i (R AP) [ LAN IP Hitk: 10.10.100.254.
<> MEEHEE N STA RS, H WIFI E25 WAN [, WAN Huhib 42505 LAN Mk

ALE—ANME: b, Fril 28 LAN IP 5 i, 1n&: 10.10.99.254.

1# 24
WIFI
mey B HF-A11x _—Z HF-Al1x A meu

AP, STA,

LAN 1P:10.10.100.254 LAN IP:10.10.99.254
TCP, Server WAN [P: 10.10.100.100
8899 TCP, Client

10.10.100.254: 8899

2. HF-A11-SMT #&3 LAN IP ¥ &, WAN IP B8 25728 L% ?

B LAN IP WET “THRENLSEE” WK, WF: EER. WAN IP BT
“TLkKumr O E” TUEHAN, W FEAPR.

REHEE

IP it 10.10.100.254
THES 2662652560
MAC it 58:88:50:00:00:34
DHCP 28 B8 v
DHCP FX&H 10.10.100.254
LAN IP & &
I R HLE ik (BEhEE) ¥

DHCPEZBit ’—‘
(optional)
WAN IP % &

3. B HF-A11-SMT B3 E%E, H UDP thilSGERAE O, W& ?
R,
<> IO AP, BRXECH UDP, 1P HihEA
< 2#FIER WAN IP: 10.10.100.100. 2##ELh STA, WAN ks sh 2455k
Hy, sREpSidE (CEWHERSHIE , @ik E 4 10.10.100.100.
> 2#BIELY TCP PhiiEBE T : UDP, i1 8899 ANAF, |P Hilkly 1#fibh
(B AP) f#] LAN IP #s3ik: 10.10.100.254.
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<> 2HBIEL) LAN IP 03— M. (10.10.99.254)

1# 2#
WIFI
mcu HEH HF-A11x _ HF-A11x B0 Mcu

AP, STA,

LAN [P:10.10.100.254 LAN IP:10.10.99.254
UDP WAN [P: 10.10.100.100
10.10.100.100:8899 UDP

10.10.100.254:8899

4. HF-A11-SMT Eilk TCP/UDP THiSLZEMR )L ¥t ?
B TCP/UDP Wil ixEAE “NHEFEE” Wi, wE,
< HEIHERIA N TCP Server, i[5y 8899,
< 4PE N TCP Client i, P b4 E CYEERK Server [ IP Hulb) .
< Wik E UDP I, Fi¥EE Server F Client [k, i 150200 E, IP Hitlk:
DAZRIE N Wi £ TR 1P Hbu bl

A&&E

HE &5 Sener v
it TCP v
A 8899

IP it 10.10.10.100
TCPEMH & & (hTooo #) 300

5. B HF-A11-SMT BBk BN STA, &Eid AP B3, Mugsen, iikE?
B EATR, HF-A11-SMT FEEetm] LA AP, FrLLiX B AP L HF-A11-SMT

A 5]

> AN AP, BRI BRI

<> 2#1EHL N STA, WAN IP 2y 10.10.100.100, TCP Server

< 3#fHLAh STA, WAN IP 2 10.10.100.101, TCP Client, Pl 2##5%
i) WAN IP: 10.10.100.100, 2#F1 3¢t s L AHR, v 8899.

< 28K LAN IP 504 10.10.99.254, 3#fid LAN IP )y 10.10.98.254, L)
G 5] RS
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HF*)

1#

HF-Allx

/Mm
2#

HF-Al1x

STA,

LAN 1P:10.10.99.254
WAN [P: 10.10.100.100
TCP, Server

8899

AP,

LAN 1P:10.10.100.254

TCP, Server

8899
WIFI

3

HF-Al1lx 1

STA,

LAN 1P:10.10.98.254
WAN [P: 10.10.100.101
TCP, Client
10.10.100.100: 8899

6. fHH HF-A11-SMT AEEREY, fnfaligde 1P HhbkyhaoR?
B HF-A11-SMT B 2540 1P Huhik )76 B ) BLE X N.100~.200 2 JH],
< WIERAHLEESY 10.10.10.254. O AP BF, 45 STA 3Bl 2 M
10.10.100.100 J¥4f, # KZ| 10.10.100.200.
S O BTRLIn RS N TR EES o B e G, TR B M R A
10.10.100.1~10.10.100.99, VL4 7 BC AN 825 70 e R Hivhik 7= A= ph 58

7. HF-A11-SMT BEEAEAEIERE R, 7515 PC (Server) &, WmARE?
B RERTR, 3 MRS PC #ST 3 % TCP i&EE::
3 MEHE O EIE E, 1#EH AP, PC 55 2 MEHHEE 1#8i WIFI

<>

R

&

PC 1 IP Hulik 4 10.10.100.100, fi TCP Server, i1 8899,
I % B : TCP Client, 10.10.100.100:8899

2# 1 et WAN IP
10.10.100.100:8899
3# Bt WAN IP
10.10.100.100:8899

’y 10.10.100.101 ,

4 10.10.100.102 ,

i % 8 : TCP Client,

i % B : TCP Client,

2#1E L LAN IP 408 10.10.99.254, 3##E: LAN IP %~ 10.10.98.254, L

IR

PC

WIFI
1#

AP,

LAN 1P:10.10.100.254
TCP, Client
10.10.100.100:8899

1P: 10.10.100.100

HF-A11x

g

TCP, Server
8899
/AIFI
2#
mcu HEH HF-AL1x

STA,

LAN 1P:10.10.99.254
WAN IP: 10.10.100.101
TCP, Client
10.10.100.100:8899

EHEDOI A T R BR A 7]

W\
3

HF-A11x

&
STA,

LAN 1P:10.10.98.254
WAN IP: 10.10.100.102
TCP, Client
10.10.100.100: 8899
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